City of Seattle Request for Proposal # SCL-3279
Addendum 

Updated on 04/23/2014

The following is additional information regarding Request for Proposal # SCL-3279, titled NERC Regulatory Compliance Tracking System and Standardization, released on 04/01/2014.  The due date and time for responses remains as 04/30/2014 @ 2:00 PM (Pacific).  This addendum includes both questions from prospective proposers and the City’s answers, and revisions to the RFP.  This addendum is hereby made part of the RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a proposal.
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	4/14/14
	4/14/14
	Demonstrations/Presentations date change.
	Demonstrations/Presentations are tentatively scheduled for the week of 6/2/14.
	Please replace 5/19/14 in the RFP schedule for Demonstrations/Presentations with 6/2/14. 

	2
	4/14/14
	4/14/14
	Is City Light looking for a document repository (document management system)? 
	A document repository is not a requirement in this RFP.  However, the City will welcome any proposal that has this feature. 
	No RFP revisions.

	3
	4/14/14
	4/14/14
	Would the documents in this system attach to the records, or would they hyperlink to another repository?
	We envisioned them attaching, although we will consider all proposals.
	No RFP revisions.

	4

	4/14/14


	4/14/14
	What will determine whether the City chooses a Hosted or Non-Hosted solution?


	Once the City has evaluated the proposals, it will make a decision on a solution that best fits the City’s needs.  It has no preference as of right now.

	No RFP revisions.

	5
	4/14/14
	4/14/14
	If a vendors offers both Hosted and Non-Hosted solutions, does the vendor have to turn in 2 separate proposals?
	Yes, a proposal for each solution. 
	No RFP revisions.

	6
	4/14/14
	4/14/14
	Does the City implement Sales Tax?
	No, for software it implements a Use Tax.
	No RFP revisions.

	7
	4/14/14
	4/14/14
	When is the Statement of Work established?
	It will be negotiated and completed after the Intent to Award has been announced.
	No RFP revisions.

	8
	4/14/14
	4/14/14
	Should we include our License Agreement?
	Yes.  However, we don’t view it as separate from the Contract Terms & Conditions.  Both will be negotiated with the awarded vendor.
	No RFP revisions.

	9
	4/14/14
	4/14/14
	Are all of the presentations on the same day?
	No, one presentation per day.
	No RFP revisions.

	10
	4/14/14
	4/14/14
	Is this project grant funded?
	No.
	No RFP revisions.

	11
	4/14/14
	4/14/14
	Please explain further the requirement of “automatic” FERC approved standards and requirements.
	The City wants a vendor who will monitor and apply all updated to the FERC standards and requirements, notifying the City when it does (and automatically downloaded).  The City does not want to monitor for updates itself.
	No RFP revisions.

	12
	4/14/14
	4/14/14
	Please describe where more information of the IPP (Information Protection Policy) can be found.
	The IPP can be viewed here:

[image: image1.emf]CPP-CIP-003-s02 v9  Information, Data, and Document Protection.doc


	No RFP revisions.

	13
	4/14/14
	4/14/14
	There is a functional requirement for CIP Asset Management, but not Access Management.  Is that correct?
	Yes.  CIP Access management is not a requirement in this RFP.   However, the City will welcome any proposal that has this feature.
	No RFP revisions.

	14
	4/21/14
	4/23/14
	Please give specific tasks /examples that need to be accomplished by using service bus/BPEL process engine is Oracle SOA? (SH-6), and System can interface with the enterprise service bus (AL-7).
	SH-6 is a technical requirement if the solution is hosted by SCL and requires that the solution be compatible with Oracle SOA Suite for any BPEL, messaging, or service bus technology.

AL-7 is a technical requirement for integration with a solution not hosted by SCL and requires that messaging or other integration is compatible with SCL’s enterprise service bus (Oracle SOA Suite).


	No RFP revisions.

	15
	4/21/14
	4/23/14
	Would you please provide City requirements for Information Protection Policy? (Line item # 33 in the Functional Response Worksheet).
	Please see question # 12.
	No RFP revisions.

	16
	4/21/14
	4/23/14
	In the functional requirements, one of the point is – ‘Allows memorialization of City Light compliance rationale narrative for Standard and requirements’. Could you please elaborate?


	Context: For WECC audits, SCL is required to prepare a Reliability Standard Audit Worksheet (RSAW) for each Standard under audit. The RSAW requires a compliance narrative where SCL describes how it complied with each Standard requirement. SCL then also provides evidence of its compliance by referencing the specific policy, procedure, or data.  

Our interest: we are trying to learn what method(s) the tool may provide to allow us to capture the compliance rationale narrative – the summary description as it were, of how SCL complies with a standard and it requirements. We are also interested in what the tool may allow us to do once the narrative has been captured.


	No RFP revisions.
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1 Purpose

This Compliance Policy and Procedure (CPP) document provides policy, requirements, procedures and guidelines to identify, classify and protect important and sensitive information associated with Seattle City Light’s (SCL’s) Critical Cyber Assets (CCAs) and Cyber Assets used in the access control and monitoring of Physical Security Perimeters (PSPs) as mandated by the North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (NCIP) Reliability Standards CIP-003, Requirement 3, Information Protection and CIP-006, Requirement 1.8. This document also expresses management’s commitment to comply with the NCIP Reliability Standards set forth in Section 8.1 as they currently exist and as amended from time-to-time.

2 Scope


This document addresses the following, at a minimum:


· Information related to NCIP Protected Assets. 

· Collection of sensitive and secure SCL information on NCIP Protected Assets 

· Classification of NCIP Protected Asset information.

· Handling, storage, transportation and transmission of classified information.

· Release of classified NCIP Protected Asset information to contractors.

Procedures for the release of classified SCL information external to SCL and not associated with SCL contract performance is outside the scope of this CPP.

3 Organizations Affected


All SCL personnel and contractors are subject to the requirements set forth in this CPP.

4 Responsibilities


· The SCL Compliance Office is responsible for maintaining this document. 


· SCL management must enforce the requirements established in this CPP.


· SCL personnel and contractors must comply with the policy, requirements and procedures in this CPP. Each individual performing his/her job duties is responsible for the proper handling of data resources in his/her control.


· SCL personnel and contractors are strongly encouraged to follow the Guidelines in this CPP.


To facilitate protection of information, SCL personnel and contractors handling SCL information may be assigned responsibilities as an Owner, Custodian or User. Personnel may have multiple responsibilities as an Owner for some information, Custodian for other information and User for another collection of information.

Note: 
SCL and the City of Seattle retain actual legal “ownership” of information assets collected by SCL and the City.

· Owner:  The management of an SCL organizational unit where the information is created or the primary user of the information. Owners must:


· Identify the classification level of all information within their organizational unit using this CPP as a guide.

· Raise or lower the classification of the information consistent with this CPP, if necessary.

· Implement appropriate safeguards, consistent with this CPP, to ensure the confidentiality, integrity and availability of the information. 


· Assess and monitor safeguards to ensure compliance with this CPP and report incidents of non-compliance to the SCL ITSD Service Desk and SCL Compliance Office.

· Authorize access to only personnel with a business need for the information.

· Ensure removal of access to the information from those who no longer have a business need for the information.


· Custodian:  SCL personnel or contractors/vendors designated by the Owner as responsible for maintaining information safeguards established by this CPP.


· User:  SCL personnel or contractors authorized by the Owner to access information and use the safeguards established by the Owner and this CPP. Being granted access to information does not imply or confer authority to grant other users access to that information.


The SCL Compliance Office will provide a focal point for questions and requests for interpretation when implementing this CPP. 


5 Definitions


General NCIP terminology is defined in the Glossary and Acronym documents. The current versions of these documents are stored here:  http://sclweb/icp/default.asp

As used in this document, the term “NCIP Protected Assets” means CCAs and Cyber Assets used in the access control and monitoring of SCL Physical Security Perimeters.

6 Policy


SCL will implement and document a program to identify, classify and protect information owned and or used by SCL and related to NCIP Protected Assets. [CIP-003, R4]


This program will focus on preventing the loss or inadvertent release of digital and hardcopy data which, if lost, could result in a negative impact, damage, regulatory penalties, or loss of reputation for SCL. 


This policy is not intended to prevent digital or hardcopy data from being released outside of SCL when released under proper authority and authorization and consistent with Federal and State laws, rules/regulations, and policies/procedures of SCL and the City of Seattle.

Note:
Employees who violate this policy may be subject to disciplinary action, civil and/or criminal prosecution.


 

7 Requirements


NCIP Reliability Standard CIP-003, Requirement 4, requires SCL to implement and document a program to identify, classify, and protect information associated with NCIP Protected Assets. [CIP-003, R4]

Additionally, NCIP Reliability Standard CIP-006, Requirement 1.8 requires that Cyber Assets used in the access control and monitoring of the Physical Security Perimeter(s) (PSPs) shall be afforded the protective measures specified in Standard CIP-003. [CIP-006, R2.2]

The NCIP Protected Asset information that must be protected includes, at a minimum and regardless of media type: [CIP-003, R4.1]

· Operational procedures


· Lists as required in NCIP Reliability Standard CIP-002, Critical Cyber Asset Identification, and detailed in SCL CPP-CIP-002-01, Identification of Critical Assets and Critical Cyber Assets.

· Network topology or similar diagrams


· Floor plans of computing centers that contain NCIP Protected Assets

· Equipment layouts of NCIP Protected Assets

· Disaster recovery plans


· Incident response plans


· Security configuration information 


SCL operational organizations must classify information protected under this policy based on the sensitivity of the NCIP Protected Asset information. [CIP-003, R4.2]

At least annually, SCL’s Compliance Office will: (i) assess adherence to the information protection program in this CPP, (ii) document the assessment results and (iii) implement an action plan to remediate deficiencies identified during the assessment, if any. [CIP-003, R4.3]

7.1 Requirements Interpretation


1. As soon as reasonably possible after learning of any theft, loss or compromise of SCL Restricted or Confidential information (hard copy or electronic), SCL employees or contractors must notify the SCL Service Desk (Phone: 206-684-3766, e-mail: scl.servicedesk@seattle.gov). 


2. SCL employees and contractors must also report to the SCL Service Desk the loss of any device used to transport, access or store SCL information associated with NCIP Protected Assets (e.g., USB drive, diskette, CD, DVD, laptop, portable hard drive, etc.).


3. Collections of information that, if lost, could result in negative impact, damage or loss of reputation to SCL shall be avoided unless necessary to perform SCL business. For example, developing forms or business processes that collect and store NERC CIP Protected Asset or Critical Asset information, shall be minimized and collected only as required to conduct SCL business.


4. Data and information classified as Restricted or Confidential shall not be publicly disclosed or released outside of SCL without the explicit, written permission of the SCL Public Disclosure Officer.


8 Appendices

This section includes the supporting information for the policy identified in Section 6.

8.1 Appendix I – Standards


· CIP-003, Requirement 1, Cyber Security Policy


· CIP-003, Requirement 3, Exception Policy


· CIP-003, Requirement 4, Information Protection

· CIP-006, Requirement 2.2, Cyber Assets Used in Access Control or Monitoring PSPs

· CIP-007, Requirement 7, Disposal or Redeployment


8.2 Appendix II – Procedures


8.2.1 Classification


Information Owners shall identify the classification level of relevant information using the Information Classification Matrix/Guidelines in Section 8.3, Guidelines. Information shall be classified in one of the following three categories:


· Public:  Any information that, if lost or disclosed to or accessed by any individual will, without question, not harm, damage, hurt, embarrass, humiliate, dishonor or cause financial loss to another person or entity. Knowledge of this information does not expose SCL or the City of Seattle to financial loss or jeopardize the security of assets including Critical Assets or NCIP Protected Assets. This would include general public information, published reference documents (within copyright restrictions), open source materials, approved promotional materials, press releases, etc.

· Restricted:  Information that constitutes business data intended strictly for use within SCL and/or the City of Seattle. Although most of this information is subject to disclosure due to SCL’s status as a public entity, it still requires careful management and protection to ensure the integrity and obligations of SCL’s business operations and compliance requirements. It also includes data associated with internal e-mail systems and SCL/City of Seattle account activity information.


· Confidential:  Information that is very sensitive in nature and requires careful controls and protection. More specifically, Confidential information includes:


· Information whose unauthorized disclosure, compromise, or destruction could result in severe damage or financial impact to SCL or the City of Seattle.

· Information that, if disclosed or accessed by unauthorized means or persons or if lost or corrupted, would violate municipal code, state and/or federal law.

· Those portions of records assembled, prepared, or maintained to prevent, mitigate or respond to criminal terrorist acts, the public disclosure of which would have a substantial likelihood of threatening public safety
.

· Information associated with NCIP Protected Assets is considered Confidential information by: (i) its nature and (ii) due to the requirements of NERC CIP Reliability Standards 002 through 009. This includes, at a minimum and regardless of media type: [CIP-003, R4.1]

· Operational procedures


· Lists as required in NCIP Reliability Standard CIP-002, Critical Cyber Asset Identification, and detailed in SCL CPP-CIP-002-01, Identification of Critical Assets and Critical Cyber Assets.

· Network topology or similar diagrams


· Floor plans of computing centers that contain NCIP Protected Assets

· Equipment layouts of NCIP Protected Assets

· Disaster recovery plans


· Incident response plans


· Security configuration information 

8.2.2 Marking


5. Classification markings shall be used when a clear need for special care exists. Obvious or conspicuous markings of Restricted or Confidential are encouraged to prevent accidental release or unsecured disposal. 


6. Acceptable methods of marking the information include, but are not limited to, watermarking, stamping, labelling, etc. Restricted or Confidential information or documents should normally be denoted as such somewhere in the document title, footer and cover sheet or some other easily visible means wherever possible. 

(a) A suggested good practice is to use a marking stamp using a highly contrasting ink such as red or magenta on a white document. However, handwritten marking is also acceptable.

7. Electronic media containing Restricted or Confidential information is normally denoted as such on the container (e.g., diskette, CD/DVD box); alternatively, the electronic media can be placed into storage.


8. In most cases, information classified as Confidential and pertaining to Critical Assets, NCIP Protected Assets, vulnerability assessments or other types of information consistent with State of Washington RCW 42.56.420, Security, shall normally have the following somewhere in the document title, footer, coversheet or some other reasonably visible location wherever possible:


“This document is exempt from disclosure under RCW Section 42.56.420 et seq. of the Public Records Act.”


8.2.3 Handling


9. General guidelines for handling Restricted or Confidential information and data are included in Section 8.3, Guidelines. 

10. If documents exist in a SCL office area with restricted access, such as key card access and where public access is restricted, the classified documents may be left out for use, work and reference. 

(b) It is recommended that the document users attempt to limit the quantity of classified drawings on desktops, etc. when not in use.

11. The guidelines detailed in Section 8.3 may not cover every possible situation. If a situation not covered in the Guidelines arises, contact a supervisor for further direction or the Compliance Office for additional guidance.


8.2.4 Mailing and Electronic Transmission


12. Restricted or Confidential information may be sent via U.S. mail or commercial delivery service. Ensure the package requires a signature receipt and has a tracking number. 

Note:
DO NOT mark the information classification on the outside of the package.


13. Restricted or Confidential information may be hand-carried, provided it is protected per the intent of the Guidelines in Sections 8.3.1 and 8.3.2.


14. For electronic transmittal, the following requirements apply to Restricted or Confidential electronic files:

(c) If a file is transmitted via email between City of Seattle email addresses (e.g., xxxx@seattle.gov), the file need not be encrypted; however, encryption is suggested for all email transmittals.


(d) If a file is transferred to or from a FTP site within the seattle.gov domain, the file need not be encrypted; however, encryption is suggested for all FTP transmittals. 

i. It is recommended that only Secure FTP sites be used for file uploads/downloads containing SCL information.


(e) For any electronic transmittal of a Restricted or Confidential file outside of seattle.gov networks (e.g., transmittal across a public network or the Internet) the data must be encrypted using approved encryption tools such as PGP, Adobe Acrobat, TruCrypt, etc.

Note:
Approval for these tools will be authorized by both ITSD and the Compliance Office.


15. Electronic transmission of information from a remote location to the SCL network shall be encrypted (e.g., VPN using 128-bit Secure Socket Layers, Internet Protocol Security (IPSec), or Transport Layer Security).


16. Passwords or pass phrases associated with the encrypted file shall not be included in the same e-mail or electronic transmittal/packet as the attachment containing the Confidential or Restricted data.

17. Faxing Restricted or Confidential data shall be done only when the documents are explicitly marked with their classification. 

(f) The Fax sender must ensure that the fax is going to a legitimate fax site that has controlled receipt and is not a public fax machine (e.g., at a FedEx Kinko’s® or hotel)

8.2.5 Disposal


18. When no longer required and per the guidelines in Section 8.3.1, hard copies of Restricted or Confidential information shall be physically destroyed by shredding or other means to make the document unreadable. 


19. When no longer required and per the guidelines in Section 8.3.2, floppy disks, CDs, and DVDs containing Restricted or Confidential information shall be physically destroyed by shredding or cutting in a manner to prevent use.


8.2.6 Release of Documents to Contractors


20. Documents classified as Restricted or Confidential shall be released to contractors as necessary for the performance of their work, provided the contractor completes a Non-Disclosure Agreement (NDA) issued by the SCL Legal Office.

21. SCL classified documents in the possession of contractors must be handled and protected per this CPP. Should a contractor lose or misplace SCL classified information, the contractor must contact his/her SCL point of contact as soon as possible and the SCL point of contact shall then notify the ITSD Service Desk and SCL Compliance Office as soon as practical.

22. Upon completion of a contract, the contractor must return the Restricted or Confidential documents and files to SCL or certify to SCL in writing that the documents were destroyed per Section 8.2.5.


8.2.7 Public Disclosure


Documents classified as Restricted or Confidential shall not be released to the public or outside of SCL without the explicit, written permission of the Seattle City Light Public Disclosure Officer.


8.2.8 Exceptions


Exceptions to this policy are not permitted unless all the following conditions have been met:


(g) A valid and critical business need can be shown and documented for the exception.


(h) Technical and/or procedural means are not realistically available to comply with relevant policies.


(i) Documentation has been provided that clearly explains relevant information for items (a) and (b) using the SCL Cyber Exception Form (Reference CPP-CIP-300-04).


(j) The Compliance Office has reviewed and provided written approval for the exception. Additionally, if the exception is requested for Critical Assets or NCIP Protected Assets covered by the NCIP Reliability Standards, the exception will also require written approval from the SCL Compliance Officer.


8.2.9 Annual Assessment


(k) The Compliance Office will, at least annually, assess adherence to this CPP specifically for the protection of NCIP Protected Assets addressed by NCIP Reliability Standards 002 through 009. This assessment shall include an annual review and update of this CPP, if necessary. [CIP-003, R4.3]

(l) The assessment results shall be documented. [CIP-003, R4.3]

(m) An action plan shall be documented and implemented based on the assessment results and actions will be taken to remediate deficiencies identified during the assessment. [CIP-003, R4.3]

8.3 Appendix III – Guidelines


8.3.1 Information Classification Guidelines


The following table is intended to assist the data owner in determining document classification:


		Table 1:  Information Classification Guidelines



		

		Public

		Restricted

		Confidential



		Risk Level

		None

		Moderate

		Greatest



		Sensitivity Level

		Open or Unclassified

		Moderate – High

		High – Critical



		Examples

		· Customer disclosure statements


· Press releases


· Public web site information

		· Non-public, Internal correspondence


· Correspondence containing customer information


· Proprietary or custom software

		· Critical Cyber Asset Lists


· Personnel records 


· Customer records


· Critical Infrastructure Information (operational procedures, logs, diagrams, drawings, configurations, detailed inventory, detailed technical reports, disaster recovery plans, incident response plans, security configuration information)


· NCIP Protected Asset information


· Vulnerability Assessments, Security Risk Assessments


· Online access codes such as passwords or PINs


· Credit Card and/or Drivers License listings


· Encryption keys


· Physical and Information Security Plans


· Network infrastructure and topology diagrams


· Floor plans of Critical Assets and Data Centers


· Equipment layouts of Critical Cyber Assets





Where appropriate and practical, Data Owners should:


· Encourage employees to challenge questionable classifications.

· Have line managers check classifications routinely.

· Recognize that a document or electronic file classification is based on the highest level of classification of any information contained in the file.


· Avoid rules for automatic classification because it can result in documents bearing classifications higher or lower than warranted. 


8.3.2 Data Handling Guidelines


23. SCL employees will request and retain the minimum amount of Restricted or Confidential data required to carry out SCL’s mission. Any Restricted or Confidential information not necessary to conduct SCL business operations should be destroyed by shredding or physical destruction or the Restricted or Confidential information must be redacted from all hardcopy and electronic records to limit exposure in case of loss.


24. All hardcopy Restricted or Confidential data should be appropriately marked.


25. Restricted or Confidential data or laptop computers may not be checked as baggage.


26. When in an uncontrolled environment, SCL employees and contractors must guard against disclosure of Restricted or Confidential information through eavesdropping, social engineering (i.e., trickery or deception for the purpose of information gathering, fraud or computer system access) or “shoulder surfing” (i.e., using direct observation techniques, such as looking over someone’s shoulder, to get information) by unauthorized persons.


Specific data handling guidelines for each classification of data appear in the tables below:


		Table 2:  Data Handling for Paper or Hardcopy



		Classification

		On-Site 

(Secure, SCL Location – behind card key or hard key access)

		Off-Site – Public Area, In Transit

		Off-Site – Public Area

Alternate Work Site

		Disposal



		Confidential

		Data should not be left on a desk in open view when not in use or unattended.


It is preferred that data should be stored in a lockable location when not in use.

		Hand-carried Confidential data should remain in the employee’s direct possession. If absolutely necessary, it may be locked in a secure container out of public sight.

		Data should remain in employee’s direct possession. If absolutely necessary, it may be locked in a secure container or in a locked room and out of public sight.

		Interim working documentation should be destroyed by shredding.


After appropriate record retention requirements are met, final documentation shall be destroyed by shredding



		Restricted

		Data should not be left on a desk in open view when not in use or unattended.


It is preferred that data should be stored in a lockable location when not in use.

		Data should be appropriately marked and handled in a manner providing reasonable assurance that unauthorized persons do not gain access – such as securing data in a locked cabinet.

		Data should be appropriately marked and handled in a manner providing reasonable assurance that unauthorized persons do not gain access – such as securing data in a locked cabinet or a locked room or a locked residence when not in use.

		Interim working documentation should be destroyed by shredding.


After appropriate record retention requirements are met, final documentation shall be destroyed by shredding



		Public

		No Restrictions

		No Restrictions

		No Restrictions

		No Restrictions





		Table 3:  Data Handling of Electronic Media



		Classification

		On-Site 


(Secure, SCL Location – behind card key or hard key access)

		Off-Site – Public Area, In Transit

		Off-Site – Public Area 

Alternate Work Site

		Disposal



		Confidential

		Data should be stored on restricted access folders on the SCL Network Server. Not available for public access via Internet or dial up access.


Encryption of the data is reasonable protection provided the password is kept segregated and protected

		Electronic data should remain in the employee’s direct possession. If absolutely necessary, it may be locked in a secure container or file cabinet out of public sight.


Tapes, CDs, DVDs and floppy disks shall be labeled as Confidential.


Data may be transported on portable media or on the hard drive of laptops if encrypted with approved encryption protocols approved by ITSD and Compliance Office.

		VPN access to data or direct log-on to the SCL network is the preferred method to access electronic Confidential data.


Any remote data access must be encrypted.


Tapes, CDs, DVDs and floppy disks, shall be labeled as Confidential.


Electronic data should remain in the employee’s direct possession. If absolutely necessary, it may be locked in a secure container or in a locked room and stored out of public sight.

		Upon return from alternate work sites, transfer data from portable media and hard drives to restricted access folders on the SCL network. CDs, DVDs, and floppy disks should be destroyed by shredding or cutting. Confidential files on USB drives should be deleted using a Dept. of Defense (DOD) wipe.


Interim electronic data not required to be maintained in final documentation records storage (i.e., working copies) should be deleted from network server folders, USB drives, laptops and hard drives.



		Restricted

		Data should be stored on restricted access folders on the SCL Network Server. Not available for public access via Internet or dial up access.


Encryption of the data is reasonable protection provided the password is kept segregated and protected

		Tapes, CDs, DVDs and floppy disks shall be labeled as Restricted.


Data should be handled in a manner providing reasonable assurance that unauthorized persons do not gain access to the data.

		VPN access to data or direct log-on to the SCL network is the preferred method to access electronic Confidential data.


Any remote data access must be encrypted.


Tapes, CDs, DVDs and floppy disks shall be labeled as Restricted.


Electronic data should remain in the employee’s direct possession. If absolutely necessary, it may be locked in a secure container or in a locked room and stored out of public sight.

		Upon return from alternate work sites, transfer data from portable media and hard drives to restricted access folders on the SCL network. CDs, DVDs, and floppy disks should be destroyed by shredding or cutting. Restricted files on USB drives should be deleted using a DOD wipe.


Interim electronic data not required to be maintained in final documentation records storage (i.e., working copies) should be deleted from network server folders, USB drives, laptops and hard drives.



		Public

		No Restrictions

		No Restrictions

		No Restrictions

		No Restrictions





8.3.3 Examples of Information to Be Protected (From NERC Security Guideline for the Electricity Sector)

		Type of Information

		Examples



		Locations and Functions

		



		Essential Assets: Function and Physical Location

		· Control centers and backup control centers


· Transmission substations


· Generation resources


· Systems and facilities essential to system restoration


· Systems and facilities essential to automatic load shedding


· Special protection systems supporting the reliable operation of the Bulk Electric System (BES)


· Other facilities deemed essential by the SCL risk-based assessment methodology of CPP-CIP-200-01


· Details of essential computer systems (e.g., operational systems such as Energy Management Systems, SCADA, digital control systems, their names and function, network configuration and firewall policies)



		Network Topology Maps

		· Ties between control areas, congestion points


· GIS data of transmission networks and facilities


· Hierarchical production or process control maps, charts or diagrams


· Diagrams of Electronic Security Perimeters (ESPs)



		Exposed / Unprotected Assets

		· Bridge and over-surface assets



		Unmanned Assets

		· SCADA-controlled assets


· Remotely controlled assets



		Hazardous Materials

		· Fuel, industrial chemicals or waste storage



		Contingency Facilities

		· Emergency coordination centers


· Emergency meeting points and stations



		Assessments

		



		Vulnerability or Risk Assessments

		· Security assessments

· Risk-based methodology used to identify essential assets



		Hypothetical Impact Assessments

		· Hypothetical environmental impact assessments


· Information that describes areas likely to be affected by a failure (e.g., Downstream impact of dam breach)



		Drills and Exercises

		· Detailed exercise scope and objectives


· Operating procedures


· Findings and lessons-learned


· Backup control center testing procedures



		Facility Limitations

		· Storm or other high-risk limits


· Grid constraints and congestion points


· Natural hazard high-risk facilities


· Single contingency risks



		Location/Function-Specific Ranked Data

		· Quantitative comparisons of assets



		Operations

		



		Real Time Operations Data

		· Real time MW and flows at critical grid locations or transfer points

· Hourly 
orebay water elevations


· Reports and logs related to cyber assets



		Physical and Cyber Security Plans

		· Facility and information technology security capabilities and procedures



		Heightened Risk Operating Procedures

		· Essential production processes


· Contingency protection measures


· Special protection schemes and their operation


· Emergency control actions, procedures and status when responding to events


· Details of response to NERC Alert Levels



		Emergency Response and Business Continuity Plans

		· Emergency response procedures (e.g., steps to be taken at a specific location)


· Facility evacuation criteria


· Power system restoration plans


· Contingency procedures


· Minutes of meetings regarding emergency planning processes and strategies


· Post-incident audits or reviews and specific action plans



		Change Tracking and Work Management Systems

		· Systems used to track changes to software or hardware systems


· Systems used to manage work-essential assets or associated cyber systems



		Interdependencies

		



		Personnel Information

		· Essential operations or emergency personnel names, addresses, telephone numbers, contact information, etc.



		Energy and Water Sources

		· Regular or backup energy and water sources



		Communications Assets and Procedures

		· Essential communications processes and facilities


· Key communications contacts and protocols



		Transportation Methods

		· Key transportation routes for essential services or personnel



		Key Suppliers or Customers

		· Supply lines to essential facilities (military installations, hospitals, government facilities, etc.)


· Key business process partners


· Customer supply points


· Number of retail customers served by a specific facility or portion of the infrastructure


· Emergency and backup services


· Information that could be used to identify customers and their critical infrastructure





8.4 Appendix IV – Forms


N/A – There are no forms associated with this CPP.

8.5 Appendix V – References


· NERC FAQs
http://www.nerc.com/docs/standards/sar/Revised_CIP-002-009_FAQs_06Mar06.pdf

· CPP-CIP-300-01, Cyber Security Policy & Doctrine


· NERC CIP-003, Security Management Controls, Requirement 4, Information Protection

· NERC CIP-006, Requirement 2.2

· City of Seattle Information Systems Security Guideline, GUI10A, Classification of Data


· RCW 42.56.420, Security Link: http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.420 


· CPP CIP-003-02, Exceptions


· NERC Security Guideline for the Electricity Sector Threat and Incident Reporting, Version 2.0 (April 1, 2008)

· NIST SP800-88, Guidelines for Media Sanitation

9 Revision History


		What to do


1. Highlight the row under the table heading row. 
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