City of Seattle Request for Proposal 
Addendum 

Updated on: 06/24/2016

The following is additional information regarding Invitation to Request for Proposal #3604 titled Governance, Risk and Compliance (GRC) Software and Implementation Services released on 5/26/2016 The RFP HAS BEEN CANCELLED.  
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	6/6/16
	6/8/16
	Can you please clarify if there is a preference between on premise or hosted? There was contradictory statements inside the RFP
	The City does not have a preference.
	None

	2
	6/6/16
	6/8/16
	Can you clarify the capabilities you’d like to see in regards to Vendor Risk Management?
	Because Vendor Risk Management is an optional module, we don’t have a list of capabilities within that module that we are looking for.  We are looking for the vendor to describe what the capabilities of their Vendor Risk Management module (and all other optional modules) are to help us identify which optional modules we may want to purchase in the future.
	None

	3
	6/6/16
	6/8/16
	Can you tell us how your currently managing the functions in the scope of the RFP and what are the primary issues trying to be addressed?
	We are in the process of developing a compliance program and are using spreadsheets, SharePoint and Word documents to manage many of the functions the program will replace.
	None

	4
	6/6/16
	6/8/16
	The RFP indicates that the additional modules you’re interested in may be purchased piecemeal. Is that the most likely scenario, and what are the top priorities?
	The City prefers to purchase modules separately, but recognizes that some software vendors package all of the modules together.  If a vendor offers modules separately, then yes, the City may purchase additional modules at any time.  It just depends on what the highest scoring vendor offers.  At this time there are no optional modules that are more desired than others and any future purchases will depend upon a variety of factors such as the maturity of our compliance program, regulatory needs, budget availability and staff capability and availability.  
	None

	5
	6/6/16
	6/8/16
	What code is your asset date written in?
	Currently we are using an Access database and SharePoint.  It will be moved to ITSM this fall.  ITSM SaaS tool is Web-based HTML 5 and utilizes a Microsoft SQL Server DB.
	None

	6
	6/7/16
	6/7/16
	How soon after the “deadline for questions” will the City provide a response to the remaining pending questions?
	The City will make an effort to provide responses within 24 to 48 hours after Q&A deadline. We anticipating the latest responses will be published is 6/20/2016 which is 3 days after the Q&A period.
	None

	7
	6/9/16
	6/10/16
	Does the scope of the RFP include IT Compliance organizational and process change management (e.g. re-engineering risk assessment, compliance management, and regulatory change management processes) to align with the new GRC solution?
	No
	None

	8
	6/9/16
	6/10/16
	Has the city already mapped the NIST 800-53 framework to PCI DSS, NERC, HIPAA, and CJIS controls?  If so, to what extent?  If not, is this within the scope of this RFP?
	Yes, mapping is within the scope.  Technical Response GT-3 states “Maintain a current controls library that includes mapping NIST 800-53 to PCI, HIPAA, CJIS and NERC-CIP.”  The City has done some preliminary mapping. Guidance for HIPAA mapping can be attained using NIST 800-66.
	None

	9
	6/9/16
	6/10/16
	Has the city established a common, enterprise IT risk management framework or methodology (e.g. risk assessment, risk profiling, risk mitigation/acceptance, etc.) they would like the GRC solution to align with?  If so, could you please share?
	The City is in the process of establishing a risk assessment methodology.  We are using FIPS 199 as guidance.  We are not in a position to publish any information on this topic yet.
	None

	10
	6/9/16
	6/10/16
	Is the vendor expected to provide post-implementation GRC content management (e.g. to load, maintain, and/or customize policies, controls, report templates, reference documentation)?
	We expect regulatory controls to be updated as they are made available and should be included in the maintenance costs.  All reports and reference documentation associated with the regulatory controls should be maintained as well.  We do not expect the vendor to maintain Seattle policies, standards or procedures.  
	None

	11
	6/9/16
	6/10/16
	Can the city provide more information about the types of the IT asset inventories the GRC solution is expected to integrate with (e.g. number of repositories, estimated assets, and technology [e.g. Remedy, ServiceNow, HP, etc)?
	Approximately 800 people in PeopleSoft and approximately 5,000 assets in an Access database.
	None

	12
	6/9/16
	6/10/16
	In addition to the mandatory technical requirements, can the city share the mandatory functional requirements for the GRC solution?  Sample requirements may include items such as:

· Regulatory Governance

· Content (policies, controls, report templates, reference documentation) available to support compliance with the following industry mandates: PCI DSS, NERC, HIPAA, and CJIS

· Support for the following control frameworks for IT risk and compliance: National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53

· Capability to define City-defined baseline security control sets that include mandatory and optional security controls

· Compliance Management

· Repository of legislation, regulations, and company policies and standards

· Predefined and customizable assessment templates

· Reporting capabilities that show compliance posture

· Functionality to perform compliance gap analyses

· Policy Management

· Policy and controls library included with GRC solution

· Functionality to import/export policies and controls

· Hierarchical association of legislation to policies to guidelines to procedures, etc.

· Capability to manage policy lifecycle – create, review, publish, distribute, confirm receipt, etc.

· Policy version control


	There are no functional requirements that are mandatory.
	None

	13
	6/15/16
	6/16/16
	Which software is used currently to manage NERC CIP v3 standards?  What are the challenges faced using the current system?
	The City is not currently using a software package to manage NERC CIP.  One department, Seattle City Light, is currently in the process of installing AssurX CatsWeb. Proposed GRC software will not need to integrate with AssurX CatsWeb.
	None

	14
	6/15/16
	6/16/16
	Does the City of Seattle need integration of the new solution with external third party system? If yes, kindly list them.
	No, other than the software and hardware listed in the Mandatory Technical Requirements.
	None

	15
	6/15/16
	6/16/16
	From the on-premises sheet (functional tab) – row number:23 “The vendor has provided a software solution and services to support CJIS compliance”: Are you looking for CJIS Compliance requirements on (Information exchange agreement, security awareness training, Incident response, Auditing and Accountability, Access control, Identification and Authentication, Configuration management, media protection, physical protection ,mobile devices, System and communication protection and information integrity etc.)?
	The City is asking if Vendor has provided software and services to a customer that used the software to support CJIS compliance.  This could include some or all of the CJIS compliance requirements.


	None

	16
	6/15/16
	6/16/16
	Page number 4: Management Response document: Could you please help us with the detail of standard report you are looking for in the new solution?
	Descriptive names of the standard reports that come with the required modules will be sufficient.  If none, state none.  
	None

	17
	6/15/16
	6/16/16
	Who are the main stakeholders of the requested solution? From the RFP, we can interpret need for IT group, audit, and IT Compliance Office. Please validate and update as appropriate.
	IT Compliance
	

	18
	6/15/16
	6/16/16
	Has the City identified source repositories that will be used for integration with core data elements such as IT assets? Are these source systems currently used as the authority for inventory of IT assets?
	The NGDC Asset Inventory (MS Access) contains our IT assets.  Currently, there are approximately 5,000 assets in this MS Access database.
	

	19
	6/15/16
	6/16/16
	Is there a need for third party vendors to provide inputs on any of the current state assessments? If yes, is there an expectation that they will access the GRC tool over the internet?
	We are not expecting 3rd part vendors to provide inputs on assessments.  It is not a requirement that the system be available on the internet.  The City has mechanisms for remote access if needs be.
	

	20
	6/15/16
	6/16/16
	We have typically seen our clients having three instances of GRC technology – development, test, and production. Does the City have any specific needs for having more (or less) than three separate installations?
	No
	

	21
	6/15/16
	6/16/16
	The response format asks for Security Documentation. Some of these questions are applicable essentially for a SaaS solution (e.g., OWASP test results, network access controls, etc.). Is this documented intended to be filled out only if SaaS solution is proposed?  
	No this document should be completed by a vendor proposing either an on-site solution or a SaaS solution
	

	22
	6/15/16
	6/16/16
	Has the City subscribed to any regulatory feeds for managing regulatory changes currently
	No.  If you are proposing 3rd party regulatory feeds, please include them and the associated costs in your proposal.
	

	23
	6/15/16
	6/16/16
	Are there any regulatory requirements that restricts storage of risk and compliance data (expected to be hosted on this GRC tool) outside of the State of Washington, or United States of America
	The City standard is that City data will be stored within the boundaries of the United States.
	

	24
	6/15/16
	6/16/16
	Is the requirements assessment document used to develop this RFP available?
	No.  The requirements are included in the RFP.
	

	25
	6/15/16
	6/16/16
	Can you please provide us with your last audit report that indicates any material weaknesses or the audit findings or recommendations?
	No.  The RFP is not based on audit findings, but on a desire for continuous improvement and the need to track many details.
	

	26
	6/15/16
	6/16/16
	How did Seattle arrive at the required functionality requirements compared with the optional functionality requirements?
	This decision was based upon what we believe we can implement and manage given our staffing capacity and budgetary constraints.
	

	27
	6/15/16
	6/16/16
	Can you please define what features that you like to see or include in the risk management “must included” section.
	The ability to electronically interview system owners and control owners/performers.  The interview program will include conditional branching (skip logic) capability.  Answers to questions can be assessed for risk, privacy, security.

Maintain and manage compliance risk and provide analytics to assess compliance risk for both executive level and operations level stakeholders.

Risk assessment be flexible enough for support multiple dimensions such as business criticality, vulnerability, likelihood and threats. It will include security, regulatory standards and general controls.


	

	28
	6/15/16
	6/16/16
	Does the listed timeframe for implementation include both required and optional functionality? If not, what would be the timeframe for implementation of optional functionality?
	Time frame is only for the required functionality.  We have no time frame for the optional functionality.
	

	29
	6/15/16
	6/16/16
	What is the City's Standard hardware and software configuration today, and how will that change over the next few years? Please expand beyond the required support of Internet explorer 11.
	System operates within a Windows environment. Anything we might say about the future would be speculation.


	

	30
	6/15/16
	6/16/16
	Are documents impacted by the GRC solution stored exclusively in SharePoint? Are files also found in network drives or other Electronic Document Management Systems (EDMS)?
	SharePoint is our stated direction for storing all documents.


	

	31
	6/15/16
	6/16/16
	Is PeopleSoft the only ERP that the GRC will be connecting to?
	Yes
	

	32
	6/15/16
	6/16/16
	Also does the GRC solution need to have NIST-800-53 out-of-the box controls rulesets or these rulesets can be configured? What aspects of NIST-800-53 is the city most concerned with?
	We use NIST 800-53 out of the box.  We may enhance some controls to meet a regulatory control not specified by NIST.  We start wind MOD 2 controls and, from that list, determine what best applies to the City’s IT environment.


	

	33
	6/15/16
	6/16/16
	How many records of HR data does the City of Seattle currently
	We expect to use approximately 800 records in PeopleSoft.
	

	34
	6/15/16
	6/16/16
	What system is your asset data stored in? Do controls/ruleset need to be built for monitoring assets such as the ability to create new assets and retire assets?
	The NGDC Asset Inventory (MS Access) contains our IT assets.  Currently, there are approximately 5,000 assets in this MS Access database.   We will need a way to refer to the asset inventory.  We do not expect to replicate the asset inventory in the GRC tool.


	 

	35
	6/15/16
	6/16/16
	How many IT compliance staff will be required to be trained?
	Approximately 10
	

	36
	6/24/16
	6/24/16
	RFP CANCELLED
	RFP CANCELLED – Plans to re-issue toward the end of 2016.
	RFP CANCELLED!!!!
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