City of Seattle Request for Proposal
Addendum 
Updated on: 06/22/2018

The following is additional information regarding Request for Proposal #MUN-4301, titled MCIS 2.0 Replacement Project and released on 04/17/2018.  This addendum includes both questions from prospective proposers and the City’s answers and revisions to the RFP. This addendum is hereby made part of the RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a proposal.
	[bookmark: _Hlk515369948]Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	04/18/2018
	04/30/2018
	What are the most important systems that this solution will need to integrate with?

	There is a list of all current external systems which the Court integrates with. This list can be found in Appendix J within the Current State Solution Architecture document in section 3.2 of the RFP. There are also some additional future state external system integrations noted in the Functional Requirements. The Court considers all equally important at this time.
	

	2
	04/18/2018
	04/30/2018
	Do you anticipate that the SMC will need to procure any of the following similar technologies in the somewhat near future? If so, when?

· E-Filing System
· Court Calendaring System
· Jury Management System
· Etc.
	This RFP is an opportunity for vendors to propose a solution or ‘hybrid’ solution (see Section 1 of the RFP) that meets the Functional and Technical Requirements to support the business needs of SMC. We are open to evaluating proposals that include technologies the vendor feels would benefit SMC.
	

	3
	04/19/2018
	04/30/2018
	Would it be possible for you to provide a list of all documents we should have found, so we can make sure we have all the correct information? I have found Appendices A-L except G and K seem to be missing, plus a number of un-numbered exhibits.

	Appendices G and K do not exist.

Embedded below is a list of all the documents in the RFP:



	

	4
	N/A
	N/A
	N/A
	N/A
	The time and location of the pre-proposal conference has changed to the following:

Location – 700 5th Avenue, Suite 2750, Seattle, WA 98104-5042

Date and Time – 05/03/2018 at 10:00 AM Pacific Time.

	5
	5/2/2018
	5/14/2018
	Will Seattle allow development and test activities to be performed offsite? 
	Refer to Item #8.
	

	6
	5/2/2018
	5/14/2018
	Will Seattle allow development and test activities to be performed outside of the United States?
	Refer to Item #8.
	

	7
	5/2/2018
	5/14/2018
	Can Seattle further elaborate the vision of the activities involved after the 3 months of Acceptance test?  The RFP states that an additional 3 months will occur in case changes are made.  Please clarify what activities are envisioned in these three additional months?
	The City does not have additional details regarding the Final Acceptance Process at this time.  However, the City may further define specific acceptance details once the highest-ranked vendor is selected.
	

	8
	5/3/2018 (Pre-Proposal Conference)
	5/14/2018
	Are there any specific guidelines the City will offer in terms of work locations, vs local, domestic, offshore?  
	Vendors can complete activities onsite, offsite and/or offshore. However, the vendor must comply with certain restrictions depending on the level of access needed to the City’s and SMC’s networks/systems.
Below are general access control & remote access policies. However, the City may further define or update these policies once the highest-ranked vendor is selected. Also refer to Item #10 for information regarding background checks. 
General Access Control Policies: 



Remote Access Policies: 




Once the highest-ranked vendor is selected, SMC will require vendor personnel to complete “Washington State Patrol’s Security Awareness Training for Non-Certified Users” at https://www.wsp.wa.gov/_secured/access/access.htm.
	

	9
	5/3/2018 (Pre-Proposal Conference)
	5/14/2018
	Would we be dealing with a 3rd party vendor for Data Migration activities?
	No, the selected vendor will work with City of Seattle directly for data migration activities. 
	

	10
	5/3/2018 (Pre-Proposal Conference)
	5/14/2018
	Would onsite personnel only need background checks, or will anyone else?
	Seattle IT and SMC background checks (see Section 9 of the RFP) are required for anyone who has physical access to SMC or SMT buildings, and anyone who has access to associated networks/systems. Also refer to Item #8 for information regarding access to networks/systems.
	

	11
	5/3/2018 (Pre-Proposal Conference)
	5/14/2018
	Should we submit our Software Licensing agreement as a part of this RFP Submittal?
	Yes.  The City requests all vendors to submit its licensing and maintenance agreement with the Vendor’s proposal. 
	

	12
	5/3/2018 (Pre-Proposal Conference)
	5/14/2018
	Is probation part of your current system? Did you specify the number of probation licenses in the RFP? If not, could we get that specification? Particularly Probation Employees
	Yes, Probation is part of the current system. There are 47 Probation staff employed at SMC (as of May 1, 2018). 
	

	13
	5/3/2018 (Pre-Proposal Conference)
	5/14/2018
	Is this more of a case-based system or a person-based system, or a combination of both? Do we want to associate the tickets with the person?
	We are open to evaluating solutions that meet the Functional and Technical Requirements to support the business needs of SMC, and that the vendor feels would benefit SMC – case-based and/or person-based. 
	

	14
	5/7/2018
	5/17/2018
	Would you be able to say how much you anticipate this MCIS replacement costing? 
	We are open to evaluating solutions that meet the Functional and Technical Requirements to support the business needs of SMC, and that the vendor feels would benefit SMC. We prefer the vendor propose a cost in their submittal using the provided Price Proposal worksheet (Appendix E). 
	

	15
	5/17/2018
	5/29/2018
	How many jury summons do you issue per year? 
	13,920 jury summons issued in 2017.
	

	16
	5/17/2018
	5/29/2018
	How many locations are jury trials held? 
	1 location (Seattle Justice Center) with four trial courtrooms. 
	

	17
	5/17/2018
	5/29/2018
	How many clients on average are on probation? 
	6,500 people in various forms of supervision at any given point in time.
	

	18
	5/17/2018
	5/29/2018
	What is the average case load size? 
	Our caseloads vary by case type and program.  There may be as few as 45 on an intensive caseload and up to 100 on a more generalized caseload. 
	

	19
	5/17/2018
	5/29/2018
	What assessment instruments do you currently use?  Do you plan on adding or changing any of these in the near future if so to what?
	We currently use the Wisconsin risk assessment tool which is electronically imbedded in our current probation information system.  We may change our tool in the future but have yet to develop a timeline or product direction.
	

	20
	5/17/2018
	5/29/2018
	Regarding Worksheet C Probation:  Item PR -021 - “The system must provide the ability to configure probation calendar events limits with the ability to override the maximum limit.” Can you please explain how this is used?  Is this to manage the number of clients that can be enrolled in a program or a service?
	Yes, this is to manage how many people can be enrolled in a program or service.  For example, a limit may be set of 10 people, but a worker can override the limit.
	

	21
	5/17/2018
	5/29/2018
	Regarding Worksheet C Probation:  Item PR-030 – “The system must provide the ability for probation staff to document recommended case conditions.” Can you please provide information on the workflow?  Is this for Pretrial or post-conviction?  Do you prepare a presentence investigation report for the court? 
	In some instances, probation assesses the probationer and completes a form with recommendations for the Judge to review.  Need ability to enter the recommendations and generate form to provide to the Judge.  This feature could be pre or post-conviction.   Not all the conditions are accepted by the Judge so while the conditions need to be documented, they are not being officially applied to the case or tracked.
	

	22
	5/21/2018
	5/29/2018
	I have been going over both the RFP itself, as well as the variety of embedded documents and I cannot seem to find how many total users the City expects for the replacement system?
	There are approximately 150 current MCIS users, and approximately 250 SMC employees.
	

	23
	N/A
	5/31/2018
	N/A
	N/A
	Appendix C & D, instructions tab:

For each requirement, Vendor must indicate which of the following seven (7) options will be used to meet the requirement – Vendor must only make ONE (1) selection for OOTB, Configuration (w/ selected complexity level), Customization (w/ selected complexity level), Future Product Release, or Integration with 3rd Party Product.

	24
	N/A
	5/31/2018
	N/A
	N/A
	Appendix C & D, instructions tab:

If Vendor selects “Integration with 3rd Party Product” as the option that will be used to meet the requirement, the Vendor must include in the Explanation column whether the integration is:
·  “in a production environment with a paying client (include client)”.
·  “in development”.
·  “not in development”.

	25
	N/A
	5/31/2018
	N/A
	N/A
	Appendix C & D, instructions tab:

If Vendor selects “Future Product Release” as the option that will be used to meet the requirement, the product feature must be on a published committed roadmap.

	26
	N/A
	5/31/2018
	N/A
	Options Analysis Report for the MCIS 2.0 Replacement Project:


	

	27
	5/31/2018
	6/18/2018
	If a table does not have a description in Appendix H – MCIS 1.0 Data Dictionary, does that mean the data will not need to be migrated to the new system?
	No, these will be migrated as well.
	

	28
	5/31/2018
	6/8/2018
	Are there any other systems or peripheral data stores that should be considered in scope (Access databases, financial tracking spreadsheets, etc.)?
	There are two main systems (MCIS and a document storage system called PaperWise). There are a few other minor sub systems which may or may not be incorporated into the new system.
	

	29
	5/31/2018
	6/8/2018
	Is any registry money data tracked separately?  If so, will this data need to be migrated?
	The Seattle Municipal Court has three separate trust accounts: Bail Trust, Victim Restitutions, and Jury Duty. These data sets extract data from MCIS, external functions are performed, and data is then inputted into MCIS. We would need these systems and data to be migrated to and fully integrated within the new MCIS.
	

	30
	5/31/2018
	6/8/2018
	Is Protection Order data tracked separately from the main database?  If so, will this data need to be migrated?
	No Contact Orders are tracked in the system, and we exchange data with WA State Patrol.
	

	31
	6/1/2018
	6/8/2018
	Appendix A - Proposal Response, Section 2.2 Financials, page 4
Section 2.2 Financials asks Vendors and subcontractors to submit a copy of certified financial statements for the last five years. Would it be acceptable for the Vendor and each subcontractor included in the Vendor’s proposal to provide links to these documents on public websites in the interest of reducing the inclusion of hundreds of additional printed pages per hard copy?
	Yes.
	

	32
	6/1/2018
	6/8/2018
	Appendix A - Proposal Response, Section 2.2 Financials, page 4
The requirements of Section 2.2 Financials asks Vendors and each subcontractor to submit a copy of its certified financial statements with its proposal for each of the last five years (but doesn’t state where to provide this information). Attachment 3-Financial Statements asks Vendors to attach a copy of the Company’s audited financial statements for the last two years. Please confirm how many years of financial statements are required, and confirm that this information for both the Vendor and subcontractors should be included in Attachment 3-Financial Statements.
	Vendor AND subcontractor(s) certified financial statements (or links to these documents on public websites– see Item 31) for the last five years shall be included as part of Attachment 3-Financial Statements. 
See Item 34 for location of attachments within proposal.
	

	33
	6/1/2018
	6/8/2018
	The requirements in Section 2.2 Financials, Table 2 Company Financials asks for gross revenue numbers. Our company only publishes net revenue numbers. Please confirm it is okay to use net revenue numbers for this table response.
	To provide identical instructions to all vendors, see RFP Revision for Appendix A – Section 2.2 – Table 2, COMPANY FINANCIALS.
	RFP Revision:
Appendix A – Section 2.2 – Table 2, COMPANY FINANCIALS is deleted in its entirety and replaced as follows:  




	34
	6/1/2018
	6/8/2018
	Appendix A - Proposal Response
Please confirm whether Vendors should include the required attachments immediately after the requirement section or at the end of the Vendor's response to Appendix A - Proposal Response.
	Vendors shall include the required attachments immediately after the requirement section.
	

	35
	6/1/2018
	6/8/2018
	MCIS 2.0 Security Response
Please confirm that Vendors should provide responses to the security questions following the questions table (and not under each question row).
	The Security Response answers can be answered in the space following the questions on the form directly underneath the question (e.g., respond in the same box). The field (box) with questions and answers from the responder can be expanded.  The responder should also provide a paragraph or two of an explanation of how they meet or do not meet the requirement they are being asked to meet.  
	

	36
	6/1/2018
	6/8/2018
	Appendix C- Functional Requirements
MC-074- The system must provide the ability to suspend and track accounting activities including details, (e.g. reason, end/review date, etc.) allow for automatic and manual release, and maintain history. -need further information. What would be the reasoning to suspend and track accounting activities? And is this a total system shut down, or the ability to suspend accounting activities for a closed period, etc.?
	This is not a complete system shut down.  See below with some examples of when suspension on a case may occur:
· When a hearing is scheduled in the future, no fees should be added (that may automatically add based on age of case) 
· When a case is placed in a specific status (e.g. bankruptcy, on appeal, etc.), suspend all automatic activity
· Judge suspends monthly payment for a period of time
In any case, the system should automatically, or Staff could manually, add a reason for suspension and applicable dates.  
	

	37
	6/1/2018
	6/8/2018
	Appendix C- Functional Requirements
MC-100- The system must provide the ability to automatically and manually assign cases eligible for collections to a third party agency. What is being generated for the 3rd party collections agency? A file? Integration with their system, etc.?
	Inform a 3rd party that cases are assigned to them for collection processes.  Information on the case is given, (e.g. case number, name, address, charges, dates, etc.). The system would be able to run batch jobs to create files to be exchanged; systems will not be integrated.
	

	38
	6/1/2018
	6/8/2018
	Appendix C- Functional Requirements
MC-087- what bank is currently being used for EFT transactions?
	Wells Fargo
	

	39
	6/1/2018
	6/8/2018
	Appendix C- Functional Requirements
MC-086- what filings can be rejected and refunded? And where are rejections tracked today?
	When a case filing is incomplete (e.g. officer excluded required information such as law number) it may be rejected and returned to filer.  These are tracked today on a spreadsheet.  If payment received prior to a case filing, the funds are held in an account in the system; if the case filing is rejected the payment is refunded to payer.
	

	40
	6/1/2018
	6/8/2018
	Appendix J - Data Exchanges
Please specify if existing Interface Specifications are documented and can be made available for Design stage.
	Interface Specifications will be made available for the Design stage. 
	

	41
	6/1/2018
	6/8/2018
	SOW - section 1.1.9 Organizational Change Management, Training
Do you have a training organization in place?
	Currently a training organization is not in place. An Organizational Change Management (OCM) Specialist is a member of the Project Management Team and will manage a Change Team to help support the Vendor’s OCM Plan and integrate it with the project OCM Plan.
	

	42
	6/1/2018
	6/8/2018
	SOW - section 1.1.9 Organizational Change Management, Training
Do you have a Learning Management System (LMS)? If so, please name the LMS.
	Currently, an LMS is not utilized for MCIS training. However, the City of Seattle and SMC utilize Cornerstone for various training modules. 
	

	43
	6/1/2018
	6/8/2018
	Are there requirements to build and deliver training in languages other than English?
	No.
	

	44
	6/1/2018
	6/8/2018
	SOW - section 1.1.9 Organizational Change Management, Training
How do you currently train and support external users of MCIS (e.g., people who hold citations, manage cases, etc.)?
	At this time, there is no training established for external users of MCIS.


	

	45
	6/1/2018
	6/8/2018
	SOW - section 1.1.9 Organizational Change Management, Training
We understand that training for the MCIS upgrade has three components - 1) End User - which will be taken by about 250 people across the organization; 2) System training - how many users do you estimate for system training?  3) External training (portal) - please confirm if there are external user groups, who will need to be trained.
	System Training: Refer to Item 22.
External Training: If the process for submitting documents through use of the Portal changes, then City Law and Defense Attorneys will need training.
	

	46
	6/1/2018
	6/8/2018
	SOW - section 1.1.8 - Application Deployment
Section states - "Vendor shall provide on-site production support for the primary production deployment of MCIS 2.0. Vendor shall provide on-site production support for other production deployment phases as specified in the Release and Implementation Management Plan"
Question - Are you expecting multiple deployments driven by business or are the other production deployment phases or just bug-fix releases as part of warranty/on-going support?
	We are open to evaluating deployment approaches that the Vendor feels would most benefit SMC – single deployment or phased deployments.
	

	47
	6/1/2018
	6/8/2018
	SOW - section 1.1.6 Data Migration
Section states - "Vendor shall support the City in data cleansing activities". Please elaborate the nature of support expected.
	Vendor is expected to provide guidance on how data is used in their system so that the City can use this information to guide their data cleansing activities.
	

	48
	6/1/2018
	6/18/2018
	Appendix D - Technical Requirements
TR-34 and TR-35 imposes certain technology requirements which may or may not available on a proposed solution built on top of certain SaaS and PaaS products.
Question: Will it be acceptable for the proposed solution to achieve the same ends without implementing the specific technology requirements in TR-34, TR35 and others of a similar ilk?
	The City is open to alternate methods as long as the vendor can explain how these methods can be used to satisfy the requirement.
	

	49
	6/1/2018
	6/18/2018
	Appendix E - Price Proposal
In the HW-SW tab, the pricing proposal detail requests pricing information for hardware and software components broken down by model number, unit price, extended price etc.
Question: Does this pricing model implies that the City of Seattle is not considering  other innovative models for delivering the proposed solution outside of the traditional custom software deployed on an on-premises data center? For example: Per user per month + computing resources consumption per month + storage consumption per month + network bandwidth consumption per month. In other words, is the City of Seattle precluding a solution built on SaaS and PaaS products deployed in a Public Cloud?
	No, “Vendors may propose different deployment options, including on premise, hosted, or Software-as-a-Service (SaaS)” per Section 1 of the RFP.

The vendor shall list pricing for SaaS and PaaS components in the software section and add further clarification in the assumptions tab of Appendix E – Price Proposal.

We are open to evaluating solutions deployed on public or private service providers, which can provide attestation of compliance for PCI (see PCI Compliance Response in RFP section 11.3-j) and are approved as a provider to handle CJIS data (see Security Response in RFP section 11.3-i Question 4). 
	

	50
	6/1/2018
	6/8/2018
	How many physical locations will be part of the implementation?
	One physical location, SMC.
	

	51
	6/1/2018
	6/8/2018
	Do you have a preference between Hosted or On Premises solution?
	No, we are open to evaluating deployment approaches that the Vendor feels would most benefit SMC. Per Section 1 of the RFP “Vendors may propose different deployment options, including on premise, hosted, or Software-as-a-Service (SaaS)”.
	

	52
	6/1/2018
	6/18/2018
	How many cases will be converted?
•	What systems are they converted from?
•	What will be converted from each system?
•	Number of records, size?
•	Data converted?
•	Images converted?
	Please see Table 4 in Section 1.1.6 under the Statement of Work document for current court metrics on cases and documents. All documents are stored as images so the number of images to be converted is the same as the number of documents. These are all currently in scope for conversion but conversion scope has not been fully defined yet. There are an additional 2.8 million citations not in our case count which we understand other vendors may also consider cases. 

Please refer to item 28 for what systems are being evaluated for conversion.
	

	53
	6/1/2018
	6/8/2018
	Can you confirm that there is one source of data for conversion?
	Refer to Item 28.
	

	54
	6/1/2018
	6/18/2018
	PP-006 - The system must provide the ability for users to select a profile type to self-register and manage their individual user accounts, including editing account information (e.g. name, phone, email, address, notification options, etc.) and maintain history. 
Is this for defendants on the case? If so, how do you intend to validate their identity when self-registering.
	Yes it could be a defendant on a case (they'd register using identifiers such drivers license, vehicle license, name, address, DOB, etc.).

This also may be an attorney, or other parties on the case; also could be external business partners (e.g. treatment agency, bail bond company, etc.). 

What would be required for registration and validation would depend on the type of entity and determined as we work on the system.  For example, attorneys could validate with their bar number, a treatment agency representative could validate with their license number.
	

	55
	6/1/2018
	6/18/2018
	CA-021 - The system must provide the ability to track, and report Judicial Officer time spent on cases (e.g. in court, research in chambers, etc.). 
Is this similar to a timesheet data entry tool? Or is the requirement to automatically track the judge’s time.
	This is not timesheet (entire day at work); it is to track individual Judicial Officer time spent on a case.    Where possible, automate tracking Judicial Officer time (e.g. hearing start/end time).  Provide ability for Judicial Officer to manually enter start/end time for working on cases outside of the courtroom (e.g. in chambers).
	

	56
	6/18/2018
	6/22/2018
	It has come to my attention that the embedded .xls for the Pricing Worksheet (Appendix E) has several fields with incorrect formatting and is also missing several calculated fields, specifically, the “Total Five (5) Year Cost of Ownership” field.

How would you advise we complete the sheet?  (I can make the assumption that the “Total Five (5) Year Cost of Ownership” is the Total Initial Cost, plus Annual Ongoing Support for each of the five years, however there is a line item in there for maintenance as well as Weekly Onsite Support, which I assume will be a factor of both the number of weeks you’d require onsite support as well as the number of years for maintenance.)
	[bookmark: _Hlk517259631]Weekly Onsite Support covers on-site production support during and immediately following the primary production deployment of the solution. This cost will not be included in the Total Cost of Ownership calculation, as the City may further negotiate the number of weeks of such support once the highest-ranked vendor is selected.

HW/SW Maintenance is the cost of support associated directly with software and hardware products required to deliver the proposed MCIS 2.0 solution.  This would include items such as vendor provided product upgrades.

Annual Ongoing Support costs are professional services costs (i.e., vendor staff costs) to support ongoing operations of the MCIS 2.0 solution.  This would include items such as enhancements or changes to custom interfaces provided by the vendor.

Deliverables tab: The specific deliverables in the table should align with the deliverables prescribed in the multiple Key Deliverable tables included in the embedded Statement of Work, and augmented by any additional deliverables the Vendor proposes in their response.
	RFP Revision:
Appendix E – Price Proposal is deleted in its entirety and replaced as follows:  




	57
	6/22/2018
	6/22/2018
	N/A
	N/A
	For on-premise solutions, the City will add "fully loaded" labor costs for system administration and hardware costs.  Proposer must provide the City with complete requirements and specifications of the required hardware to support the proposed Solution, including a full bill of material (BOM) as part of their Proposal.  This information allows us to complete a full cost analysis for proposed solutions.  In this regard, we ask that you please provide a technical description and/or a high-level solution design of a typical production deployment for a customer of our size, given what is known about our environment.  Include any relevant detail, including system sizing, recommended (or required) OS/Database/JRE and version, ancillary software components, and details on the ability to run in a virtualized environment.
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Access Control Policy 
AC-1 


Policy Statement 


Controls for both physical and electronic access must be provided for all personnel, devices, systems and 


processes before granting access to City of Seattle IT systems. Access controls for all City of Seattle IT 


systems must be implemented based on the principles of least-privilege and separation of duties.  


Reason for Policy 
 


The City of Seattle Information Technology Department (Seattle IT) is committed to implementing 


appropriate safeguards to protect information systems and the data they contain.  Pertinent regulatory 


controls, laws and security objectives were used to determine the controls to implement. 


 


The City of Seattle implements access control across its networks, IT systems, and services in order to 


provide authorized, granular, auditable and appropriate user access, and to help to establish security 


expectations that help to maintain the confidentiality, integrity and availability of data in accordance with 


each system’s data classifications. 


Access control systems are in place to protect the interests of all authorized users of City of Seattle systems 


by providing a secure and accessible environment in which to work.  


Scope 
All departments in the City of Seattle.  


Who Should Read this Policy 
IT Directors, business owners of systems and any managers, supervisors or IT staff responsible for assigning 


and/or maintaining access to information systems. 


Contacts 
Subject Contact Email 


Policy Clarification and General 


Information on Policy-Making  


 


City of Seattle IT Compliance ITCompliance@seattle.gov 


 



mailto:ITCompliance@seattle.gov
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Definitions 


Enhanced 


protections 


Additional controls specified by law, statute, regulatory standard or governing body (i.e. 


PCI, CJIS, HIPAA, NERC-CIP, etc.) that have not been adopted as common to all systems.  


 


Control Owner 


Responsibilities 


Know policy exists and read it. 


For each policy requirements assigned to you, work with IT Compliance to confirm how 


you will execute against those requirements. 


Validate that control performers understand their responsibilities to execute each 


control and produce appropriate audit evidence when required. 


Control 


Performer 


Responsibilities 


Know policy exists and read it. 


For each control assigned to them, understand the intent of the control, how the control 


will be performed, and the evidence of control design and operation that will be required 


to be produced and retained. 


Perform control(s). 


Control Owner Accountabilities 


Program/functional managers/application owners 
 


Account Management Identify and select the following types of information system accounts to 


support organizational missions/business functions: 


 individual 


 system  


 application 


 emergency 


 developer/manufacturer/vendor 


 temporary 


 service   


 


Shared, group and guest/anonymous accounts are prohibited unless approved 


by Seattle IT Exception process; Enhanced protections will take precedence 


over exception requests. 


 


Assign account managers for any accounts that are not individual accounts; 


 


Establish conditions for group and role membership; 
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Specify authorized users of the information system, group and role 


membership, and access authorizations (i.e., privileges) and other attributes (as 


required) for each account; 


 


Monitor the use of information system accounts.  


 


Submit Service Request: 


1 When accounts are no longer required; 


2 When users are terminated or transferred; and 


3 When individual information system usage or need-to-know changes; 


Separation of Duties Identify and document separate duties regarding critical activities like (i) 


dividing mission functions and information system support functions among 


different individuals and/or roles; (ii) conducting information system support 


functions with different individuals (e.g., system management, programming, 


configuration management, quality assurance and testing, and network 


security); and (iii) ensuring security personnel administering access control 


functions do not also administer audit functions. 


Authorize Access to 


Security Functions 


Explicitly authorize access to administrative functions and security-relevant 


information. 


 


 


 


Non-privileged Access 


for Non-security 


Functions 


 


Require users of information system accounts, or roles, with access to 


administrative functions use non-privileged accounts or roles, when accessing 


non-security functions. 


 


Remote Access  Establish and document usage restrictions, configuration/connection 


requirements, and implementation guidance for each type of remote access 


allowed. 


 


Authorize remote access to the information system prior to allowing such 


connections.  


 


Two-factor authentication must be used for remote access. Use technologies 


such as RADIUS or TACACS with tokens or VPN with individual client certificates 


in addition to the use of a password. 


Wireless Access Establish usage restrictions, configuration/connection requirements, and 


implementation guidance for wireless access 


 


Authorize wireless access to the information system prior to allowing such 


connections. 
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Access Control for 


Mobile Devices 


Establish usage restrictions, configuration requirements, connection 


requirements, and implementation guidance for organization-controlled mobile 


devices 


 


Authorize the connection of mobile devices to organizational information 


systems. 


Use of External 


Information Systems 


Establish contractual terms and conditions consistent with any trust 


relationships established with other organizations owning, operating, and/or 


maintaining external information systems, allowing authorized individuals to:  


a. Access the information system from external information 


systems; and 


b. Process, store, or transmit organization-controlled 


information using external information systems. 


 


 


 


Information Security 
 


Information Flow 


Enforcement 


Enforce approved authorizations for controlling the flow of information within 


the system and between interconnected systems based the Information Flow 


Control Policy. 


 


 


Technology Operators 
 


Automated System 


Account Management 


Employee automated mechanisms to support the management of information 


system accounts. 


Separation of Duties Define information system access authorizations to support separation of 


duties.  


Least Privilege Employ the principle of least privilege, allowing only authorized accesses for 


users (or processes acting on behalf of users) which are necessary to 


accomplish assigned tasks in accordance with organizational missions and 


business functions. 


Prohibit Non-privileged 


users from executing 


privileged functions 


Configure information system to prevent non-privileged users from executing 


privileged functions.  This includes disabling, circumventing, or altering 


implemented security safeguards and/or countermeasures 


Privileged Accounts Restrict privileged accounts on the information system to system 


administrators. 
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Unsuccessful Logon 


Attempts 


Unsuccessful logon attempts will be enforced by: 


a. Locking the account after (6) consecutive invalid logon 


attempts by a user; and  


b. Automatically locking the account for 30 minutes or until 


released by an administrator. 


System Use Notification Display to users a message before granting access to the system that provides 


privacy and security notices consistent with applicable federal laws, Executive 


Orders, directives, policies, regulations, standards, and guidance and states 


that:  


1 Users are accessing a City of Seattle information system;  


2 Information system usage may be monitored, recorded, and subject to 


audit;  


3 Unauthorized use of the information system is prohibited and subject 


to criminal and civil penalties; and  


4 Use of the information system indicates consent to monitoring and 


recording; 


 


Retain the notification message or banner on the screen until users 


acknowledge the usage conditions and take explicit actions to log on to or 


further access the information system 


 


For publicly accessible systems:  


1 Display system use information message before granting further 


access;  


2 Display references, if any, to monitor, record, or audit that are 


consistent with privacy accommodations for such systems that 


generally prohibit those activities; and  


3 Include a description of the authorized uses of the system. 


Session Lock Prevent further access to the system by initiating a session lock after 15 


minutes of inactivity or upon receiving a request from a user; and retain the 


session lock until the user reestablishes access using established identification 


and authentication procedures. 


 


Compliance  
 


Account Management Review accounts for compliance with account management requirements 


annually. 
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Service Desk  
 


Account Management Require documented approvals by the system’s Business Owner for requests 


to create information system accounts (These approval records should be 


maintained per the City’s Records Retention Schedule). 


 


Create, enable, modify, disable, and remove information system accounts in 


accordance with HR, Department or Unit standards and procedures.  Minimal 


requirements include:  


 


1 Accounts belonging to separated employees/consultants/volunteers 


will be terminated within 24 hours unless earlier termination is 


requested by the Department. 


2 Inactive accounts will be automatically disabled after 90 days.  


 


Authorize access to the information system based on:  


1 A valid access authorization;  


2 Intended system usage; and  


3 Other attributes as required by the organization or associated 


missions/business functions; 


 


Establish a process for reissuing account credentials (if deployed) when 


individuals are removed from the group. 


 


User identity will be verified prior to re-enabling or resetting account 


privileges. Administrators and service desk personnel must be trained to 


enforce this requirement, particularly for unfamiliar or remote users whose 


identities cannot be physically verified. 


Tools, Documents and Forms  
Name Location 


Verify Identity for Password Reset 


Requests 


Password Reset Process 


 


Wireless authorization procedure POL22 



https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/VerifyingIdentityforPasswordResetRequests(002).pdf

http://inweb/technology_security/policies/ISSP_POL22.htm
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Mobile device authorization 


procedure 


http://inweb/technology/tech_infra/telephone/smartphone.htm  


System Security Plan (PL-2) IT Controlled Documents SPO: System Security PlanPL-


2Template.docx 


 


Exceptions 
Exceptions must follow the Enterprise IT Policies and Standards exception process. 


Policy Compliance 
Enforcement of this policy will be led by the Chief Technology Officer (CTO). Violations may result in 


disciplinary action, which may include suspension, restriction of access, or more severe penalties up to and 


including termination of employment or vendor contract termination. Where illegal activities or loss of City of 


Seattle assets are known or suspected, the City of Seattle must report activities to the appropriate 


authorities. City of Seattle is obliged to adhere to breach reporting by statutory limitation. 


Controls to be considered in Annual Review 
The following controls are not selected for implementation, but will be reassessed with each annual review:  


 Previous Logon (Access) Notification (AC 9).  P0  


 Concurrent Session Control (AC 10).  P3  


 Session Termination (AC 12).  P2  


 Supervision and review – Access Control (AC 13).  Withdrawn 


 Permitted Actions without Identification or Authentication (AC 14).  P3  


 Automated Marking (AC 15).  Withdrawn 


 Security Attributes (AC 16).  P0  


 Information Sharing (AC 21).  P2  


 Publicly Accessible Content (AC 22).  P3  


 Data Mining Protection (AC 23).  P0  


 Access Control Decision (AC 24).  P0  


 Reference Monitor (AC 25).  P0  


Document Control  
 


Sponsoring Director: Bryant Bradbury 


Update Cycle: Annual, by 3/31/YY 


 


Version 


 


 


Content Contributors Approval Date 



http://inweb/technology/tech_infra/telephone/smartphone.htm

https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PL-2SystemSecurityPlanTemplate.docx

https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PL-2SystemSecurityPlanTemplate.docx

http://inweb/technology/enterprise_tech/policies_standards/docs/ExceptionStandard.pdf
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City of Seattle 


 


PCI Access Control Policy 


Overview 
The PCI Access Control Policy defines policies for implementing, operating and maintaining 
access controls for systems in the Cardholder Data Environment (CDE) as part of the City’s 
Payment Card Industry (PCI) Compliance Program.  


Purpose 
Human threats are the primary cause for a wide range of hazards to business systems and 
information. Unauthorized users can obtain and misuse cardholder data (CHD). Authorized users 
can expose PCI data if they fail to follow appropriate access processes. To mitigate human 
threats, the City of Seattle has established controls that limit access to PCI in-scope systems and 
information.  


Definition 
The PCI in-scope environment is defined in PCI Management Policy. 


Affected Departments 
Refer to PCI Management Policy. 


Policy  
City of Seattle employees require access to PCI in-scope applications, network devices, 
databases, servers, or workstations to deliver City services. This applies to but is not limited to 
cashiers, customer service reps, IT staff, contractors, vendors, and others. Access control 
policies for PCI in-scope systems and applications are outlined in the section below.  


General Access Control 


The following access control measures apply to all those dealing with PCI in-scope systems and 
data: 


• Provide access to systems and data on a “need-to-know” basis following the principle of 
least privilege (i.e., grant only the lowest level of access required to fulfill job-related 
duties).  


• Assign each user a unique credential that establishes identity. Users may not share their 
unique credential, whether a username, a badge, or other identity token, with any other 
person.  


• Require users to use at least one of the following authentication factors: something you 
have, or something you know. 


• Disable accounts after 6 failed logon attempts. After lockout, the account may be 
reactivated manually by an IT administrator or automatically after a minimum of 30 
minutes 


• Make users aware of standards regulating password management (see below). These 
standards must be specifically called out during security awareness and training 
campaigns. 
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• Formalize access, access change, and access termination processes.  Follow the 
onboarding checklist process used by the department in which the employee whose 
access is being managed whenever provisioning or deprovisioning access to ensure all 
access is removed upon employee separation.  Supervisor approval for access to PCI in-
scope systems is required as a part of the checklist. 


• Group or shared user accounts should be avoided. If a group account is allowed by an 
exception to the enterprise Access Control Policy, it must have controls providing an 
audit trail connecting an individual user to any action he or she performs under the 
shared credential. All group or shared accounts must reset the shared password when 
any user leaves the group. 


Logical Access Controls 


The following logical access control measures will be implemented for all PCI in-scope systems 
and data: 


• Define and use enterprise group policies to achieve consistent access policies. Deploy 
group policies at the domain level and implement them on PCI in-scope systems and 
applications.  


• Identify users with a unique credential that establishes identity.  


• Deactivate accounts inactive for 90 days. 


• Disable or remove all “guest” or generic accounts. 


• Enable vendor accounts used for remote maintenance only when actively being used by 
the vendor, and disable the access upon completion of vendor activity. 


• Audit vendor accounts used for remote maintenance on a periodic basis to ensure 
access is being disabled when not actively in use. 


• Verify user identity prior to re-enabling or resetting account privileges. Administrators and 
service desk personnel must be trained to enforce this requirement, particularly for 
unfamiliar or remote users whose identities cannot be physically verified.  


• Record and store supervisor approval of changes to user access rights. 


• Revoke access for terminated users immediately upon management approval. Full 
access termination standards are outlined in the PCI Personnel Security Policy. 


• Remove or disable unnecessary default accounts before a system is installed on the 
network, including accounts used by operating systems, security software, applications, 
systems, Point of Sale (POS) terminals, Simple Network Management Protocol (SNMP), 
etc. 


Password Management 


Enforce the use of strong passwords to authenticate user identities, specifically: 


• Enforce strong passwords when logging into PCI in-scope systems. Strong passwords 
are a minimum of 8 characters, and have three of the four character types (uppercase 
letters, lowercase letters, numerals, and special characters). 


• Prohibit reuse of passwords for at least 4 password change periods. 


• Provide a temporary password for password resets and first-time login. Temporary 
passwords must be a unique value for each user and require changing after the first use. 


• Ensure that user sessions expire after 15 minutes of inactivity and require re-submission 
of the user’s password to re-activate the session.  


• Change vendor-supplied defaults and remove or disable unnecessary default accounts 
before installing a system on the network. This applies to default passwords, including 
but not limited to those used by operating systems, software that provides security 
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services, application and system accounts, POS terminals, Simple Network Management 
Protocol (SNMP) community strings, etc. 


• Require users to change passwords at least every 90 days.  


• Encrypt passwords during transmission and storage. 


• Prevent the display, transmission or storage of a password in clear text. 


• Distribute password procedures and policies to all users who have access to PCI in-
scope information. 


System Administration and Management Access 


The following policies apply to all those filling system administration or management roles for PCI 
in-scope systems: 


• Ensure that all Authentication and Authorization systems default to “deny all” until 
configured to “allow” access.  


• Prohibit use of shared administrative accounts.  


• Configure access controls in a consistent manner, whether they use Active Directory 
(AD) group polices or other access control mechanisms.  


• Limit administrator privileges to the minimum number of staff required to perform 
sensitive duties (e.g., granting access to PCI in-scope systems). 


• Use two-factor authentication when accessing PCI in-scope systems, network or security 
devices from a remote connection (i.e., a connection that traverses the Internet or 
wireless networks).  


• Use unique credentials when accessing PCI in-scope systems. 
 


Applicability of other Policies 
This document is part of the City of Seattle's set of security policies. Other policies may apply to 
the topics covered in this document and as such the applicable policies should be reviewed as 
needed. 
 
All systems and applications in PCI in-scope will adhere to the existing Information Systems 
Security Policy (ISSP) Access Control Policy, which can be found here.  


Enforcement 
Enforcement of this policy will be led by the Chief Technology Officer (CTO). Violations may 
result in disciplinary action, which may include suspension, restriction of access, or more severe 
penalties up to and including termination of employment or vendor contract termination. Where 
illegal activities or loss of City of Seattle assets are known or suspected, the City of Seattle must 
report activities to the appropriate authorities. City of Seattle is obliged to adhere to breach 
reporting by statutory limitation. 


Implementation  
This Policy is implemented by the CISO and applies to City of Seattle PCI in-scope system and 
applications. 


Exceptions 
Exceptions must follow the Enterprise IT Policies and Standards exception process located on 
InWeb here. 


 



http://inweb.ci.seattle.wa.us/technology_security/policies/ISSP_POL12.htm

http://inweb/technology/enterprise_tech/policies_standards/docs/ExceptionStandard.pdf
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          City of Seattle  


 
 
 
CJIS Remote Access Policy  


 
 


Overview  
The CJI Remote Access Policy defines the necessary controls for remote access to Criminal 


Justice Information Services (CJIS) in scope systems. 


 Purpose  
This policy ensures proper measures are taken when granting remote access to any employee, 
contractor, or vendor, to Criminal Justice Information (CJI) in-scope systems.  


 
Definition 
CJIS Security Policy is to provide appropriate controls to protect the full lifecycle of CJI, whether 
at rest or in transit. The CJIS Security Policy provides guidance for the creation, viewing, 
modification, transmission, decimation, storage, and destruction of CJI.  


 
Scope and Applicability  
This policy applies to personnel at City of Seattle, including those affiliated with third parties who 
remotely access City of Seattle systems to include CJI data. The policy applies to all systems 
owned by and/or administered by City of Seattle, including network to network VPN tunnels. 
 
Policy 


This policy applies to employees, contractors, or vendors who have a need to remotely access 
the CJI (Criminal Justice Information) in-scope systems for maintenance and operations. All   
access both remote and within the Seattle network (except for the SPD network) is through 
bastion hosts protected by two-factor Advanced Authentication (AA).  
 
• All non-law enforcement personnel who perform criminal justice functions or have access to 
Criminal justice data shall acknowledge, via signing of the CJIS Security Addendum Certification 
page, and abide by all aspects of the CJIS Security Addendum. Seattle Information Technology 
employees are not required to sign the Security Addendum provided there is a CJIS 
Management Control Agreement (MCA) between Seattle Information Technology and Seattle 
Police/Fire. 
• CJIS Security Awareness Training shall be required upon initial assignment, and biennially 
thereafter, for all personnel who have access to CJI. 
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• Verify Identification: a state of residency and national fingerprint-based record checks shall be 
conducted (prior to) assignment for all personnel who have direct access to CJI and those who 
have direct responsibility to configure and maintain computer systems and networks with direct 
access to CJI. 
• All requests for access shall be made as specified by the CSO. The CSO, or their designee, is 
authorized to approve access to CJI. All designees shall be from an authorized criminal justice 
agency. 
• VPN access must be approved by the requesting department prior to activation.  


• Users must not:  
o Type remote access passwords while someone is watching. Users shall directly initiate 


session lock mechanisms to prevent inadvertent viewing when a device is unattended. (CJIS 
Security Policy Section 5.5.5) A session lock is not a substitute for logging out of the information 
system or from disconnecting a remote session. 


o Be connected to other network connections during remote access sessions into CJI 


data in-scope (e.g., no split tunnels are allowed).  
• Users must maintain current virus protection and a host firewall on remote systems to protect 
from viruses and other remote attacks.  


• Vendors must:  
o Be provided with the minimum access required to perform the necessary duties while 


the VPN session is active. Other access and privileges will be limited to the specific 
function performed by each vendor or service provider.  


o Be monitored by a City of Seattle CDE administrator during an assisted remote control 


session using Skype for Business or other current City of Seattle Enterprise standard for 
remote control sessions.  The CDE administrator must have the ability to end the session 
at any time and the session must be terminated as soon as their work has finished.  


 
Applicability of other Policies 
 
January 17, 2016 1 The City of Seattle has an existing Remote Access Policy that must be 
adhered to and can be found here. 


 
Enforcement 
Enforcement of this policy will be led by the Chief Technology Officer (CTO). Violations may 
result in disciplinary action, which may include suspension, restriction of access, or more severe 
penalties up to and including termination of employment or vendor contract termination. Where 
illegal activities or loss of City of Seattle assets are known or suspected, the City of Seattle must 
report activities to the appropriate authorities, City of Seattle is obliged to adhere to breach 
reporting by statutory limitation and must notify the Terminal Agency Coordinator (TAC) of any 
potential violations. All potential violations that involve CJI must be report to the Washington 
State Patrol ACCESS Section. 
 


Implementation 
This Policy is implemented by the ITD Security, Risk, and Compliance Director and applies to the 
City of Seattle access to CJI. 


 
 



http://inweb.ci.seattle.wa.us/technology_security/pdf/Remote-Access-Policy-final.pdf
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City of Seattle 


 
PCI Remote Access Policy  


Overview 
The PCI Remote Access Policy defines the necessary controls for remote access to Payment 
Card Industry (PCI) in-scope systems. 


Purpose  
This policy ensures proper measures are taken when granting remote access to any employee, 
contractor, or vendor, to PCI in-scope systems. 


Definition 
The PCI in-scope environment is defined in PCI Management Policy. 


Affected Departments 
Refer to PCI Management Policy. 


Policy 
This policy applies to employees, contractors, or vendors who have a need to remotely access 
the City’s PCI in-scope systems for maintenance and operations. All access to the CDE, both 
remote and from within the Seattle network is through bastion hosts protected by two-factor 
authentication. While accessing the CDE from outside the Seattle network: 


• VPN access must be approved by the requesting department prior to activation. 


• Users must not: 


o Type remote access passwords while someone is watching. 


o Leave laptops, tablets and/or workstations unattended and remotely logged into 
the CDE City of Seattle network. 


o Be connected to other network connections during remote access sessions into 
PCI in-scope (e.g., no split tunnels are allowed). 


• Users must maintain current virus protection and a host firewall on remote systems to 
protect CDE servers from viruses and other remote attacks. 


• Vendors must: 


o Be provided with the minimum access required to perform the necessary duties 
while the VPN session is active. Other access and privileges will be limited to the 
specific function performed by each vendor or service provider. 


o Be monitored by a City of Seattle CDE administrator during an assisted remote 
control session using Skype for Business or other current City of Seattle 
Enterprise standard for remote control sessions and the session terminated as 
soon as their work has finished. 


o Provide attestation to completion of a successful background check. 


Applicability of other Policies 
The City of Seattle VPN Policy applies and is located here. 



http://inweb/technology/tech_infra/dataNetwork/VPN/
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The City of Seattle has an existing Remote Access Policy that must be adhered to and can be 
found here. 


Enforcement 
Enforcement of this policy will be led by the Chief Technology Officer (CTO).  Violations may 
result in disciplinary action, which may include suspension, restriction of access, or more severe 
penalties up to and including termination of employment or vendor contract termination. Where 
illegal activities or loss of City of Seattle assets are known or suspected, the City of Seattle must 
report activities to the appropriate authorities. City of Seattle is obliged to adhere to breach 
reporting by statutory limitation. 


Implementation  
This Policy is implemented by the ITD Security, Risk, and Compliance Director and applies to the 
City of Seattle CDE. 


Exceptions 
Exceptions must follow the Enterprise IT Policies and Standards exception process located on 
InWeb here. 
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Purpose  
The purpose of this policy is to establish management direction, procedures, and 
requirements to ensure the appropriate protection of City of Seattle information that is 
accessed or controlled remotely.  Remote access refers to accessing City of Seattle 
systems from a location outside of the City of Seattle networks.  Remote control refers to 
the capability of controlling or operating a City of Seattle workstation from another 
workstation, either inside of or outside of the City of Seattle network. 


Scope and Applicability 
This policy applies to personnel at City of Seattle, including those affiliated with third 
parties who remotely access City of Seattle systems.  The policy applies to all systems 
owned by and/or administered by City of Seattle, excluding those in Law Enforcement 
and Public Safety networks. 


Network to network VPN tunnels are not in the scope of this policy and standard. 


 


Roles and Responsibilities 
Remote control and remote access security involves several groups and individuals.  Each 
has an important role in the total strategy for security.  Those involved and their roles are 
described below.  


Responsible Role 


Office of Information Security Review the status of computer and network 
security, including all remote access and remote 
control environments. 


Initiate and/or approve any changes to current 
remote-access standards utilized by the City of 
Seattle. 


Evaluate and approve requests for exceptions to 
this policy. 
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Responsible Role 


Act as information systems security coordinators - 
responsible for establishing appropriate user 
privileges, monitoring access control logs, and 
performing similar security.   


Evaluate and provide input to decisions on remote 
access and remote control products.  


Establish, maintain, implement, administer, and 
interpret organization-wide information systems 
security policies, standards, guidelines, and 
procedures.  


Conduct investigations into any alleged computer 
or network security compromises, incidents, or 
problems.   


Business process owners and stakeholders  Adjudicate access requests for remote access 


Ensure that vendor requests are accompanied by 
the appropriate attestations of compliance with the 
City’s Acceptable Use Policy and background 
checks 


Remote Access Users  Comply with these policies and standards when 
accessing City resources remotely. 


Technology Support Staff, Managers and 
Business Owners 


 Comply with these policies regarding appropriate 
and acceptable use of City remote access services 
by staff and vendors. 


City Service Desks  Receive and process properly-authorized VPN 
connection requests; assign to appropriate IT 
technical resource(s); escalate policy exception 
requests to the Office of Information Security 


Citywide Internet Infrastructure Team 
(IIT) 


 Administer and maintain remote-access 
technology; adjudicate requests for remote access 
to infrastructure devices, DMZ and other perimeter 
systems 


Office of City Auditor  Periodically measure compliance with these 
policies and standards. 


Chief Technology Officer Act as final adjudication authority for policy 
exception requests. 


Citywide Administration Group Provision user accounts for remote access 
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Policy 


Remote Access 
Remote access and/or remote control may only be used by personnel with an express 
need and authorization for this type of access.  Network support personnel are an 
example of those that may need remote control capability.  Personnel that travel or fill an 
on-call role are an example of a need for remote access capability. 


Under certain circumstances, internal remote access methods may be used to secure 
communications between a device and an application or data source, or to gain remote 
control capability from a non-standard device. 


The City provides two main vehicles for remote access, depending on whether the 
connecting endpoint (remote computer) is City-owned and managed, or personally 
owned.  A City-managed system may obtain full VPN access to the network, for access 
to arbitrary systems within the purview of the individual obtaining the access.  For 
personally-owned systems, remote access must be through a proxied connection, which 
limits access to only those resources and services for which the individual has an 
authorized need. 


Those using remote access must be positively identified and authenticated prior to being 
connected to City of Seattle resources.  When remote access is obtained by individuals 
with a greater level or privilege or access to sensitive resources (for example, network or 
database administrators), two-factor authentication must be used to ensure positive 
identification.   


Remote access sessions must be securely logged, with as much detail as possible on the 
activities of the connecting endpoint (to what did it obtain access, e.g.) 


Passwords must be encrypted during transmission.   


Users are required to use personal firewalls on their computers when accessing the 
network remotely 


Unauthorized or self-configured dial-up access is prohibited. 


City employees must exist in an authoritative directory group indicating authorization for 
remote access 


City-owned remote-access devices may not extend local administrative rights to the user 
unless a policy exception has been granted. 


City-owned devices that obtain remote access to internal network assets may be inspected 
for compliance with these policies on a periodic basis 


Automatic operating system and critical component updates must be enabled for remote 
devices 


Only City-owned devices may use remote access internally. 


Remote Control 
Support Center personnel may have remote control capabilities to workstations in order 
to provide assistance in problem solving.  Service Desk personnel must obtain the 
approval of the workstation operator before controlling the workstation remotely.   
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The remote control software must notify and obtain approval of the user that is currently 
logged in before granting access to a workstation.  This ensures the end user is aware that 
someone else is looking at what is on the screen.  This function is not required for servers 
as there is typically no user logged at the console.  


Remote control sessions must be logged to the extent possible.  At a minimum, 
connection attempts should be logged on both success and failure.  Remote control logs 
are to be retained one (1) year.  


After an abnormal or normal end of session, the remote control software must log off the 
user.  This will ensure that the workstation or server shell processes are terminated if the 
user forgets or is disconnected before logging off. 


Workstations 
Persons controlling workstations remotely must not be allowed to blank the screen or 
lockout the keyboard or mouse from use by the person actually at the console.  


Provisions must be available for exempting security sensitive workstations, such as those 
used by Information Security Services staff.   


Acceptable-Use 
Other than the requirement for separate approval before allowing the initiation of remote 
control sessions via the VPN, the same policies regarding acceptable-use of City 
technology will apply to remote access as would apply to access originating from City of 
Seattle internal networks.  


Vendor Access 
Vendors may be allowed remote access to specific servers as needed to provide support 
to the City of Seattle, subject to the following policies: 


 Access into the City of Seattle network will be via the standard VPN solution unless by 
exception. 


 The vendor must sign the City’s Acceptable-Use Policy. 


 Vendors must have unique user accounts assigned to them for any system that they will 
be accessing.  Vendors are not allowed to operate under the credentials of City of Seattle 
support staff, or use “shared” vendor accounts. 


 City of Seattle support staff must monitor vendor activity at all times the vendor is 
connected to City resources.  


 Vendor remote sessions must be terminated when not actively in use.  


 
 


Standards 
 


Remote Access – City-owned devices 
 The standard solution for general remote access is the Juniper SSL VPN. 
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 The standard solution for specialized remote access requirements (i.e. while in transit for 
Utility and Public Safety applications) is the NetMotion service. 


 The City standard anti-virus product is Vipre 


 The City standard personal firewall is the Microsoft firewall 


 Connecting end points must meet security requirements in order to be admitted access to 
the network.  Standard security checks to be performed are, at a minimum: 


o Personal firewall running 


o System configured for automatic updates (patches) , and patched to current 


o Antivirus installed and running 


o Current antivirus signatures active 


o Endpoint is verified as a City-owned device 


o Connecting individual has appropriate authorization (for example, membership in 
the appropriate directory group) 


Remote Access – Personally-owned devices 
The standard solution for general remote access is the Juniper SSL VPN, proxied through 
a Citrix gateway. 


Remote Access – Vendors 
The standard solution to be offered by the City for remote access by Vendors is the 
Juniper SSL VPN. 


Remote Control – City-owned devices 
The standard solution for remote control is the Microsoft Remote Desktop Protocol. 
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Remote Control – Personally-owned devices 
The standard solution for remote control is the Microsoft Remote Desktop Protocol, as 
enabled through Citrix. 


Remote Control – Vendors 
The standard solutions for remote control by vendors to maintain systems or address 
problems are WebEx, Team Viewer, GoToMeeting, or the LogMeIn service.  Other 
solutions will require a policy exception. 


 


Exception Criteria  
Requested exceptions to standards must be submitted to and approved by the Office of 
Information Security using the policy exception form, easily located on the Cityôs 
intranet site (Inweb).  Requests for exception must include justification and benefits 
attributed to the exception, and must be approved by the OIS.  Refer to the Information 
Systems Security Policy and its standards for more information.   


 


Compliance Measurement  
The Office of Information Security and/ or Office of City Auditor may measure 
compliance with these policies and standards on a periodic basis.   


 
 


References 
Citywide acceptable-use policy 
Vendor acceptable-use policy 
Policy exception form  
Remote-access provisioning request - contact your service desk for provisioning 


 
 


Revision History 
 


Version Description Written By Date Authorized By 


1.0.0 Policy drafted, submitted to IIT for discussion Mike Hamilton 2-15-2012 City IT Governance 


1.0.1 Policy revised per IIT recommendations Mike Hamilton 2-21-2012 City IT Governance 


1.0.2 Small revisions per Network Steering Group Mike Hamilton 3-8-2012 City IT Governance 


1.0.3 Final wording Mike Hamilton 4-17-2012 City IT Governance 


 
 


 



http://inweb/technology_security/pdf/vpn-useragreement.doc

http://inweb/technology_security/PDF/Remote-Access-Acceptable-Use-Agreement-Vendor.pdf

http://inweb/technology_security/PDF/ISSP-exception.pdf
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Introduction
SMC MCIS 2.0 Options Analysis


The purpose of this document is to summarize and facilitate comparison of the 


assessment findings of the three SMC MCIS 2.0 options. The supporting 


analyses for each option were reviewed and validated with SMC stakeholders to 


confirm the level of alignment with SMC’s MCIS 2.0 high level requirements.
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Introduction
Background and Context


The Seattle Municipal Court (SMC) Municipal Court Information System (MCIS) is over 25 years old and was developed 


using the legacy IBM Informix platform to capture key court case events and meet the reporting requirements of the State 


Administrative Office of the Courts (AOC). 


Over time, the Court has enhanced MCIS to provide important case management functions, data exchanges and public 


access. The Court and the City are dependent on MCIS to provide a continuing, permanent record of court case events, 


dates, hearings and outcomes. 


MCIS also tracks defendant compliance with Court ordered sanctions and tracks all related fines and fees. For example, data 


related to the collection of $44 million in fines and fees from the Seattle Police Department's parking and traffic ticket 


enforcement is tracked in MCIS. 


MCIS exchanges data with other City of Seattle departments, King County and the State of Washington. SMC is unique as 


the largest court of limited jurisdiction in Washington. Courts of Limited Jurisdiction (CLJ) is defined as the power of a court to 


hear only certain types of cases, or those in which the amount in controversy is below a certain sum or that is subject to 


exceptions. Within the U.S., most courts are courts of limited jurisdiction. 


SMC has engaged Gartner to help assess replacement options for MCIS, also termed MCIS 2.0. With business and 


technology needs evolving, SMC desires an updated CMS that can be agile to accommodate current and future technology 


and business needs.


SMC engaged Gartner to assess three options for replacement of MCIS (‘MCIS 2.0’):


▪ New Build. Engaging a system integrator to develop MCIS 2.0 (as a replacement), custom built CMS leveraging design 


constructs of the existing MCIS where appropriate. 


▪ COTS. Acquisition of a commercial off the shelf (COTS) CMS.


▪ AOC Court of Limited Jurisdiction (CLJ) CMS. Utilization of the CLJ CMS provided by the AOC.


This Final Options Assessment Report provides input to the MCIS 2.0 Steering Committee’s determination of the MCIS 2.0 


acquisition strategy.
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Project Approach and Methodology 
SMC MCIS 2.0 Options Analysis
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Approach Summary 
Project Schedule Summary 


Gartner’s project schedule is outlined below.


WEEKS


1 2 3 4 5 6 7 8 9 10 11 12 13 14MCIS 2.0 Options Analysis Project
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Initiation and Project 
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Task 1 (cont.)
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Project Initiation Meeting Weekly Status Meetings
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Task 3
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AOC & Vendor Interviews
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Approach and Methodology
Summary


▪ Prior to the analysis of each MCIS 2.0 option, Gartner conducted discovery tasks to gain an 


understanding of SMC operational practices and capabilities of the legacy MCIS application. These 


discovery tasks included stakeholder interviews with the Executive and Project Steering Committees, the 


MCIS 2.0 Project Team and multiple SMC operational teams. Gartner then conducted two days of 


operational observations to gain additional perspective on actual MCIS usage and limitations. 


Observations included MCIS usage by the Judge, Magistrate, Clerk, Bailiff, Probation, Interpreter, 


Cashier, Marshall, Finance and RPEG functions.


▪ In collaboration with the SMC Project Steering Committee, the MCIS 2.0 Imperatives and the MCIS 2.0 


Assessment Criteria were developed and confirmed.


▪ Each of the three MCIS 2.0 options (New Build, COTS, AOC CLJ CMS) were independently assessed 


and Option Assessment Reports were produced for each. Assessment Report Workshops were also 


conducted for each option.


▪ The summarized results of the three option assessments are assembled in this final Options Analysis 


Report. Independent option assessment scores were normalized in this report to facilitate option 


comparisons. The Options Analysis Report will be used by the MCIS 2.0 Steering Committee as input to 


selecting the MCIS 2.0 acquisition strategy. 
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Approach and Methodology 
MCIS 2.0 Imperatives


The following MCIS 2.0 imperatives were developed with and confirmed by SMC and City stakeholders 


during the Discovery phase. These imperatives were used to guide the development of the three Option 


Analysis Reports:


➢ MCIS 2.0 functions must align with and promote restorative justice outcomes; 


➢ MCIS 2.0 must improve efficiency through paperless methods and reduced need for screen 


navigation during routine court processes;


➢ MCIS 2.0 must have flexible workflow capabilities to support process improvements between all 


judicial system participants;


➢ MCIS 2.0 must improve service for the customers of SMC;


➢ MCIS 2.0 must provide streamlined access to an integrated view of a defendant, sourced from both 


previous interactions with both SMC and other WA entities (e.g., AOC systems);


➢ MCIS 2.0 must offer robust financial management capabilities, in particular comprehensive 


management of receivables;


➢ MCIS 2.0 must be built on a long-term, sustainable application architecture and technology platform;


➢ MCIS 2.0 must provide for efficient and loosely coupled integration with external systems;


➢ MCIS 2.0 must be highly configurable to align with SMC operations; and


➢ Maintenance and support for MCIS 2.0 must be responsive to evolving court operational needs.
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Approach and Methodology
Options Analysis Framework Criteria


Criteria Description


Adoption Probability The risk of the Court not implementing/being able to implement necessary business process changes to 


align with the solution. 


Configurability The degree to which the solution is configurable to support the Court’s unique requirements. 


Cost to Sustain The cost to maintain and support MCIS 2.0.


Enterprise Architecture 


Alignment
The degree to which the architecture of the solution aligns with architecture principles and direction of the 


Court and Seattle IT.


Initial Cost The cost of the initial implementation of MCIS 2.0.


Integration


(Technical capability) The capability and availability of well defined APIs in solution for interfacing with 


systems internal and external to SMC. 


(Organizational capability) The capability of SMC to create and control integrations specific to SMC. 


Operational Alignment The degree to which the core solution aligns with the Court’s business processes, including intended 


improvements. 


Project Risk The risk of project failure or excessive increases project budget or timeline, that would leave SMC without 


a replacement option and force continuation of the current MCIS.


Skills Gap The gap between the Court/Seattle IT’s current skill sets and those that would be required to implement 


MCIS 2.0. 


System Control The degree to which SMC has the ability to manage the MCIS 2.0 configuration, system modifications and 


operational practices.


Time to Implement The duration before SMC will realize benefits from MCIS 2.0.


The following 11 criteria were established in the MCIS 2.0 Option Analysis Framework and used to assess 


each of the three options against SMC’s strategic priorities, imperatives and requirements:
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Approach and Methodology 
Landscape of Options and Associated Analysis


There are three main options to modernize 


MCIS:


1. New Build: redevelop MCIS in modern 


technology


2. Commercial Off-the Shelf (COTS): 


replace MCIS with a product 


3. AOC Court of Limited Jurisdiction: 


replace with AOC’s planned shared 


solution  


The New Build option has sub-options:


➢ The database may or may not be 


included in redevelopment;


➢ Different target technologies;


➢ Redevelopment of Informix code while 


retaining the Informix database is the 


highest scoring sub-option.


There are multiple COTS products 


➢ A competitive procurement is the 


preferred mechanism for evaluation.


During the analysis, the AOC discontinued 


negotiations with the selected vendor


➢ The analysis assumes AOC will select 


another top-tier product.   


Status 


Quo


MCIS – Current State 


COTSNew Build AOC


T
y
le


r


J
o
u
rn


a
l


T
h
o
m


p
s
o
n
 R


e
u
te


rs


M
ic


ro
s
o
ft


 D
y
n
a
m


ic
s


M
ig


ra
te


 4
G


L
 a


n
d
 


D
a
ta


b
a
s
e


M
ig


ra
te


 t
o
 P


la
tf


o
rm


J
o
u
rn


a
l


T
B


D


COTS 


Assessment 


(Task 2)


New Build 


Assessment


(Task 3)


AOC Option 


Assessment


(Task 4)


Final Options Analysis


(Task 5)


Preferred


M
ig


ra
te


 


In
fo


rm
ix


 4
G


L


Current 


State 


Analysis


P
io


n
e
e
r







11 CONFIDENTIAL AND PROPRIETARY I © 2017 Gartner, Inc. and/or its affiliates. All rights reserved.


Engagement: 330045401


Approach and Methodology
MCIS 2.0 Options Analysis Detailed Approach 


The following assessment approach was utilized for the New Build option. Gartner worked with SMC staff 


to conduct the following steps:


➢ Evaluated current state technical environment baseline;


➢ Refreshed detailed technical diagrams to current state in conjunction with SMC Court Technology staff;


➢ Designed future state technical models of possible New Build alternatives;


➢ Assessed three New Build alternatives to select the most viable alternative for SMC;


➢ Prepared and evaluated staffing and cost models for development of the New Build option. 


Solution DiagramsNew Build Options Evaluation


Imperatives 


Alignment
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Approach and Methodology
MCIS 2.0 Options Analysis Detailed Approach (cont.)


The following assessment approach was utilized for the COTS option. Gartner worked with SMC staff to 


conduct the following steps:


➢ Selected five (5) vendors representative of market segments including leading, mid-tier and non-traditional court 


CMS providers;


➢ Developed and distributed questionnaires to each selected vendor; 


➢ Conducted detailed follow-up discussions with vendors to gain clarity on SMC prioritized CMS capabilities; 


➢ Organized findings in alignment with the Gartner CMS Capability Model. 


Assessment Dashboard
Imperatives Alignment


Gartner CMS 


Capability Model


Vendor Questionnaire
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Approach and Methodology
MCIS 2.0 Options Analysis Detailed Approach (cont.)


The following assessment approach was utilized for the AOC CLJ CMS option. Gartner worked with SMC 


staff to conduct the following steps:


➢ Developed a set of questions for the AOC on governance and support for AOC offered CMS;


➢ Conducted a group interview with key AOC stakeholders to gain clarity on key functions such as governance, 


support and configuration capabilities;


➢ Reviewed existing AOC requirements to assess alignment with SMC priority capabilities. 


Assessment DashboardImperatives AlignmentAOC Interview 


Questions
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Assessment Results
Comparative Assessment Dashboard Results


This dashboard view summarizes the criteria assessment scoring results for the three MCIS 2.0 options. 


This view represents Scale Scores (non-weighted). The results shown below were normalized from the 


individual assessment reports to create comparable values across the three options. 
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Assessment Results
Comparative Assessment Dashboard Results (cont.)


This dashboard view summarizes the criteria assessment scoring results for the three MCIS 2.0 options. 


This view represents the Weighted Scores. The weights were assigned by consensus from SMC MCIS 


2.0 Project Steering Committee. The results shown below were normalized from the individual assessment 


reports to create comparable values across the three options. 


*The Integration Category was split into two sub-categories after the individual evaluations, based on SMC feedback. This category weight is HIGH at 11.5% and split evenly 


for the two sub-categories. 
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Assessment Results
Comparative Assessment Cost Overview


This table provides high level estimated costs, staff estimates, roles, and lifespan estimates for each of the 


three MCIS 2.0 options. Supporting assumptions for the cost estimates can be found in the MCIS 2.0 


Options Cost Analysis v1.01 document attached as a appendix. 


New Build COTS AOC


Initial Costs


(one-time)
$23M - $30M $3.8M - $5.1M State-funded


Costs to Sustain


(ongoing annual) 2 None $600K - $800K State-funded3


SMC Sustainment Staff 


Estimates
High (13 FTEs) Moderate (4-6 FTEs) Minimal (2-3 FTEs)


Lifespan of the System
10-15 years (target technology)


Up to 20 years (application)
15-20 years 15-20 years


1MCIS 2.0 Options Cost Analysis v1.0.
2Initial and Sustainment costs include external costs only.
3AOC reported that SMC may incur external sustainment costs to support SMC specific custom integrations or any locally deployed infrastructure.
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Comparative Assessment
Taxonomy – Dashboard View


This section provides a detailed view of the Comparative Assessment results. The categories listed, or criteria, were 


reviewed and approved by SMC as part of the MCIS 2.0 Options Analysis Framework deliverable. This slide explains the 


taxonomy of the Assessment Results table. 


Scale Score


High-level numerical rating 


scores (1-5) as defined for 


each category. 


Options


The three options that assessed (New Build, 


COTS, AOC). 


Explanation of Assessment Rating


Comments supporting the relative 


assignment of scores for the three options. 


This assessment report focuses on relative comparisons between the three MCIS 2.0 options. 


The Option Analysis Reports for each option contain the complete results from each respective 


assessment. 
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Comparative Analysis
Detailed Assessment Results: Adoption Probability


Criteria Category Scale Score Explanation of Assessment Rating
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Adoption Probability – An 


estimation of the Court’s


determination to adjust necessary 


business process changes to align 


with the core CMS product solution.


.


4 21 1


While MCIS users reported openness to change and process improvements, they also 


indicated very high levels of satisfaction with MCIS. The current MCIS is highly 


customized to MCIS business processes and preferences. SMC users expressed 


negative reactions to recent demonstrations of COTS CMS offerings and consistently 


put forward the opinion that MCIS functionality is superior to that of COTS or existing 


AOC offered solutions. All of the significant business applications in use at the Court are 


currently custom built. The assessment indicates that continuation of a custom built 


system as represented by the New Build MCIS 2.0 option would have the highest 


probability for adoption by the Court.


The transition to a COTS CMS (as offered in the COTS and AOC options) would require 


extensive change and provide less obvious benefit to court operations thereby 


decreasing the probability of adoption. Because the AOC option would further require 


use of a statewide baseline configuration, the AOC option has the lowest adoption 


probability. 


Low Probability of solution adoption Medium probability of solution adoption High probability of solution adoption


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Configurability


Criteria Category Scale Score Explanation of Assessment Rating
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Configurability – The degree to 


which the solution is configurable to 


support the Court’s unique 


requirements. 


.


3 41 1


COTS CMS vendors market their CMS solutions as highly configurable to meet court 


specific business operations. The level of configurability is further demonstrated by 


vendors having national customer bases with courts of varying size and jurisdictions 


served by a common code base.


While a New Build MCIS 2.0 would be tailored to current SMC operational practices, 


building extensive configurability for future operational changes into a custom developed 


application significantly increases development effort. The New Build option would 


therefore be expected to be less configurable than a COTS solution. 


The core COTS solution of the AOC option would include the inherent configurability of a 


COTS solution but the configurability available to SMC would be limited by use of a 


statewide baseline configuration for all courts of limited jurisdiction.


Low configurability Moderately configurable High configurability


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Cost to Sustain


Criteria Category Scale Score Explanation of Assessment Rating
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Cost to Sustain – The cost to 


maintain and support MCIS 2.0.


.


21 3 5


As a state-funded solution, the AOC option would have the lowest sustainment costs to 


the City. 


Sustainment costs for a COTS based MCIS 2.0 would consist of annual license support 


fees, vendor provided professional services and costs for internal staff assigned to MCIS 


2.0 support. Estimated external sustainment costs were documented in Gartner’s COTS 


Option Assessment Report2. Costs to maintain technical currency and to introduce court 


specific or other innovations for a COTS CMS are shared by the full customer base of 


the CMS being maintained. 


The New Build option would require the full existing development team that currently 


supports MCIS. It is typical to have a higher support effort immediately after transition to 


a new system, so SMC should expect a higher support effort in the first year of 


sustainment, as users are adopting the solution.


High costs to sustain Moderate costs to sustain Low costs to sustain


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
2330045401 Task 2 - Seattle Municipal Court MCIS 2.0 - COTS Option Assessment Report v1.1
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Comparative Analysis
Detailed Assessment Results: Enterprise Architecture Alignment


Criteria Category Scale Score Explanation of Assessment Rating
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Enterprise Architecture Alignment 


– The degree to which the 


architecture of the solution aligns with 


architecture principles and direction of 


the Court and Seattle IT.


4 5 3


This category was assessed using the architecture principles specified in Seattle IT’s 


Enterprise Architecture Principles.


COTS solutions score the highest in terms of technology currency, the security and 


relevancy of the solution, retaining the value of information and its integrity, as well as 


adaptability and flexibility. 


New Build scored the second highest because its continued use of the Informix means 


that the technology is less mainstream. 


While the AOC solution would also be based on a COTS product, sharing a statewide 


solution reduces the relevancy (i.e. how closely it matches all requirements) and the 


adaptability to adjust to changing needs.


Low alignment Moderate alignment High alignment


1 3 5
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Comparative Analysis
Detailed Assessment Results: Initial Cost


Criteria Category Scale Score Explanation of Assessment Rating
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Initial Cost –The total product 


licensing and initial implementation 


cost of MCIS 2.0. 


11 3 5


Initial license and implementation costs for the AOC option are funded by the State 


giving this option a significant advantage in the Initial Cost category.


Cost ranges for the COTS option were estimated based on reference implementation 


data provided in the Vendor Questionnaire; these cost considerations were documented 


in the COTS Option Assessment Report. Cost ranges for the New Build option were 


derived based on high level development effort estimates; these cost considerations 


were documented in the New Build Option Assessment Report. The New Build option 


had the highest estimated costs.


High initial cost Moderate initial cost Low initial cost


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Integration


Criteria Category Scale Score Explanation of Assessment Rating
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Integration1


Technical capability - The capability 


and availability of well defined APIs in 


the solution for interfacing with 


systems internal and external to SMC. 


4 3 3


New Build scored the highest because, as a custom solution, it has the inherent 


technical ability to interface with any data exchange partner through a custom developed 


interface. A downside is that such interfaces are custom, and typically don’t leverage 


integration tooling to accelerate data exchange development and manage the 


integrations. 


Both the COTS and AOC solutions typically offer technical capabilities such as defined 


application program interfaces (APIs) to facilitate loosely coupled integration. Such APIs 


can typically be configured to conform to NIEM, ECF and/or other relevant standards. 


MCIS 2.0 will require integration with the City’s PeopleSoft enterprise financial system. 


Both of the responding COTS CMS vendors reported existing court clients utilizing 


PeopleSoft integration.


.


Low integration capabilities Moderate integration capabilities High integration capabilities


1 3 5


1New subcategory created. Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Integration


Criteria Category Scale Score Explanation of Assessment Rating
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Integration (cont.)1


Organizational capability - The 


capability of SMC to create and 


control integrations specific to SMC. 


5 4 2


The New Build option offers SMC the maximum flexibility to custom develop integration 


points specific to the needs of a particular integration. SMC has the ability to engineer 


the CMS to conform to an integration specification rather the CMS imposing constraints 


on integration partners.


While somewhat constrained by the APIs provided with the CMS, the COTS option 


provides SMC with the flexibility to use those APIs to govern, design and implement 


integrations specific to SMC. 


The AOC option introduces additional constraints and dependencies on the AOC for the 


governance, design and implementation of SMC specific integrations. 


Low integration capabilities Moderate integration capabilities High integration capabilities


1 3 5


1New subcategory created. Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Operational Alignment


Criteria Category Scale Score Explanation of Assessment Rating
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Operational Alignment –The degree 


to which the core solution aligns with 


the Court’s business processes, 


including intended improvements. 


.


5 41 21


The New Build option would be designed specifically to align with SMC requirements 


thereby providing the highest probability of alignment with SMC operational imperatives 


and practices. A custom built MCIS 2.0 would also be able to leverage functional design 


constructs and patterns of the current MCIS.


Operational processes under the COTS option, while constrained by the product’s 


design, would allow SMC to leverage best practices and innovations from other courts 


across the nation using the CMS. References were cited by the COTS vendors for use 


of their product in jurisdictions similar (functionally and by size) to SMC.


With a COTS solution as its foundation, the AOC option affords flexibility and provision 


of best practices similar to the COTS option. The inclusion of the AOC as an additional 


support and governance layer however could decrease responsiveness and control for 


SMC thereby negatively impacting alignment of the CMS with SMC operational needs. 


Low alignment Moderate alignment High alignment


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Execution Risk


Criteria Category Scale Score Explanation of Assessment Rating
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Execution Risk –The risk of project 


failure or excessive increases project 


budget or timeline, that would leave 


SMC without a replacement option 


and force continuation of the current 


MCIS.


21 41 1


With solutions already proven in many courts, defined implementation processes and 


limited need for new software development (i.e., customization) the COTS option 


provides the highest probability for successful project execution. While COTS imposed 


functionality may be met with resistance by some SMC users, a COTS solution 


minimizes the scope creep and requirement misalignment challenges that often plague 


custom development projects.


A custom build project with the anticipated scope and development timeline (4-5 years) 


of the New Build option is an inherently high risk endeavor. Although SMC would 


leverage a system integrator to transfer some of this risk, large development projects 


tend to have a high failure rates even with an integrator involved. While SMC has 


extensive experience supporting custom developed software, neither the Court nor the 


City have significant institutional experience creating custom developed applications on 


the scale of MCIS 2.0.


AOC option execution risks include lack of an identified CMS solution, extended 


anticipated timeline and complex governance structures inherent in a shared statewide 


system for diverse collection of courts of limited jurisdiction.


High execution risk Moderate execution risk Low execution risk


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Comparative Analysis
Detailed Assessment Results: Skills Gap


Criteria Category Scale Score Explanation of Assessment Rating


N
e
w


 B
u


il
d


C
O


T
S


A
O


C


Skills Gap –The gap between the 


Court/Seattle IT’s current skill sets 


and those that would be required to 


implement MCIS 2.0. 


4 3 3


SMC has proven experience supporting and managing the legacy custom build MCIS. 


The criticality of these skills would continue into a New Build option project. Skill gaps in 


areas such as the formal software development lifecycle (SDLC) could be filled by the 


systems integrator. 


Introduction of an external CMS provider (as in the COTS or AOC option) would require 


additional skills in areas such as vendor management. Skillset needs in other IT support 


areas would change. Examples would include shifting from developer unit testing to 


release level user acceptance testing, and transforming BA responsibilities from 


functional design to configuration and organization change management.


High skills gap Moderate skills gap Low skills gap


1 3 5
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Comparative Analysis
Detailed Assessment Results: System Control


Criteria Category Scale Score Explanation of Assessment Rating
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System Control –The degree to 


which SMC has the ability to manage 


the MCIS 2.0 configuration, system 


modifications and operational 


practices.


5 3 1


The New Build option provides SMC with control over the design of MCIS 2.0. Similarly 


SMC would have control over subsequent operations and enhancements to the 


production system. Successful transfer of this control to from the system integrator to 


SMC would require the inclusion of a rigorous knowledge transfer program in the MCIS 


2.0 project plan. 


Under the COTS option, SMC would be constrained by design constructs of the CMS 


and by vendor controlled release cycles of future system enhancements. Configurability 


and extendibility of COTS products partially mitigate these constraints. SMC would 


however have complete control of its CMS configuration. Assuming an on premise 


deployment, SMC would also have full operational control of the CMS.


The AOC option limits SMC control due the use of a shared statewide baseline CMS 


configuration and insertion of the AOC into the relationship between SMC and the CMS 


vendor. Further, the AOC would operate the CMS making SMC dependent on AOC’s 


operational practices and subject to AOC release management schedules. SMC would 


possess some distributed control through participation at the JISC, CUWG and/or a 


successor post-implementation governance structure for the AOC CLJ CMS. 


Little to no control over the system Moderate control over the system Extensive control over the system.


1 3 5
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Comparative Analysis
Detailed Assessment Results: Time to Implement


Criteria Category Scale Score Explanation of Assessment Rating
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Time to Implement –The duration


before SMC will realize benefits from 


MCIS 2.0.


21 51 1


The COTS option would provide the shortest overall timeline with an average estimated 


project duration of 15-24 months. Without the risks of extensive software development 


and complex inter-agency governance, the COTS option also has the highest probability 


of maintaining its estimated project timeline. 


The New Build option would assume a longer overall timeline with a estimated project 


duration of 37-50 months based on the sequencing of the introduction of new 


functionality. Custom software development timelines are also difficult to estimate and 


such timelines nearly always grow over the course of a project. 


The AOC option timeline is difficult to determine. The AOC provided an estimated 


timeline of five years for the CLJ CMS project (inclusive of rollout) and described that 


timeline as aggressive. SMC’s position in the rollout would need to be determined. Since 


a vendor has not yet been chosen extra uncertainty and risk are introduced to the AOC 


option timeline. 


Longer timeline Moderate timeline Shorter timeline 


1 3 5


1Previous assessment scores were adjusted to normalize results across the three options within the designated assessment category.
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Summary Conclusions
Comparative Analysis


▪ The comparative assessment finds the COTS and New Build options to be viable alternatives for MCIS 2.0. Uncertainty 


and governance complexity associated with the AOC option for courts of limited jurisdiction significantly impact the 


assessment of the AOC option relative to the other MCIS 2.0 options. The City’s MCIS 2.0 investment would be 


substantially reduced if the AOC option was selected.


▪ The estimated cost of the New Build option is significantly higher than the COTS option. Removing initial and sustainment 


costs from the other assessment quantitative scores results in approximately equal aggregate assessment scores for the 


two options as currently weighted, though individual criteria assessment results vary within those equivalent aggregate 


scores. 


▪ High levels of user satisfaction with the existing MCIS increase user adoption risk for a COTS application not designed 


specifically for SMC’s needs. Such risks can be partially mitigated through a rigorous solution selection process and the 


use of Organizational Change Management (OCM) to manage operational change that would result from the 


transformation to a COTS CMS. Selection of the COTS option would allow SMC to leverage court best practices and 


innovations developed for a national user base.


▪ The SMC Court Technology group provides effective support for the legacy custom-built MCIS. Managing and executing a 


project on the scale of an MCIS 2.0 New Build would require new skills and significant additional capacity. Utilizing a 


systems integrator would be essential for the New Build option.


▪ MCIS is a significant application which has grown over decades of use. MCIS is highly aligned with current operational 


practices of the Court. Custom building an enterprise system with the scope of MCIS 2.0 is a significant undertaking. IT 


development projects of similar size and especially similar duration frequently fail to meet objectives originally set forth.


Even with the transfer of some risk to a systems integrator, the New Build option would be a high risk initiative. 


▪ Regardless of the selected option, the Court will need to embrace resulting technology innovations and operational 


improvements to realize the full benefits of MCIS 2.0.
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Introduction


Approach and Methodology


Assessment Results


Next Steps


References
A. New Build Option Assessment Report


B. COTS Option Assessment Report 


C. AOC Option Assessment Report


D. SMC MCIS 2.0 Combined Detailed Options Analysis


E. MCIS 2.0 COTS Option Cost Analysis
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Next Steps
SMC MCIS 2.0 Options Analysis


Are there any further 


questions?


Thank you for your 


time!


SMC Actions


▪ Provide any feedback on this document by 5:00 pm PST on 2/1 or,


▪ Provide Gartner with a note of acceptance of this document via email by 2/1.


Gartner Actions


▪ Submit any further revision to this document to SMC by 5:00 pm PST on 2/5.


▪ Prepare for the Final Options Report presentation with Project Steering Committee (scheduled for 1/26). 


▪ Prepare for Final Report Executive Briefing with Executive Steering Committee (scheduled for 1/31).
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Appendix A - Section 2.2 - Table 2, COMPANY FINANCIALS.docx
TABLE 2 – COMPANY FINANCIALS

		Financial Requirement

		Response

		



		What was the Company’s annual revenue during the last three fiscal years?

		FY 2015

		Click here to enter text.

		

		FY 2016      

		Click here to enter text.

		

		FY 2017      

		Click here to enter text.

		What was the percentage of revenues invested in research and development?

		Click here to enter text.%  



		What was the average annual company sales volume for software systems similar to MCIS 2.0 for the previous three (3) fiscal years?

		Click here to enter text.%



		What percentage of revenues does the sales volume for software systems similar to MCIS 2.0 represent?

		Click here to enter text.%



		Attach a copy of the Company’s audited financial statements for last five years. If the financial statements are not provided, the company shall at least provide a letter signed by an independent third-party certified public accountant (CPA) that provides a synopsis of assets, liabilities, and equities. 

		Attachment 3: Financial Statements

(see Attachment checklist contained herein)





		Vendor may provide Dun & Bradstreet “Business Information Report” in addition to financial statements.

		Attachment 4: Dun & Bradstreet “Business Information Report”

(see Attachment checklist contained herein)
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 SMC MCIS 2.0 Replacement Project
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Instructions

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Instructions



		INSTRUCTIONS

		1.		This Microsoft (MS) Excel Workbook contains separate worksheets designed to provide an understanding of the pricing model proposed by the Vendor. Use of this model is essential to the MCIS 2.0 Replacement Project proposal evaluation. It is mandatory that all Vendors use this model in preparing their pricing response to this RFP.

		2.		The worksheet tab labeled "Pricing Summary" contains a summarized total of the pricing components outlined in this workbook.

		3.		The worksheet tab labeled "Deliverables" will be filled out with proposed deliverables. The final deliverables and payment points will be negotiated during contract negotiations. Where necessary, add additional deliverables identified in the RFP response in the rows labeled "Other (Please specify)".

		4.		In the worksheet tab labeled "HW-SW"  Vendor shall specify all required software and hardware products required to deliver the proposed MCIS 2.0 solution. Vendor shall quote prices with freight or other additional charges included.

		5.		In the worksheet tab labeled "Appl Deployment Support" (Application Deployment Pricing-Support), Vendor shall provide weekly price for onsite application deployment support.

		6.		In the worksheet labeled "Ongoing Support", Vendor shall provide annual costs for ongoing support of the MCIS 2.0, exclusive of product specific support costs included in the HW-SW worksheet.

		7.		In the worksheet labeled "Rate Card", Vendor shall provide hourly rates for proposed project personnel. These rates would be used for services contracted beyond the scope specified in this RFP. 

		8.		In the worksheet labeled "Assumptions", Vendor shall capture any assumptions specific to this Pricing workbook.
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Pricing Summary

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Pricing Summary Worksheet 



		Pricing Component		Total Costs

		Deliverable Pricing		$   - 0

		HW/SW Pricing		$   - 0

		Total Initial Cost		$   - 0



		On-Site Application Deployment Support

		Weekly Onsite Support		$   - 0



		Annual HW/SW Maintenance 

		Yearly Maintenance 		$   - 0

		Number of Years		5

		Total Annual HW/SW Maintenance		$   - 0



		Annual Ongoing Support

		Year 1		$   - 0

		Year 2		$   - 0

		Year 3		$   - 0

		Year 4		$   - 0

		Year 5 		$   - 0



		Total Five (5) Year Cost of Ownership *		$   - 0



		* excludes On-Site Application Deployment Support
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Deliverables 

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Deliverables Pricing Worksheet



		Deliverable Name		Price**		Year Completed













































		Total		$   - 0

		* Add rows as required for any additional deliverables defined in Vendor's proposal.

		** The City and Vendor shall negotiate the payment schedule.  The City, at its sole option, may include holdbacks and/or other risk mitigation considerations in the payment schedule.                                            
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HW-SW

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Hardware/Software Pricing Worksheet



		HW / SW		Category		Component		Model Number		Quantity		Unit Price		Extended Price		Annual Maintenance Price (Extended)

		Hardware

				 Server Hardware								$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

				Other (Please Specify)								$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

				Other (Please Specify)								$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												Hardware Totals:		$   - 0

		Software

				Application Software (Please Specify)								$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

				Infrastructure Software (Please Specify)								$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

				Other (Please Specify)								$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0

												$   - 0		$   - 0		$   - 0



												Software Totals:		$   - 0



												Hardware and Software Totals		$   - 0



														Hardware and Software Extended Maintenace Annual Total		$   - 0
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Appl Deployment Support

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Application Deployment Costs - Weekly Onsite Support



		Onsite Support		Weekly Price

		Weekly pricing for onsite application deployment support		$   -
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Ongoing Support

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Ongoing Costs: Post-Full Implementation Solution Management and Support Plan



		Ongoing Support Costs (not including HW/SW support costs shown on HW/SW Pricing tab)

		Support Year		Annual Price		

		Year 1 - Post-Full Implementation Solution Management and Support		$   -		

		Year 2 - Post-Full Implementation Solution Management and Support		$   -		

		Year 3 - Post-Full Implementation Solution Management and Support		$   -		

		Year 4 - Post-Full Implementation Solution Management and Support		$   -		

		Year 5 - Post-Full Implementation Solution Management and Support		$   -		
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Rate Card

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Supplemental Services Rate Card



		#		Vendor Resource Title		Description of Roles/Responsibilities		Proposed Hourly Rates

								On-Site		Off-Site

		1						$   -		$   -

		2						$   -		$   -

		3						$   -		$   -

		4						$   -		$   -

		5						$   -		$   -

		6						$   -		$   -

		7						$   -		$   -

		8						$   -		$   -

		9						$   -		$   -

		10						$   -		$   -

		11						$   -		$   -

		12						$   -		$   -

		13						$   -		$   -

		14						$   -		$   -

		15						$   -		$   -

		16						$   -		$   -

		17						$   -		$   -

		18						$   -		$   -

		19						$   -		$   -

		20						$   -		$   -

		21						$   -		$   -

		22						$   -		$   -

		23						$   -		$   -

		24						$   -		$   -

		25						$   -		$   -

		26						$   -		$   -

		27						$   -		$   -

		28						$   -		$   -

		29						$   -		$   -

		30						$   -		$   -

		31						$   -		$   -

		32						$   -		$   -

		33						$   -		$   -

		34						$   -		$   -

		35						$   -		$   -

		36						$   -		$   -

		37						$   -		$   -

		38						$   -		$   -

		39						$   -		$   -

		40						$   -		$   -

		41						$   -		$   -

		42						$   -		$   -

		43						$   -		$   -

		44						$   -		$   -

		45						$   -		$   -

		46						$   -		$   -

		47						$   -		$   -

		48						$   -		$   -

		49						$   -		$   -

		50						$   -		$   -

		51						$   -		$   -

		52						$   -		$   -

		53						$   -		$   -

		54						$   -		$   -

		55						$   -		$   -

		56						$   -		$   -

		57						$   -		$   -

		58						$   -		$   -
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Assumptions

		Vendor Name

		MCIS 2.0 Replacement Project Pricing

		Assumptions



		#		Vendor shall state any assumptions that are not included in the Management Response but were used to determine pricing captured in this workbook.   Insert additional lines if necessary.

		1

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18



















City of Seattle SMC RFP No. XXX
Appendix XX .Pricing Response	&D


&"Arial,Bold"Confidential and Proprietary Information	&P of &N	&F




references

				Category				Recurrence

				Cloud-SaaS				Monthly

				Cloud-PaaS				Quarterly

				Cloud-IaaS				Annually

				Cloud-Other

				Hosting

				Other

				Year 1

				Year 2

				Year 3

				Year 4

				Year 5
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The following is additional information regarding 


Request for Proposal


 


#


MUN


-


430


1


,


 


titled 


MCIS 2.0 Replacement Project


 


and


 


released on


 


0


4


/


17


/201


8


.


  


This addendum 


includes both questions from prospective pr


oposers and the City’s answers 


and revisions to the 


RFP


.


 


This addendum is hereby made part of the 


RFP


 


and therefore, the 


information contained herein shall be taken into consideration when preparing and submitting a 


proposal


.


 


Item #


 


Date Received


 


Date Answered


 


Vendor’s Question


 


City’s Answer


 


RFP


 


Revisions


 


1


 


0


4


/


18


/201


8


 


0


4


/


30


/201


8


 


What are the most 


important systems 


that this solution will need to 


integrate with?


 


 


There is a list of all current external 


systems which the Court integrates 


with. This list can be found in Appendix 


J within the Current State Solution 


Architecture document in section 3.2 of 


the RFP. There are also some additional 


future state external sy


stem 


integrations noted in the Functional 


Requirements. The Court considers all 


equally important at this time.


 


 


2


 


04/


18


/2018


 


04/


30


/2018


 


Do you anticipate that the SMC will 


need to procure any of the following 


similar technologies in the somewhat 


near 


future? If so, when?


 


 


·


 


E


-


Filing System


 


·


 


Court Calendaring System


 


·


 


Jury Management System


 


·


 


Etc.


 


This RFP is an opportunity for vendors 


to propose a solution or ‘hybrid’ 


solution (see Section 1 of the RFP) that 


meets the Functional and Technical 


Requirements to 


support the business 


needs of SMC. We are open to 


evaluating proposals that include 


technologies the vendor feels would 


benefit SMC.


 


 


3


 


04/


19


/2018


 


04/


30


/2018


 


Would it be possible for you to provide 


a list of all documents we should have 


found, so we can make sure we have 


all the correct information? I have 


found Appendices A


-


L except G and K 


seem to be missing, plus a number of 


un


-


numbered exhibits.


 


 


Appendices


 


G and K do not exist.


 


 


Embedded below is a list of 


all


 


the 


documents in the RFP:
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1  0 4 / 18 /201 8  0 4 / 30 /201 8  What are the most  important systems  that this solution will need to  integrate with?    There is a list of all current external  systems which the Court integrates  with. This list can be found in Appendix  J within the Current State Solution  Architecture document in section 3.2 of  the RFP. There are also some additional  future state external sy stem  integrations noted in the Functional  Requirements. The Court considers all  equally important at this time.   

2  04/ 18 /2018  04/ 30 /2018  Do you anticipate that the SMC will  need to procure any of the following  similar technologies in the somewhat  near  future? If so, when?        E - Filing System      Court Calendaring System      Jury Management System      Etc.  This RFP is an opportunity for vendors  to propose a solution or ‘hybrid’  solution (see Section 1 of the RFP) that  meets the Functional and Technical  Requirements to  support the business  needs of SMC. We are open to  evaluating proposals that include  technologies the vendor feels would  benefit SMC.   

3  04/ 19 /2018  04/ 30 /2018  Would it be possible for you to provide  a list of all documents we should have  found, so we can make sure we have  all the correct information? I have  found Appendices A - L except G and K  seem to be missing, plus a number of  un - numbered exhibits.    Appendices   G and K do not exist.     Embedded below is a list of  all   the  documents in the RFP:     

