City of Seattle Request for Proposal 
Addendum SCL-4511
Updated on: 08/09/2018

The following is additional information regarding Request for Proposal #SCL-4511 titled Seattle City Light PCB Tracking and Condition Assessment released on 07/06/2018.  The due date and time for responses is 08/27/2018, 3:00 (PT).  This addendum includes both questions from prospective proposers and the City’s answers, and revisions to the RFP. This addendum is hereby made part of the RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a proposal.
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	07/13/18
	07/19/18
	Asset Suite is system of record for PCB disposal information.  Is New System to retain history of disposal information of assets and non-assets and if so which records?
	The current system of record for disposal tracking (of both asset and other non-asset material – PCB containing or not) is our legacy XFMR/FEDS system.  Component A of this RFP will replace disposal related functionality currently supported by our legacy system, and interface (as required) disposal information to Asset Suite, which will become our new system of record for disposal tracking.  In the event the system of capture for the data is different than the system of record, specifics such as data retention requirements for the system of capture will be defined during the detailed functional requirements definition.
	

	2
	07/13/18
	07/19/18
	Describe the transformer oil analysis currently received from SD Myers.  Please provide a sample of the analysis.
	
[image: image1.emf]SAMPLE Oil Analysis  Exec Summary Report- Power Substations_21Jun2018.pdf



 EMBED AcroExch.Document.DC [image: image2.emf]SAMPLE Oil Analysis  Rainbow Report- Power Substations_21Jun2018.pdf



 EMBED AcroExch.Document.DC [image: image3.emf]SAMPLE Oil Analysis  Summary Report- Power Substations_21Jun2018.pdf



[image: image4.emf]SAMPLE Test Data  File 17Jul2018.xls



 EMBED AcroExch.Document.DC [image: image5.emf]SAMPLE Oil  Collection Submittal Forms_21Jun2018.pdf



 EMBED AcroExch.Document.DC [image: image6.emf]SAMPLE Oil  Collection Instructions.pdf


	

	3
	07/13/18
	07/19/18
	 Is integration to City Light mapping system in scope for this RFP.  Ref:  Business Response Component A. line 7 & 48.  Also, Business Response Component B. Line 62.
	Although integration to City Light mapping systems is not in scope for this RFP, enabling such integration is in scope.  In other words, the New System will need to store data fields required to link the New System record to the corresponding record in the City Light mapping system.
	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	4
	07/13/18
	07/19/18
	What is meant by disposal tracking type?  Ref:  Business Response Component A.  Line 76.


	Disposal tracking type is an attribute of a PCB-containing waste. Examples of disposal types include “Transformer Equipment,” “Electric Equipment,” “Capacitor,” “Drum of Solids,” “Drum of Oil,” “Other Container”.
	

	5
	07/13/18
	07/19/18
	Is New System responsible for reports based on address, address range, block or quarter section?  During RFI discussions it was stated that this would be done in other system, Oracle or Asset Suite.  Ref:  Business Response Component A.  Line 82 & 83.
	Note: This response pertains to Condition Assessment, not Disposal Tracking. 
Such locational information will not originate in the New System but will be required to be stored (via interface) in the New System; therefore, those fields should be able to be queried just like any other field.  Reports in the form of maps will be handled outside of the New System.


	We are striking the following requirements embedded in Table 5, section k from “PTCA Functional Response - Disposal Tracking”: Disposal Tracking – 032, Disposal Tracking – 033, and Disposal Tracking – 034.



	6
	07/13/18
	07/19/18
	Describe the system of record in Asset Suite for disposal tracking.
	The current system of record for disposal tracking (of both asset and other non-asset material) is our legacy XFMR/FEDS system.  Component A of this RFP will replace disposal related functionality currently supported by our legacy system, and interface (as required) disposal information to Asset Suite which will become our new system of record for disposal tracking.  Refer to the PCB Tracking User Stories and Business Response for details. 
	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	7
	07/13/18
	07/19/18
	Has City Light adopted CIM or other industry standard data model?  Is this a requirement in scope for this implementation or for future reference?
	Seattle IT does not currently enforce a data model standard.  Data models provided as part of the project should include legends and other details to aid in readability and should be editable for future maintenance/notation purposes.  Compliance with an existing data model standard such as CIM is preferable as it can facilitate connections across systems but is not a ‘must have’ requirement for this implementation.
	

	8
	07/13/18
	07/19/18
	Which 3rd Party program is used for Dissolved Gas Analysis.  Ref:  Business Response Component B.  Line 65.
	We do not currently use 3rd party software for Dissolved Gas Analysis.  That said, we do receive from the vendor currently performing our DGA testing, extensive reports which include some analysis (see reports attached in response to question 2).
	

	9
	07/13/18
	07/19/18
	Is remaining life calculations in scope for this RFP?  Ref:  Business Response Component B.  Line 198.
	No.  Although estimating remaining life is ultimately the goal for our Asset Management program, only a health index calculation is included as required scope for this RFP.  Any calculations that the New System might offer beyond a health index score that would move us closer to estimated remaining life (e.g. including equipment loading history) would be considered positively in reviewing responses.
	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	10
	07/13/18
	07/19/18
	Technical Response Item #S-38 refers to City Security and Privacy Policy to be found in Section 15.8 Attachments.  I was unable to find this attachment.  Please assist in securing this document.
	
	The document has been updated but is currently under review.  Attached is the draft document. 

Final document will be supplied when it becomes available. 


[image: image7.emf]ISSP_ExtWeb-drev.pd f




	11
	07/13/18
	8/2/2018
	Besides Sections 38 and 39 of the Technology Contract, does City have a document that defines its Business Continuity Plan as referred to in Technical Response Item #S-41.
	See attached Continuity of Operations Plan.

[image: image8.emf]SCL_ContinuityofOper ationsPlan.pdf


	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	12
	07/18/18
	07/19/18
	Section 1, Introduction states, “Vendors proposing both components shall provide a separate cost response for each component in addition to a cost response for both components (A & B) combined.”

Is this accurate? 
	
	PLEASE READ

Revised Section 1, Introduction to read:

Vendors proposing both components shall provide one main proposal.  For the following documents, provide a version of each for component A only and Component B only:
Pricing Response

Execution Methodology

Risk Assessment

Value Assessment.

	13
	07/18/18
	07/19/18
	Follow up to question 5 – where would the location information come from?  
	Response to #13 revises response to #5 above.
	The response to Question 5 has been revised.  Location tracking within the disposal cycle will be maintained in the Asset Suite system of record.

	14
	07/18/18
	07/19/18
	What if we cannot convince a current customer to participate in a software verification? 
	It is important to us to have an existing customer participate in the software verification. In the case that it is impossible to obtain a willing customer, a demo system is okay, however, that would reflect in the evaluation scores.  It could be a copy of a customer site.  It is also permissible to verify some functions on the client site and some on a demo site if needed. 
	

	15
	07/18/18
	07/19/18
	Does the customer have to demonstrate the software system functionality? 
	Our preference is to have a customer show us how the system works.  The project team will be present to help drive the verification and provide commentary where needed.   We realize not all customer installations are alike.
	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	16
	07/18/18
	07/19/18
	Is there an interest in a SaaS solution? 
	Yes. 
	

	17
	07/18/18
	07/19/18
	What if we need more than 2 pages for our response? 
	Please stay within the 2 page restriction.  Proposals over the page limit may be found non-responsive. Make sure you review the instructions on each response to allow for more writing space.
	

	18
	07/18/18
	07/19/18
	Providing Accelerated Process Power Point from Pre-Proposal Conference.
	
[image: image9.emf]Pre-Proposal  Conference PTCA 2018.07.18v3.pptx


This power point was shared in the pre-proposal conference and is posted to assist you in preparing for completing your proposal.
	

	19
	7/18/18
	7/18/18
	REVISED PRICING RESPONSE
	
	Please submit the revised Pricing response document with your response. The component names have been updated for more clarity. There are also some formatting changes to the document.  The original document is embedded in the RFP in Table 5 – section d – Pricing Response.

[image: image10.emf]Pricing Response.xlsx




	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	20
	8/1/18
	8/8/18
	Can SCL please provide the following asset counts?

· Number of substation transformers (including power production)?

· Number of substation transmission circuit breakers (69kV and above)?

· Number of substation distribution circuit breakers (below 69kV)?
	The City does not believe point-in-time counts impact proposal or pricing. City Light’s intention is to begin the condition assessment work with distribution equipment, e.g. transformers >500kVA, and underground distribution and transmission cable.

In the RFI Q&A the following Q&A were distributed:  

Question #18: 
What is your current asset mix? Types of different equipment and approximate number/magnitude? 

Answer: Pertinent to this project: Assets (~90,000 records, subject to test results and/or disposal tracking): single-phase transformers, three-phase transformers (distribution, substation, generation), network protectors, bus tie switches, primary switches, primary splices, primary cable, high-pressure fluid-filled transmission cable, circuit breakers, capacitors, rotor and stator generators. Non-assets (~3000 records, fewer than 200 added annually): large bushings, instrument transformers, drums containing debris, drums containing oil, containers of capacitors/ballasts, containers of small bushings, tanker trucks with oil.
	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	21

	8/2/18
	8/8/2018
	What systems and solutions does SCL have in place currently for asset management and condition monitoring?

•          EAM – Enterprise Asset management 

•          DW (Data Warehouse)/ BI tools 

•          MDM (Master Data Management) / ODS (Operation Data Store)/ Big Data solutions 

•          Historian  

•          Sensors/ Monitor devices  

•          Equipment testing – TOA, DTA/ Doble etc., 

•          GIS
	As this question was submitted after the deadline, the answers are not comprehensive. 
· We currently use the Oracle WAM product as our primary Asset Management tool, along with the functionality still stranded in the legacy XFMR system that we seek to replace as part of this RFP.

· Our BI and associated DW environments are currently in flux.  As it relates to our asset data, we are using Tableau as our reporting tool, and because our asset data is scattered across so many source systems, we do not yet have a data warehouse for asset data as such.

· We currently have no MDM 

· We have SCADA.  We use Historian for GIS data related to switches.  Historian is also used by our Outage Management System.
  

· Beyond our SCADA system, I believe that our Advanced Meter Infrastructure process (a project currently in progress) is our first significant foray into big data.

· The following is a partial list of test equipment. 

· Doble, Phenix and American Tester for transformer tests. 

· Hipotronics for cable high potential tests. 

· Digital Grid for recording network reliability data and non-NERC testing.

· AGA for breaker reliability assessment.

· ICCP for real-time monitoring.
· SCL has 2 different GIS systems; 1) An Esri based system to model our Looped Radial distribution system and 2) an Oracle Spatial based system to model our Network distribution system.


	


	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	22
	8/7/18
	8/8/2018
	Glossary update:
	
	
[image: image11.emf]PTCA Glossary.pdf


This updated glossary replaces the Glossary in Section 2, page 5. 

	23
	8/7/18
	8/8/2018
	Language Clarification.
	
	In the RFP, Table 1 – Solicitation Schedule, No. 4 Deadline to Submit Proposals – the date is listed as Wed 8/27/18 3 pm PST

The correct date is Mon 8/27/18 3 pm PT. 
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INTRODUCTION   
The purpose of this handbook is to consolidate and define the policies that help ensure the 


security and availability of City of Seattle information technology systems and networks. It also 


helps ensure the confidentiality, integrity and availability of electronic information captured, 


stored, maintained, and used by the City of Seattle. It provides direction for compliance to federal 


and state regulations, specifies appropriate practices, and defines custodial responsibilities for 


records associated with City operations. This policy should be used as a foundation document 


for all standards, procedures, and guidelines that are developed and implemented by the City 


related to information systems security.   


   


All Users of City computing services, resources and data are required to support this effort by 


complying with all established policies, guidelines, and procedures. This includes compliance 


with all related federal and state statutes and regulations as required.     


   


Prominent among these requirements is the City’s commitment to ensure that its treatment, 


custodial practices, and uses of ―Personally Identifiable Information  (See SECTION 5. 


DEFINITIONS) are in full compliance with all related statutes and regulations, and the City’s core 


values of maximizing trust, integrity and respect for privacy.    


   


It also is critically important to secure systems and networks from unauthorized access, to 


prevent their use for illegal activities, and to prevent their unwarranted destruction.    


AUTHORITIES AND COMPLIANCE   
The City of Seattle is a public entity. It has custodial responsibilities for a significant and diverse 


amount of sensitive information. It holds business contracts with a broad range of public and 


private organizations. It is the recipient of federal and private grants. It owns, maintains and 


operates significant critical infrastructures and services. All of these facts place significant 


burdens on the City regarding the management and use of its extensive information systems 


resources. Not least among these burdens are compliance requirements with many State and 


Federal laws, regulations, and promulgated rules. Beyond strict compliance requirements, the 


City must also understand and consider several additional government and industry standards 


and best practices that contribute to the objective of due care.    


   


Some State and Federal statutes and regulations that may directly or indirectly affect City 


information systems security policy and operational guidelines can be found in Appendix A 


attached to this policy handbook.   


   


The information contained in Appendix A is for the reader’s convenience only. The City makes no 


representation as to the completeness, accuracy, or currency of the materials.    


   


In addition to the City’s compliance requirements, this policy also reflects the City’s strong 


commitment to ethics and values that meet citizens’ high expectations for responsible 


operations.    


   


Successful compliance and protection of information systems assets requires all computing 


system owners, operators, and users of City-owned computing and network services, to read, 


understand, and support this “Information Systems Security Policy Handbook” and all 


related operational policies and procedures.   
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APPLICABILITY   
This Policy is applicable to all users (employees, contractors, and others) of City computing 


systems, networks, digital information, and any other electronic processing or communications 


related resources or services provided through the City.   


HANDBOOK ORGANIZATION   
This handbook is organized in the following manner:   


• Section 1 – All Policies   


• Section 2 – All related Procedures and Tasks (numbers corresponding to applicable policy  


• Section 3 – Guidelines (numbers corresponding to applicable procedures or policy  


• Section 4 - Standards  


• Section 5 – Definitions   


• Appendix A – Regulatory and Compliance References   


• Appendix B – Related Documents   


   
   
Back to Table of Contents  


  


SECTION 1 – POLICY   


POL01 Responsibilities of Security, Risk, and Compliance (SRC)   
   
The primary role of Security, Risk, and Compliance’s (SRC) is to provide strategic oversight, 


direction and coordination of a City-wide information systems security program and compliance 


efforts.  See PRO01 Security, Risk, and Compliance Tasks for details.   


   


Back to Table of Contents   


POL02 Responsibilities of the Information Technology Security 


Board   
  
The Information Technology Security Board (ITSB) is an ad hoc committee whose role is to 


provide oversight and direction regarding information systems security and privacy assurance. 


The membership of the ITSB is composed of information technology management and staff 


representing the various departments and key administrative areas of the City’s operations.  See 


PRO02 Information Technology Security Board Tasks for details.   


  


Back to Table of Contents   


POL03 Responsibilities of System Owners   
  
System Owners (See SECTION 5 DEFINITIONS) play a critical role in the protection of City 


Information Systems and data. They must manage and protect the data systems they are 


responsible for. To do so they must ensure compliance with information security policy and all 


statutory and regulatory requirements; ensure confidentiality, integrity and availability of their 


systems; and support user compliance with all City and departmental security policies.  See 


PRO03 System Owner Tasks for details.   
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Back to Table of Contents   


POL04 Responsibilities of Information Technology Managers   
  


Information Technology Managers (See SECTION 5 DEFINITIONS) play a critical role in the 


protection of City Information Systems and data. IT Managers hold accountability for operational 


decisions about the use and management of a computing system and support the 


responsibilities of System Owners as noted in POL03 Responsibilities of System Owners.  See 


PRO04 Information Technology Managers Tasks for details.   


  


Back to Table of Contents   


POL05 Responsibilities of System Administrators   
  
System Administrators (See SECTION 5 DEFINITIONS) hold a unique and powerful position in 


their relatively unfettered access to and maintenance of City systems and data. They must 


understand and follow City and departmental information security policy and observe the highest 


ethical and professional standards at all times (see "System Administrator Code of Ethics" in 


Appendix B). See PRO05 System Administrator Tasks for details.   


  


Back to Table of Contents   


POL06 Responsibilities of Data Custodians   
  
The role of the Data Custodians (See SECTION 5 DEFINITIONS) is to provide direct authority 


and control over the management and use of specific information. These individuals might be 


Supervisors, Managers, Department Heads, or designated professional staff. They might serve 


dual roles as a System Owner/Operator as well as a Data Custodian. They typically would not be 


the technicians (system administrators) that support the related computer systems or 


applications. They are responsible for following all security policy and guidelines to protect and 


ensure the confidentiality of any sensitive data they control. See PRO06 Data Custodian Tasks 


for details.  


  


Back to Table of Contents   


POL07 Responsibilities of Users   
  
All Users (See SECTION 5 DEFINITIONS) have a critical role in the effort to protect and 


maintain City information systems and data. Users of City computing resources and data must 


comply with all federal and state statutes, City ordinances, and City and departmental policies. 


All Users are required to attend and complete at least one information security awareness class 


or briefing and provide proof of attendance to their personnel staff to be included in their 


personnel record. See PRO07 User Tasks for details.   


  


Back to Table of Contents   
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POL08 Monitoring of User Accounts, Files, and Access   
   


1. The City reserves the right to monitor its information systems and user activity. There is 


no guarantee of privacy of email, Internet access, system logs, and electronic files 


related to individual City computer and network accounts.   


    


2. Inappropriate, unauthorized use or abuses of computing and network resources are 


subject to monitoring and investigation by authorized City staff.   


   


3. Individuals and associated accounts under investigation are subject to having their 


activities on City systems monitored and recorded.   


    


4. In the course of monitoring individuals who are improperly using these systems, or in the 


course of correcting system problems caused by the unauthorized use, the activities and 


files of authorized users may also be disclosed.    


   


5. The City may specifically and without notice monitor the activity and accounts of 


individual users including files, session logs, content of communication and Internet 


access for adherence to the Acceptable Use Policy - POL17 (See GUI08 Monitoring of 


User Activity).   


    


6. The City reserves the right to filter Internet access to preclude dangerous or harmful 


website connections.    


   


7. Evidence of criminal activity will be turned over to appropriate City and law enforcement 


officials.   


    


 (See Records Retention information in Appendix B - Related Documents).     


   


Back to Table of Contents  


  


POL09 Administrative Access to City Information Systems   
  
This policy applies to System Owners, Information Technology Managers (see Section 5 - 


Definitions), or other City management that grant administrative access to City IT Systems to any 


person or entity. Administrative access must only be granted based on an established and 


documented business need. The Procedure outlined in PRO09 Procedure for Granting 


Administrative Access to City Information Systems must be followed.   


   


Back to Table of Contents   


POL10 Electronic Data and Records Management   
   


1. All City System Owner/Operators, Data Custodians, and Users are obligated to 


understand the nature and proper classification of the data they generate, use, or store.   
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2. All City System Owner/Operators, Data Custodians, and Users(see Section 5 - 


Definitions), are required to properly manage and protect the confidentiality of private or 


sensitive electronic data they may be using, transmitting, and storing. For classification 


guidelines and best practices see GUI10A Classification of Data.   


   


3. All City System Owner/Operators, Data Custodians, and Users are required to 


understand and comply with all records retention laws for any electronic data they may 


be using, transmitting, and storing.   


    


NOTE: Be aware that the City Records Management Program (CRMP) maintains specific 


records management information and offers consultation to users and management on their 


retention obligations under State law.    


   


Back to Table of Contents   


   


POL11 Electronic Data Breach Disclosure   
   
A "reportable security breach" is defined by Washington State and Federal law.   


The City of Seattle will comply with all applicable laws. See PRO11 Electronic Breach Disclosure 


Procedure for details of the procedure to follow if a breach is suspected.   


   


Back to Table of Contents   


  


POL12 Access Controls   
Access control measures required for establishing Users' access to any City computing 


resources shall be commensurate with the functional nature and degree of criticality of the 


computer systems, network resources, and data involved. See GUI12B Access Control 


Measures for direction on how to assess and define the appropriate security measures for 


computing systems.    


1. It is the responsibility of all System Owner/Operators and Data Custodians to ensure that 


their systems are properly protected.    


2. Systems are required to have a technical access control mechanism (see GUI 12B).    


3. All systems are required to have the capability to log basic information about User 


access activity, system events and errors, and access violation reports.    


4. All system access accounts for Users must be based on a unique identifier.    


5. No shared accounts are allowed.    


6. All Users' system access will be based on the "principle of least privilege" and the 


"principle of separation of duties" (See SECTION 5 DEFINITIONS).    


7. Computer applications that are developed for the system must be developed and 


integrated to maintain individual user accountability and audit capability.    
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8. Documented procedures must be in place for issuing, altering, and revoking access 


privileges on shared systems.    


9. Any vendor that requires access to City equipment must obtain written permission from 


departmental IT Management (See PRO12 Setting up Vendor Access to the Network.  


See also related policy POL21 Remote and Ad Hoc Connectivity).    


10. Automatic Workstation Screen Locking - All City workstations must automatically go into 


a password-protected screen-lock mode after twenty (20) minutes of inactivity.    


Back to Table of Contents  


  


POL13 Systems and Network Security   
All systems and network security measures must be based on the functional nature and degree 


of criticality of the computer systems, network resources, and data involved. See GUI12A 


Assessing What Security Measures to Implement for direction on how to define the appropriate 


security measures for computing systems.    


1. It is the responsibility of all System Owner/Operators (see SECTION 5 DEFINITIONS) to 


ensure that they have implemented all necessary security measures.    


2. Operating systems must be maintained with the timely application of all related 


venderissued patches (see GUI13A Operating System Maintenance).    


3. Desktop or laptop workstation computers must be deployed following the City standard 


configuration (see STA13A Desktop/Laptop Standards).    


4. Where appropriate, systems must have anti-virus software and maintain procedures for 


regular signature updates (see GUI13C Antivirus Measures).    


5. Procedures must be maintained for regular backup of all data and system files 


necessary for recovery purposes (see GUI13D Backup, Recovery and Data Retention).    


6. All systems are required to have the capability to log basic information about User 


access activity, system changes, and events, and all event logs must be converted to 


syslog format to enable central collection and monitoring. Web applications must create 


and send syslogs to a centralized syslog server. Infrastructure devices must log to a 


Security Incident Management (SIM) device. Firewalls and Intrusion Detection System 


sensors must route alerts to a SIM device (see GUI13B Logging).    


7. All systems must maintain a functioning and accurate system clock    


8. Encryption capabilities and secure protocols must be available for systems that contain, 


send or receive restricted or confidential data (see GUI13F Encryption).    


9. Any transport of confidential or restricted data must use a secure transport protocol 


and/or be encrypted using the Encryption standards referred to in GUI13F Encryption.    



http://inweb/technology_security/policies/ISSP_STA13A.htm

http://inweb/technology_security/policies/ISSP_STA13A.htm
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10. All computing systems and servers hosted on City networks must support proactive 


vulnerability probing and reporting (see GUI13E Firewalls and Intrusion Detection 


Security).    


11. System Owner/Operators (see SECTION 5 DEFINITIONS) must ensure that no function, 


application, or other computing process is executed on their system(s) that uses an 


unreasonably large amount of bandwidth on City networks    


12. System Owner/Operators (see SECTION 5 DEFINITIONS) must ensure that no function, 


application, or other computing process is executed on their system(s) that uses an 


unreasonably large amount of bandwidth on City networks    


13. USB connected, serial, or other portable devices are not allowed to be connected to City 


systems unless and until an exception request stating a legitimate business reason is 


received and accepted by Security, Risk, and Compliance.    


14. USB connected, serial, or other portable devices are inherently insecure and thus are 


discouraged for use as storage for City records, especially sensitive or confidential 


records (see above).    


15. Unauthorized, non-City owned and managed network devices (i.e firewalls, switches, 


routers) are not allowed to be connected to City systems at any time.    


16. Any device containing a modem or other external connection and containing an 


operating system is not allowed to be connected to City systems without a written 


exception approval from Security, Risk, and Compliance (SRC). Exception requests will 


not be granted unless these deployments adhere to strict configuration guidelines as 


outlined in GUI13J Multifunction Device Configuration Guidelines.    


17. No device may be connected to the City's network without express approval of 


departmental management and City Networking Services management. This approval 


must be in writing and a copy saved in the departmental management's records storage 


for the appropriate records retention period.    


18. System Owner/Operators (see SECTION 5 DEFINITIONS) must display securitywarning 


banners prior to allowing the access logon process to be initiated by Users (For an 


example see GUI13I Use of Security Warning Banner).    


19. All servers deemed critical to City business functions and/or containing confidential or 


restricted data must have Host Intrusion Detection/Intrusion Prevention systems installed 


with alerts routed to a SIM device as noted in #8 above.   


Back to Table of Contents  


  


POL14 Physical Security   
As with logical security measures at the City, physical security measures required for protecting 


City computing resources shall be commensurate with the nature and degree of criticality of the 


computer systems, network resources, and data involved.    


   



http://inweb/technology_security/policies/ISSP_Definitions.htm
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1. Physical access control measures must be implemented sufficient to prevent City assets 


from unnecessary and unauthorized access, use, misuse, vandalism, or theft (See 


GUI14 Physical Security Guidelines for detailed guidance).    


   


2. Certified smoke and fire alarm and fire suppression systems must be in place for larger 


data centers, server rooms and telecommunication closets and vaults.    


   


3. Environmental control measures (power supply, heating, ventilation, air conditioning, 


plumbing, physical location) must be in place and monitored, tested and maintained 


regularly.   


    


4. Inventory Control measures must be implemented, such as asset tags or other 


identification markings for tracking and accounting of City assets.   


    


5. The City must have secured off-site data/media storage and procedures.   


    


6. Specific procedures and security education for all Users of City laptops, wireless 


services, and other mobile computing devices must be instituted.   


    


All specific tools, systems, or procedures implemented to meet physical security 


requirements will be selected on the basis of its ability to meet City specifications and 


performance requirements and be purchased in compliance to the City's procurement 


policies and procedures.   
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POL15 Personnel Security Measures   
   


1. When hiring employees for key technical positions, comprehensive pre-employment 


screening must take place.   


    


2. All pre-employment inquiries must be conducted in full compliance with all official City 


and specific departmental policies and in full compliance with all related state and 


federal laws.   


    


3. New employees must be informed about their responsibilities and the policies that apply.   


    


4. All employees are required to complete yearly training on the basic tenets of this 


information security policy.   


    


5. All physical and logical access to computing and network facilities and resources must 


be assigned with the principles of least privilege and separation of duties applied (See 


SECTION 5 DEFINITIONS).   
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6. When terminating employees all City departments must establish processes to quickly 


close and remove all system and network privileges (See GUI15 Suggested 


Components of User Termination Process for examples).   


    


Related procedures regarding employee suspension, leave of absence, long term illness 


or disability must also be established and maintained.   
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POL16 Policy Enforcement   
   
Violators of this policy may be denied access to City computing and network resources and may 


be subject to other civil suits and disciplinary action within and outside the City. Violations of this 


policy will be handled in accordance with the City’s established disciplinary procedures.   


    


1. If incidental violations of this policy are discovered, the City will take appropriate actions 


to resolve the issue and violators may be subject to disciplinary measures.   


    


2. If violations of this policy initiated by careless or deliberate acts are discovered, the City 


will take appropriate actions to resolve the issue which may include disciplinary 


measures up to and including separation of employment.   


    


3. If violations of this policy are discovered that are illegal activities, the City will notify 


appropriate authorities.   


    


4. Any investigations of suspected policy violations must adhere to the established  (see 
PRO16 Digital Investigation Procedures)     


5. The City reserves the right to pursue appropriate legal actions to recover any financial 


losses suffered as the result of violations of this policy.    
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POL17 Acceptable Use of City Digital Equipment, Internet 


Access, Electronic Communications and Other Applications   


The Citywide Acceptable Use Policy had been revised and approved as of October 29, 2015 and 


can be found in Appendix C.   


POL18 Rules Specific to Electronic Communication Usage    


1. Electronic communication (e-mail, IM, IRC, SMS) is a temporary medium and, therefore, 


inappropriate for substantive policy messages    


2. Electronic communications that contain substantive policy messages must be archived either 


electronically or by printing out and saving a hard copy.    



http://inweb/technology_security/policies/ISSP_PRO16.htm
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3. Individual users may use methods for screening their e-mail (See GUI18A Individual 


Screening of E-Mail )    


4. Electronic communications sent to members of the public must be consistent with the City's  


Online Privacy and Security Policy (See GUI18B Guidance for Sending Public Electronic 


Communications . )    


5. City departments and vendors acting on behalf of the City will not send unsolicited emails to 


constituents or City employees over the public Internet that ask them to reply with 


confidential information or that that ask them to click on embedded links to City web 


selfservice transactions that require entry of confidential information.    


6. Any City department providing public Internet self-service transactions that collect 


confidential information is required to put a notice of the policy as noted in #4 above, and 


warnings of prevalent spoofing and phishing methods; or a link to such a notice, on web 


pages that describe or contain the self-service transactions.    


7. Any City department that provides public Internet self-service transactions that collect 


confidential information shall periodically provide notices of City policies and warnings of 


prevalent spoofing and phishing methods in regular constituent correspondence.    


8. Any outgoing messages which do not reflect the official position of the   


City of Seattle or the user's department must include the following disclaimer: "The opinions 


expressed here are my own and do not necessarily represent those of the City of Seattle."    


9. All general distribution messages must contain the name of the approving authority  


(departmental e-mail administrator or designee) and the date of approval (See GUI18C  


Guidelines for General Distribution Message Within or Between City Departments for details)    


10. All requests for citywide broadcasting must be sent to the email Administrator e-mail account  


(See PRO18 Procedure for Sending Citywide Broadcast for the specific procedures to follow)  


11. Departments must implement department level guidance, where appropriate, regarding the 


departmental use of electronic communications    


12. Each department shall identify a Departmental e-mail administrator who will enforce and 


monitor this policy.    


13. Only City standard applications may be used for any type of electronic communications, 


including e-mail and Instant Messaging (IM) unless a business need has been documented 


and an exception granted by the SRC (See Standards documentation in Appendix B - 


Related Documents . For exception see PRO24 Obtaining Exceptions to Information 


Security Policies ).   


14. Standard configurations must be conformed to for all electronic communications systems 


(See the STA13A E-Mail and IM Standards contained within the desktop standards 


document)    



http://inweb/technology_security/policies/ISSP_GUI18A.htm

http://inweb/technology_security/policies/ISSP_GUI18B.htm

http://inweb/technology_security/policies/ISSP_GUI18B.htm

http://inweb/technology_security/policies/ISSP_GUI18B.htm
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15. Instant Message systems specifically are not allowed to accept inbound attachments or links 


and must only use the user's seattle.gov email address as an identifier.    


16. All Users are required to understand and comply with all records retention laws for any 


electronic communications they transmit, store or disseminate   


   


NOTE: Be aware that the City Records Management Program (CRMP) maintains specific 


records management information and offers consultation to users and management on their 


retention obligations under State law.   
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POL19 Patch Management   
   


1. All system and application software must have critical patches applied within the time 


frame designated by the notification from the SRC.    


2. Departments must institute practices that require any locally or remotely attached 


devices have critical patches applied to system and application software.    


3. Image files used to configure computing devices must be maintained at current patching 


levels and should be considered "untrusted images" (see SECTION 5 DEFINITIONS) 


until scanned for compliance.    


4. Departments must be able to provide records of their compliance with this policy within 


24 hours of a request by the SRC.    


5. If system or application software cannot be patched; departments must employ and 


document risk mitigating measures in order to minimize the probability of system 


compromise until such time as the software can be patched.    


6. Decisions as to criticality will rest with the SRC.    


7. Notice of Critical Patches will be disseminated by the SRC via email to identified contact 


persons for each department.    


8. A contract for any new City system designed and/or deployed in collaboration with, or 


exclusively by, outside vendors shall include specific language clearly identifying the 


party to be responsible for patching and maintenance of that system and its attendant 


applications.    


9. Vendor contracts will identify specific remedies for any damages caused by failure to 


maintain the system or its attendant applications, and will also identify the party 


responsible for incident response and repairs.    
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10. Exceptions to this policy may be granted as necessary (see PRO19A Obtaining 


Exceptions to Patch Management Requirements).   
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POL20 Virus/Malware Protection    


1. Departments will purchase and install anti-virus software for all LAN, application and 


database servers and workstations.    


2. Antivirus software must be updated on a regular basis. Servers and workstations must 


be scanned periodically, either manually or via an automated program.    


3. Servers that store, process or transmit restricted or confidential data (See GUI10A 


Classification of Data for data classification descriptions) in any form must be protected 


by a host-based intrusion detection system (HIDS) (See SECTION 5 DEFINITIONS).    


4. Departments will report all virus outbreaks that have extended beyond a single PC to 


their departmental service desk and to Security, Risk, and Compliance (SRC).    


5. In the event of a serious virus outbreak, or threat to the City's network caused by 


malware, a computer or department may be disconnected from the network (See PRO 


20A Disabling, Disconnecting an Infected Workstation or System for details of this 


process).    


6. A serious virus outbreak or other threat to the City's network will result in the initiation of 


the Cyber Incident Response Plan (See PRO20B Initiation of the Cyber Incident 


Response Plan for details of the initiation process - Also see Addendum B - Related 


Documents for a link to the Cyber Incident Response Plan).   
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 POL21 Remote and Ad Hoc Connectivity    


1. All remote and ad hoc connections (Ad hoc devices are defined in SECTION 5  


DEFINITIONS) must be requested and approved in writing by departmental appointing 


authorities or their assigns; and by departmental IT management.    


2. Departments granting remote access will ensure that authorized users and contracted 


vendors sign an Acceptable Use Agreement - See PRO21 Remote-Ad Hoc 


Determination Process.   


• Also see PRO21-22B Acceptable Use Agreement for Remote/Ad 


Hoc/Wireless/VPN Access    


3. Departments granting temporary network access to contractors will ensure that 


contracted vendors sign a Network Access Acceptable   



http://inweb/technology_security/policies/ISSP_Definitions.htm

http://inweb/technology_security/policies/ISSP_PRO21.htm
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Use Agreement   


• See PRO21C Contractor Temporary Network Access Process.    


4. Authorized users or contracted vendors must use only authorized methods for remote 


access to the Network and City services    


5. System owners and/or operators must terminate remote access mechanisms within one 


business day of notification that an authorized user or contracted vendors' privileges 


have been revoked    


6. It is the responsibility of the City to support authorized users of remote access and 


configure devices per PRO21A-1 VPN Connectivity Management Configuration Process    


7. The City is not responsible for the integrity, maintenance, and technical support of 


nonCity owned computing and data storage devices, personal firewalls and software, 


etc. that may be used for connection to the Network    


8. General access to the Internet for recreational use through the Network is not permitted    


9. Authorized users who access City restricted or confidential data must be authenticated 


through access mechanisms as outlined in POL12 Access Controls.    


10. Copying, moving or storage of City restricted or confidential information, especially 


cardholder data, onto local hard drives or removable electronic media is prohibited.    


11. Authorized and ad hoc users and contracted vendors are accountable for all activities 


while connected to the Network and will bear the consequences should the access 


privilege be misused    


12. Departments authorizing remote and ad hoc connections will establish appropriate 


connectivity management processes that will, at a minimum, audit and monitor for 


antivirus signatures and required operating system patches.    


13. Departments authorizing remote and ad hoc connections will scan computing devices for 


the existence of malicious code and programs    


14. All authorized remote and ad hoc devices will have automatic updates enabled by 


default    


15. Data classified as restricted or confidential must be protected in accordance with City 


procedure (See GUI10A Classification of Data for classification guidance)    


16. Ad hoc computing devices will not be allowed to connect to the Network unless for the 


purpose of scanning and patching the device in a secure holding queue on the Network    


17. Ad hoc users who request connection to the Network must not introduce viruses, 


vulnerabilities, or other types of malicious code    



http://inweb/technology_security/policies/ISSP_POL12.htm
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18. Ad hoc users who are connected the Network must not be connected to any other 


network at the same time    


19. Any device used to connect remotely to the City's Network must contain City standard 


anti-virus software (see PRO 21A VPN Access Standard), a personal firewall and 


operating system that are patched at the most up-to-date levels    


20. Any remote desktop access via a VPN tunnel will only use the City standard application 


(see PRO 21A VPN Access Standard), currently Terminal Services. Any other remote 


desktop applications must be requested using the policy exception process (PRO24 


Obtaining Exceptions to Information Security Policies ).    


21. Home LAN to City LAN VPN site-to-site tunnels are not allowed    


22. Non-City owned networks and computing devices, used to connect remotely to the 


Network, must not be reconfigured for the purpose of split-tunneling or dual homing at 


any time    


23. Departments granting access to contracted vendors must ensure that access is limited 


to only specific and documented computing devices    


For links to VPN access forms and more information see: Appendix D: VPN Information    
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POL22 Wireless Access   


1. Wireless technology is inherently insecure (see SECTION 5 DEFINITIONS - for specific 


examples of wireless technology). No wireless deployments are allowed unless a written 


business case has been received and reviewed and an exception to this policy is 


approved by the SRC.    


2. Departments deploying devices with enabled wireless capability will ensure that 


authorized users and contracted vendors sign an Acceptable Use Agreement (see 


PRO21-22B Acceptable Use Agreement for Remote/Ad Hoc/Wireless/VPN Access for a 


sample Acceptable Use Agreement).    


3. Departments deploying devices with enabled wireless capability for general use will 


ensure that an Acceptable Use Agreement is signed by the administrators of those 


devices.    


4. System owners and/or operators must terminate and remove wireless enabled 


computing devices within one business day of notification that an authorized user or 


contracted vendors' privileges have been revoked.    


5. Authorized users who access City restricted or confidential data must be authenticated 


through access mechanisms as outlined in POL12 Access Controls in this handbook.    



http://inweb/technology_security/PDF/STA21A%20VPN%20Access%20Standards.pdf
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6. Authorized users and contracted vendors are accountable for all activities while 


connected via wireless enabled computing devices and will bear the consequences 


should the access privilege be misused.    


7. Wireless devices must be deployed with a software or hardware host firewall application 


or device.    


8. Data classified as restricted or confidential must be protected in accordance with City 


Procedures (see GUI10A Classification of Data for classification guidelines).    


9. All City owned and managed wireless networks connected to the City backbone will be 


so identified with a welcome banner as referenced in GUI13I Use of Security Warning 


Banner.    


10. Dual homing is not allowed, so wireless devices must be setup with separate profiles for 


wireless and wired connections.   
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POL23 Web Application Deployment   
   
Departments deploying Internet (Web) based applications must follow City standards to ensure 


the confidentiality, integrity, and availability of any data accessed, managed, or stored by those 


applications. (Please see Appendix B- Related Documents for a link to Web Application 


Deployment standards and procedures)   


  


See also:    


• STA23A Web Application Architecture Standard    


• STA23B Web Services Architecture Security Standard  
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POL24 Policy Exceptions   
Exceptions to any part of this policy (other than exceptions to patch management requirements 


as noted in POL19 and PRO19A) must be requested using PRO24. Exceptions must be 


completed and signed by departmental appointing authorities and include a complete and explicit 


business case. Decisions on the acceptance or rejection of exception requests lie with Security, 


Risk, and Compliance (SRC) or assigns. Rejected requests may be appealed to the CTO.   


   


POL25 Cyber Risk Management   
   
Best practice dictates that information security programs be driven by a clear and current risk 


management strategy. This responsibility is Citywide and must be addressed in programs which 


include collaboration and cooperation by all City departments, and with full executive level 


support.    


   



http://inweb/technology_security/policies/ISSP_docs.htm
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An annual risk assessment will be carried out with management from the SRC that identifies 


threats, vulnerabilities, and results in a formal risk assessment. The risk assessment will include 


a gap analysis and mitigation plan.   
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SECTION 2 - PROCEDURES/TASKS   


PRO01 Security, Risk, and Compliance Tasks   
   


1. The SRC acts as Chairperson of the Information Technology Security Board (ITSB) The 


SRC will schedule meetings as required for information security policy or standards 


deliberations. They will create the agenda; chair the meetings; and record minutes. 


Agenda and minutes will be retained and made available via the Technology Security 


InWeb site.    


2. The SRC will facilitate a yearly review of this Information Systems Security Policy (ISSP)  


The SRC will work with members of the ITSB and other stakeholders to complete an 


annual review of the ISSP. Updates and/or clarifications agreed to by all parties will be 


incorporated after review and approval by the Technology Board and the CTO.    


3. The SRC will provide information as necessary to City department management about 


existing and emerging legal and compliance requirements   


The SRC will keep up to date on changing compliance rules and regulations and 


industry best practices. They will make every effort to relay those changes to affected 


City departments and will be available to department management for consultation.    


4. The SRC will support security awareness and education program efforts  The SRC will 


create, promote and disseminate information security awareness curriculum. They will 


make this training available to all City employees and users of the City network.    


5. The SRC will provide direction and support for City-wide information systems security 


policies and procedures   


The SRC will support the development, implementation, maintenance and enforcement 


of City-wide or departmental information systems security policies, procedures, and 


tasks. They will be available for consultation, editing, or leading development teams.    


6. The SRC will ensure that vendors, business partners and others are aware of City 


security policies   


The SRC will make security policies and procedures available to vendors, business 


partners and others. They will ensure that City procurement, contracting and partnering 


processes not only emphasize adherence to security policies but where appropriate 


incorporate provisions which punish failures to properly address and comply with the 


policies.    


7. The SRC will provide direction and oversight concerning risk management practices 


associated with information management, privacy issues and industry best practices  


The SRC will establish risk management practices and work with the City's Auditors and 


Office of Risk Management.    


8. The SRC will support appropriate audit services and reporting The SRC will work with 


City Auditors to detect violations; to evaluate the effectiveness of policies and of 


compliance activities; and to ensure the use of information security industry recognized 


best practices.    
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9. The SRC will review all exceptions to this policy   


The SRC or assigns will review any requests for exceptions to this policy to ensure their 


appropriateness and legality (See PRO 23 - Obtaining Exceptions to Information 


Security Policies).    


10. The SRC will advocate for information security budget and resource requests.  The SRC 


will work with Department of IT directors to research, select and test hardware and 


software that helps to ensure the maintenance of effective information systems security 


programs. He/she will help define requirements and compare solutions to ensure the 


greatest possible value and efficacy.    


   


See POL01 Responsibilities of Security, Risk, and Compliance (SRC)   
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PRO02 Information Technology Board Tasks   
   
The ITSB will:   


   


1. Oversee the development, implementation and enforcement of City-wide Information 


Systems Security Policy and related recommended guidelines, operating procedures 


and technical standards   


   


2. Meet as needed to deliberate and revise the City-wide Information Systems Security 


Policy and related recommended guidelines, operating procedures and technical 


standards   


   


3. Advise the SRC on any department specific issues, threats, vulnerabilities or challenges 


that might adversely affect the City’s overall information security   


See POL02 Responsibilities of the Information Technology Security Board   
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PRO03 System Owner Tasks   
   
System owners must:   


   


1. Ensure the confidentiality of sensitive proprietary data especially personally identifiable 


information (See GUI10A Classification of Data).   


   


2. Grant access to users based on the ―Principle of Least Privilege  (See SECTION 5 


DEFINITIONS) where required   


   


3. Grant access to their systems based on the ―Principle of Separation of Duties (See 


SECTION 5 DEFINITIONS) where required   
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4. Document and submit for review to the ITSB any desired exceptions to City-wide 


policy (See PRO 24 – Obtaining Exceptions to Information Security Policies).   


   


5. Support any incident response activities that involve their system(s)   


   


6. Advocate for security resources as required in City budget processes and in grant 


proposals   
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PRO04 Information Technology Managers Tasks   
   


1. Document and report to the SRC and appropriate security services personnel all 


incidents of security breaches   


   


2. Work closely with the ITSB, the SRC, Data Custodians, and System Owners to help 


ensure the successful protection of City computing resources and data   


   


See POL04 Responsibilities of Information Technology Managers   
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PRO05 System Administrator Tasks   
   
System Administrators will:   


   


1. Monitor and maintain network and messaging user accounts and passwords   


   


2. Maintain equipment inventories   


   


3. Administer and lead equipment and software purchasing and licensing management   


   


4. Maintain and update servers and desktop operating systems and applications   


   


5. Direct user desktop support and training   


    


6. Understand and comply with the System Administrator Code of Ethics   


  


See POL05 Responsibilities of System Administrators   
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PRO06 Data Custodian Tasks   
   
Data custodians will:    
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1. Provide the requirements to the System Owners and Operators for all access control 


measures related to the data they are charged with protecting   


   


2. Support access control to data by acting as a single control point for all access 


requests.   


   


3. Support regular review and control procedures that ensure that all users and associated 


access privileges are current and appropriate   


   


4. Work in conjunction with the System Owner/Operator and the SRC to ensure that 


―due care is taken to properly protect sensitive data   


  


See POL06 Responsibilities of Data Custodians  
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PRO07 User Tasks   
   
Users of City computing resources and data will:    


1. Protect and never share access accounts, privileges, and associated passwords    


2. Maintain the confidentiality of sensitive information to which they are given access 


privileges    


3. Accept accountability for all activities associated with the use of their network accounts 


and related access privileges    


4. Ensure that use of City computers, email and other electronic communications (IM, 


etc), Internet access, computer accounts, networks, and information stored, or used on 


any of these systems is restricted to authorized purposes and defined use limitations    


5. Maintain their information security awareness by attending and completing at least 


one information security seminar, class, online training, or briefing per year.  


Announcements of these events can be found on the Information Security Website and 


on the InWeb home page.    


6. Report all suspected security and/or policy violations to an appropriate authority (e.g.  


manager, supervisor, system administrator or the SRC)    


   


See POL07 Responsibilities of Users   


  
Back to Table of Contents   


  


PRO09 Procedure for Granting Administrative Access to City 


Information Systems   
Because administrators are given unfettered access to City systems it is imperative that any time 


administrative access is granted the following procedure is followed. Exceptions may be granted 


(see PRO 24 – Obtaining Exceptions to Information Security Policies) if the position in question 


has an historic and accepted business need for administrative access.   



http://inweb/technology_security/policies/ISSP_POL_Responsibilities.htm#users
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Action By   Action   


      


Dept Mgmt or Assigns   1. Learns of a need to grant administrative access to an employee or 


contractor.   


      


   2. Determines through consultation with staff precise needs 


regarding systems and data to be accessed.   


      


   3. Accounts for principles of ―least privilege  and ―separation of 


duties  (See: DEFINITIONS – Section 4).   


      


   4. Decides to grant administrative access.   


      


     4a. Works with ITD or departmental IT staff to establish appropriate 


accounts and passwords.   


      


     4b. Ensures Administrative user has read and understood 


―System Administrator Code of Ethics  (See Appendix B).   


      


IT Staff   5. Creates account and password and communicates them to 


administrative user and department management or assigns   


      


Dept Mgmt or Assigns   6. Logs and Monitors via weekly audits or an approved automated 


monitoring system all activities of the administrators.    


      


   7. Verifies and Records yearly refresher training of this policy and 


the System Administrator code of Ethics.   


      


   8. Reports any violations of this policy immediately to departmental 


Human Resources, appointing authorities and the SRC.   


      


   9. Requests investigations using the City’s Digital Investigation  


Procedures (See Appendix B – Related Documents).   
  


  
PRO11 Electronic Breach Disclosure Procedure   
If a breach of the City’s electronic information systems is suspected the following procedure will 


be followed:   


   
  Action By   Action   
      


IT Staff, Service Desk  1. Receives notice of possible data breach and Notifies Personnel, or 


Dept Mgmt department management.   
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Dept Mgmt or assigns   2. Determines through consultation with users and/or IT staff that it 


is an actual or suspected breach.   


      


3. Contacts SRC and ITD Network Services for consultation and  


verification of breach.   


      


4. Isolates the system from the network.   


      


     4a. Takes no immediate remediation action to avoid destruction  


of evidence.   


      


     4b. Collaborates with SRC to establish next steps..   


      


Security,  Risk,  and  5. Determines nature of the breach and assigns a severity level  


Compliance (SRC)   (See PRO 20B – Initiation of Cyber Incident Response Plan)   


      


6. Collaborates with department management to decide next steps   


      


    6a Preserves the current status of the system for future investigation  


and/or   


      


    6b Initiates an immediate investigation with the help of departmental  


subject matter experts and/or   


      


    6c Invokes the City Cyber Incident Response Plan (See PRO   


20B – Initiation of Cyber Incident Response Plan)    


      


7. Complies with all applicable breach disclosure laws based on  


the findings of the investigation.  


  


Back to Table of Contents  


  


PRO12 Setting up Vendor Access to the Network   
There are cases where an outside vendor has a legitimate business need to access City systems 


for maintenance, updates or troubleshooting of their supported applications. In these cases, the 


following procedures should be followed:   


   
 Action By   Action   


      


Dept Mgmt or Assigns   1. Receives notice of vendor requirement to access City systems 


and/or networks.   
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   2. Determines, through consultation with IT staff, vendor needs 


regarding time and frequency of access.   


      


   3. Contacts SRC and IIT and/or ITD Network Services for 


consultation on risks to the City’s systems.   


      


   4. Decides to grant vendor access.   


      


     4a. Collaborates with ITD or departmental Network Services to 


establish appropriate accounts and passwords.   


      


     4b. Completes Acceptable Use Agreement and obtains 


signatures from vendors and supervisors.   


      


Network Services Staff   5. Creates account and password and communicates them to 


vendor   


      


   6. Establishes communications with vendor representative to 


maintain passwords and access controls.    


      


   7. Maintains passwords, access controls and vendor communications 


on an ongoing basis.   


    NOTE: Must be cognizant of vendor contract and end dates.   


      


Vendor   9. Assigns representative to work with Network Services Staff.   


      


   10. Signs and complies with all contracts and agreements.   


      


Back to Table of Contents   


   


 PRO16 Digital Investigation Procedures   
Investigations of policy violations requiring acquisition and/or analysis of electronic (digital) data 


must be handled in a consistent and legally defensible manner. The following procedures apply 


and must be followed by any City entity or staff member when initiating or completing a digital 


investigation.   


NOTE: General requests for telephone records and billing information are not usually considered 


digital investigations and may not be subject to these same guidelines and procedures. Please 


see the GUI16 Digital Investigation and Telephone/Billing Records Request Guidelines  for 


specific guidelines relating to those types of requests.   


ALSO NOTE: Cyber events such as infected workstations, incident response, litigations 


holds or public disclosure requests are handled separately and initiated by a service desk 


request. The procedures for those events are outlined in the PRO20C Cyber Event 


Management Procedure .    



http://inweb/technology_security/policies/ISSP_GUI16.htm#telephone-guidelines

http://inweb/technology_security/policies/ISSP_GUI16.htm#telephone-guidelines

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm
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Action By   Action   


Requesting Entity   1. Discovers or is notified of a possible violation of acceptable use 


policies or other HR policies for the resolution of which digital 


evidence is required.   


    2. Reads and understands the GUI16 Digital Investigation and  


Telephone/Billing Records Request Guidelines     


    3. Decides based on the guidelines and their best judgment (with 


input from the SRC, legal, management, HR or others as 


appropriate) that an investigation requiring the gathering of digital 


information is required.   


    4. Completes the Investigation Support Request Form (Appendix E) 


including all applicable signatures and delivers to Security, Risk, and 


Compliance (SRC).   


Office of   


Information   


Security   


5. Reviews request form and verifies its compliance with these 


procedures and the GUI16 Digital Investigation and Telephone/Billing 


Records Request Guidelines   


    6. Acknowledges via phone or email, the receipt and acceptance of 


the investigation request.   


       6a. If rejecting request for any reason - notifies the requestor by 
phone or email immediately and documents decision in writing.       
6b. SRC should attempt to gather more information from the 
requestor before rejecting any request.   
     6c. Rejected requests may be appealed to the Appointing  


Authority for the SRC.   


    7. Interviews the requestor or assigns to establish and verify the 


specific types of digital information required for the investigation.   


    8. Creates a case number using the following format: 


YYYYMMDDXXXX (where XXXX = incremental number).   


    9. Enters the case into the Case Log   


    10. Creates new folder (with case number as name of folder) on SRC 


SharePoint site in Cases/Investigations.   


    11. Creates a TimeKeeper work order using the appropriate low org 


number for the affected department(s).   



http://inweb/technology_security/policies/ISSP_GUI16.htm

http://inweb/technology_security/policies/ISSP_GUI16.htm

http://doit-sharepoint/dept/CISO/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fdept%2fCISO%2fShared%20Documents%2fCases%2dEvents%20Forms&FolderCTID=&View=%7b296FD5D9%2dE38E%2d44C9%2dBB98%2d4082A5E472E6%7d
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    12. Administers the investigation by creating a new HEAT ticket and 
assigning acquisition tasks to the appropriate acquiring technicians:  
NOTE: For confidentiality reasons no specific information that 
will identify the person or persons being investigated must 
ever be included in HEAT assignments. Always submit a 
separate email to the assignee with that  information.   
     12a. For phone records, assigns the ticket to ITD_TELCDR and 
sends specifics of request to ITD Communications Appointing 
Authority or assigns.   
     12b. For email records, assigns ticket to ITD_CWM or 
appropriate departmental messaging team, and sends specifics of 
request to ITD's Citywide (or other department's) Messaging 
Manager.       12c. For hard drive or other storage device acquisition 
and analysis, assigns ticket to CW_Security or other appropriate 
departmental resources if available and competent for forensic 
practices.   
     12d. For surveillance video controlled by ITD or other 
departments, send email request to appropriate management 
including specific request parameters.   
     12e. For ingress/egress floor access records and/or surveillance 
video records controlled by contracted physical security, send email 
request to appropriate building security contractor management. In 
this case, specific information on the request parameters must be 
included.   
NOTE: If no City resources are available with the proper skills 
and tools to complete a legally defensible forensically sound 
investigation of digital evidence, the SRC will administer 
contractual agreements with an outside vendor as noted in the 
GUI16 Digital Investigation and Telephone/Billing Records Request 
Guidelines.   
  


    13. Adds the timekeeper information in to the ticket.   


NOTE: Acquiring Technicians refer to the procedural checklist for 


details on their responsibilities and the procedures they must 


follow.    


    14. Creates a file share folder on SRC file share with case number as 


name of folder.   


    15. Assigns rights to the SharePoint and File Share case folders for 


all acquiring technicians.   


    16. Maintains and updates acquisition documentation as provided by 


Risk Evaluator to record completion or changes.   


    17. Maintains communications with acquiring technicians to ensure 


timely and accurate acquisition of responsive data.    



http://inweb/technology_security/policies/ISSP_GUI16.htm

http://inweb/technology_security/policies/ISSP_GUI16.htm

http://inweb/technology_security/pdf/acquiringtech.pdf

http://inweb/technology_security/pdf/acquiringtech.pdf
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    18. Analyses all acquired data for relevancy and specifically 


requested information and removes unnecessary data after verifying 


with attorneys, affected department management, SRC, etc. as 


appropriate.   


    19. Completes or Manages Outsourcing of forensics analysis of data 


when appropriate and required.   


    20. Completes final report using the standard report template and 


stores in case folder on SharePoint site.   


    21. Closes event HEAT ticket after ensuring all acquisitions have 


been completed and all assignments are closed.   


    22. Reports final results to requesting departmental management or 


HR staff as appropriate, in writing and when necessary, in person.   


See PRO20C – Cyber Event Management Process.   


See POL16 Policy Enforcement.   


See GUI16 Digital Investigation and Telephone/Billing Records Request Guidelines.   


PRO18 Procedure for Sending Citywide Broadcast   
At times it is necessary to send an e-mail broadcast to all employees in the City. Discretion must 


be used to ensure that these messages are of importance and value to all City users. To that 


end, the following procedure has been developed and must be followed:   


  
Action By   Action   


      


User   1. Contacts department/division management and/or 


departmental PIO with request to broadcast a message 


citywide.   


      


Dept/Div Mgmt and/or PIO,   2. Determines through consultation with staff the message 


should be broadcast citywide.   


      


   3. Edits (in consultation with user) message for clarity and 


correct information.   


      


   4. Forwards message to the Email Administrator and the 


Mayor’s Office for approval.   


      


Email   


Administrator   


5. Assesses the message for style and configuration 


correctness. If it needs modification then:   



http://inweb/technology_security/word/final_report_form.doc

http://inweb/technology_security/word/final_report_form.doc

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_POL16.htm

http://inweb/technology_security/policies/ISSP_POL16.htm

http://inweb/technology_security/policies/ISSP_GUI16.htm

http://inweb/technology_security/policies/ISSP_GUI16.htm

http://inweb/technology_security/policies/ISSP_GUI16.htm
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    5a Returns the message to Dept/Div Mgmt or PIO with 


request for modifications, or if not:   


    5b Forwards the message to the Mayor’s Office for final 


approval, and    


    5c Informs the Dept/Div manager or PIO by copying them 


on the message to the Mayor’s Office.   


      


Mayor’s Office PIO   6. Analyzes the message to ensure it meets the standard 


of importance and value to all employees. If it does:   


    6a Returns the message to the Email Administrator stating 


the Mayor’s Office approval for citywide broadcast. If it does 


not meet the standard, then:   


    6b Returns the message to Dept/Div Mgmt or PIO, 


explaining reason for rejection (Dept can appeal directly to 


Mayor’s Office)   


      


Email   


Administrator   


7. Distributes a citywide broadcast of the message if it was 


approved.   


      


See POL18 Rules Specific to Electronic Communication Usage   


   


Back to Table of Contents   


   


PRO19A Obtaining Exceptions to Patch Management 


Requirements   
It is understood that there is a difference between critical patches and service packs (see 


definitions). These differences might result in a need for exceptions, especially as regards 


service packs. Exceptions to the Patch Management policy (POL 19 in this handbook) will be 


handled as follows:   


  
Action By   Action   


      


Dept Mgmt or Assigns   1. Receives notice of patch requirement from SRC.   


      


   2. Determines through consultation with staff possible 


issues with deploying the patch in the required timeframe.   


      


   3. Directs staff to accomplish testing and report their 


findings.   


      


Dept. IT Staff   4. Tests patches for issues with any applications or 


operating systems.   


      


   5. Reports findings back to Dept Management in a timely 


manner.   


      



http://inweb/technology_security/policies/ISSP_POL18.htm

http://inweb/technology_security/policies/ISSP_POL18.htm
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Dept Mgmt or Assigns   6. Analyzes findings and consults with staff.   


      


7. Determines if there is a need to request exception.   


      


     7a. If need is established determines timeline for  


reevaluation and acceptance of the patch, and establishes 


justification and risk mitigation.   


      


8. Writes letter, email, or completes form requesting  


exception from SRC.   


    NOTE: Request must contain justification, mitigation and  


timeline to be considered.   


      


Security, Risk, and Compliance9. Reviews request and makes determination within 5  


(SRC)   working days of receipt of request.   


      


    9a. If rejected meets with requesting management or  


designee to discuss options and make final decision.   


      


   10. Maintains copy of request and determination.   


See POL19 Patch Management   


Back to Table of Contents   


PRO20A Disabling, Disconnecting an Infected Workstation or 


System   
  


   Task to be performed    Action required   Performed 


By   


1.    Create Heat Ticket 
and document   
your actions   


   


Open a Heat Ticket and assign it to ITD Network 
Engineering.   
   


Document the information you have about the 


workstation on the Heat Ticket.   


Network   


Services or 


Service Desk 


or Desk Top   


2.    Verify workstation 


needs to be disabled   


Scan the device with Nessus looking for 
something that matches a Nessus signature as 
being a problem.   
   


Perform in-depth Nessus scan.   


Network   


Engineering   



http://inweb/technology_security/policies/ISSP_POL19.htm

http://inweb/technology_security/policies/ISSP_POL19.htm
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3.    Determine nature and 
size of the   
problem   


   


Not Severe   


   


   


   


   


   


One workstation and Not Severe problem. Can 
wait 24 hours to disable.    
   


Criteria for Not Severe:   


- Device disappears off the network   


- No current exploit running in memory   


   


Document the decision on the Heat Ticket.  


Continue with step 5.             Decision: Not 


Severe   


Network   


Engineering   


   


 


    


   


   


Severe   


   


   


   


   


   


   


Critical   


One workstation with Severe problems. Cannot 
wait 24 hours to disable.    
   


Criteria for Severe:   


- Risk of affecting or infecting others   


   


Document the decision on the Heat Ticket.  


Continue with step 5.                Decision: Severe   


 


Critical issue. Cannot wait 24 hours to disable.    


   


Must meet both these criteria for issue to be 


Critical:   


- team of staff is required to solve the 


problem   


- outage affects the work of several city 


employees or disrupts citizen’s access 


to city services and information   


   


Document the decision on the Heat Ticket.  


Continue with step 4.                Decision: Critical   


 


4.   Critical Issues only   


   


   


Activate Emergency Action Procedure located on  


Inweb   


   


Send co-worker to notify SRC and ITD Data 
Network Manager or other Operations Manager if 
they are not available.   
   


Continue with next step.   


Network   


Engineering   


   



http://inweb/technology/tech_infra/tech_support/data/emeractdir1117.doc
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5.    All Issues: Identify IP 
address, customer   
name (if available)  
and Device Name   
   


   


   


   


   


   


   


   


   


Nessus report contains the MAC address and will 
sometimes contain the User ID    


   


Report will contain the Device Name such as ITD 
1234565.   
   


Find Port Address by looking at the appropriate 
router switch.   


   


Find the department who owns the port – look at 
the port description on switch.    
   


Try to find the jack number – it might be on the port 
description.   


   


Find the IP address if possible.   


   


Use IP Address to find workstation name:   


Look at WINS Services    


Look at EPO Server    


Look at WSUS Service    


Network 
Engineering 
and NOC   


  


 


6.    Update Heat Ticket   In Heat system:   


- document all information on ticket   


- open an assignment to the NOC   


Network   


Engineering   


   


7.    Notify NOC   Call NOC at extension 6-1995 (outside phone 
number is 206-386-1995).   
   


Tell the NOC that a Heat Ticket to disable an 


infected workstation has been created and 


assigned to NOC.    


Network   


Engineering   


   


8.    Notify Service Desk   Call ITD Service Desk 6-1212 (outside phone 
number is 206-386-1212).   
   


Tell the Service Desk that a Heat Ticket to disable 


an infected workstation has been created so the 


Service Desk can answer customer questions that 


may come to them.    


Network   


Engineering   


   


9.    Update Heat Ticket    In Heat system:   


- document Network Engineering actions on 
Heat Ticket   


- close Network Engineering assignment   


Network   


Engineering   
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10.  Notify department  and 
customer    
   


Provide response 
information to the 
customer.   


   


   


   


   


   


   


   


   


   


   


   


   


   


   


   


1. If Severe or Critical (not waiting 24 hours):    


- Call IT Department Contact    


   


Pursue until personal contact is made with 
the department contact. Provide response 
information shown below page.   


   


2. If Not Severe, (able to wait 24 hours)   


- Call and send email to IT Department 


contact    


   


It is not necessary to make personal contact.  
Provide response information shown below 
page.    


   


Response Information   


Information to provide to the IT Department 
Contact for both 1 and 2 above:   


- Someone from Desktop will contact the 
department contact to find, disconnect, 


and fix the PC.   


- Your jack will be disabled (now or 24 


hours from now) and you will not be able 


to connect to the network.   


NOC   


  


11.   Decision: Wait 24 


hours or not?   
   


   


If waiting 24 hours (not severe) stop and continue 


tomorrow with the next step.   
   


If not waiting 24 hours (severe or critical) – skip the 


next step and continue with the procedure 


immediately.   


NOC   


  


 


12.  Re-contact customer   If 24 hours has gone by, re-contact the IT 


Department Contact to tell them the port will be 


disabled now.    


NOC   


13.  Disable port and notify 


Desktop   


 Configure switch to disable the port.   


   


Notify Desktop and let them know to disconnect the 
workstation from the network.    
   


In Heat system:    


- document actions on Heat Ticket   


- open assignment to Desktop   


NOC   
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14.  Disconnect the 


Workstation and 


reenable port   


Disconnect the Workstation from the network.    


   


Notify Security, Risk, and Compliance (SRC) if this 
is a severe or critical problem to forensically 
analyze the workstation before it is re-imaged.   
   


Notify the NOC to configure the switch to enable 
the port.    
   


In Heat system:   


   -   document actions on Heat Ticket   


Desktop   


15.  Re-enable the port   Configure switch to enable the port.   


   


In Heat system:   


- close NOC assignment   


- document actions on Heat Ticket   


NOC   


16.  Forensically analyze 


severe and critical 


problems   


Critical or severe infections must be forensically 
analyzed before the workstation is re-imaged and 
placed back into production. Follow the Digital  
Investigation procedures: PRO20C  


   


Notify Desktop when the work is completed.   


Office of   


Information  


Security   


(SRC)   


17.  Re-image/Repair the 
workstation and test 
with the customer and  
NOC   


Repair or re-image the workstation. Reconnect the 
workstation to the network.    
   


Notify the NOC that the customer will be testing 
the workstation so that port traffic can be 
monitored.   
   


In Heat system:   


- document actions on Heat Ticket   


- open a new NOC assignment   


- close Desktop assignment   


Desktop    


18.  Monitor the port   Notify Network Engineering that the port needs to 
be re-scanned with Nessus.   
   


In Heat system:   


 -  document actions on Heat Ticket   


NOC   


  -  open new assignment to Network 


Engineering   
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19.  Verify that the port is 
no longer showing a 
problem    
   


Use Nessus to scan the device. If the device is still 
infected, begin this procedure again at step 1.    


   


If problem is resolved, notify the NOC and 
Security, Risk, and Compliance (SRC) that the 
problem is resolved.   
   


In the Heat system:   


- document actions on Heat Ticket   


- close Network Engineering assignment   


Network   


Engineering   


   


20.  Close Assignment   In Heat system:   


- close NOC assignment   


- close the Heat Ticket    


NOC   


21.  Procedure Complete         


See POL20 Virus/Malware Protection   


Back to Table of Contents  


  


PRO20B Initiation of the Cyber Incident Response Plan   
   
Any event that significantly threatens the confidentiality, integrity or availability of the 


City’s network and computer systems may be serious enough to initiate the Cyber 


Incident Response Plan. The procedures to initiate that plan are as follows:   


   


  Action By   Action   


      


Service Desk Personnel,   1. Reports possibly serious event to SRC. NOC, 


Operations on-call, or other personnel   


      


Security, Risk, and 


Compliance (SRC)   


2. Determines that event most likely meets the criteria for an 


event of Severity Level 1 or 2 as defined in the Cyber Incident 


Response Plan (see Appendix B – Related Documents).   


      


   3. Contacts the Cyber Incident Response Team triage group 


and arranges meeting.   


      


   4. Leads and facilitates the meeting of the triage group.   


      


Cyber Incident Response 


Triage   


5. Establishes the parameters and scope of the incident.   


      


6. Analyzes findings and consults with staff.   


      


7. Determines if there is a need to escalate or revise the  


severity level and/or initiate a formal incident response.   


      



http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_POL20.htm
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     7a. If need is established contacts affected personnel and  


department management, and initiates the incident response 


plan.   


      


     7b. If incident response is deemed unnecessary, documents  


the event, the participants and the conclusions.    


      


8. Assigns Incident Commander and turns over command.   


      


9. Briefs Incident Commander with all available  


documentation and information regarding the event.   


See POL20 Virus/Malware Protection   


Back to Table of Contents   


   


PRO20C Cyber Event Management Procedure   
   


First responders to a cyber event should refer to PRO20D Cyber Event First Responder 


Procedures  for evidence preservation procedures and guidelines.    


Cyber events will be initiated by a service desk ticket. These can be triggered by a network 


monitored alarm; a notification from a user or technician or an outside source; an infected 


workstation; a cyber incident response; a litigation hold; or a public disclosure request. The 


trouble ticket will be assigned to CW_Security for ITD supported departments; or possibly 


SCL_Security for City Light or SPU_Security for SPU. Once that ticket has been assigned, the 


responding person (designated as the Risk Evaluator) should follow this procedure:   


   


NOTE: The procedures for violations of Acceptable Use or other policies which result in Digital 


Investigation Requests, while similar to these procedures are outlined separately in PRO16 


Digital Investigation Procedures    


  


Action By   Action   


Risk Evaluator   1. Assesses the severity of the event using the severity guidelines 


from the Cyber Incident Response Plan - Section 4 - Incident & 


Severity Levels.   


    2. Assigns a severity level and records that in the ticket.   


 



http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_PRO20D.htm

http://inweb/technology_security/policies/ISSP_PRO20D.htm

http://inweb/technology_security/policies/ISSP_PRO20D.htm

http://inweb/technology_security/policies/ISSP_PRO16.htm

http://inweb/technology_security/CIRP/CIRP_Sect4.htm

http://inweb/technology_security/CIRP/CIRP_Sect4.htm
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    3. Decides based on the severity level and their best judgment (with 
input from the SRC, legal, management or others as appropriate) if 
data needs to be retained.   
     3a. If data does not need to be retained, assigns ticket to 
appropriate departmental technical staff in affected department(s) 
(WFM for ITD) for clean-up and repair of effected equipment. Closes 
their assignment in HEAT. Stop here.   
     3b. If data does need to be retained, go to next step.    


    4. Initiates the PRO20A - Disabling, Disconnection an Infected 


Workstation or System procedure immediately.   


       4a. If this is a Litigation Hold, initiate an assignment in HEAT to 


Citywide Messaging to suspend Email autodelete functions for the 


affected user(s).    


    5. Initiates pre-acquisition meeting. Creates appointment in 


messaging system calendar and invites all appropriate staff. See 


GUI20C Guidelines for Initiation of Pre-acquisition Meeting for details 


of appropriate staff for each type of event and link to contact list 


database.   


    6. Facilitates pre-acquisition meeting:   


     6a. Documents what data will be acquired, when and who is 


responsible for acquisition using pre-acquisition meeting form      


6b. Documents what departments and individuals are on litigation 


hold using litigation hold list.   
     6c. Attaches non-confidential documentation to HEAT ticket       
(NOTE: Any confidential information must be delivered to event 
manager separately)   
     6d. Closes evaluation assignment in HEAT    


    7. Creates new assignment to CW_Security (or possibly other 


departmental IT or IT security management) to manage event.   


Event Manager   8. Reviews the ticket to ensure understanding of the event and 


consults with the Risk Evaluator and/or the affected departmental 


management as necessary. If this is a Litigation Hold, skip to Step 


16.   


    9. Creates a case number using the following format: 


YYYYMMDDXXXX (where XXXX = incremental number).   


    10. Enters the case into the case log.   


    11. Creates new folder (with case number as name of folder) on SRC 


SharePoint site in appropriate upper level folder (i.e. Cases/Public 


Disclosure; Cases/Litigation Hold; or Cases/Incident Response).   



http://inweb/technology_security/policies/ISSP_PRO20A.htm

http://inweb/technology_security/policies/ISSP_PRO20A.htm

http://inweb/technology_security/pdf/ESI-Pre-Acquisition.pdf

http://inweb/technology_security/word/Lit_Holds.xls

http://doit-sharepoint/dept/CISO/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fdept%2fCISO%2fShared%20Documents%2fCases%2dEvents%20Forms&FolderCTID=&View=%7b296FD5D9%2dE38E%2d44C9%2dBB98%2d4082A5E472E6%7d
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    12. Creates a TimeKeeper work order using the appropriate low org 


number for the affected department(s).   


 


    13. Creates assignments to all acquiring technicians - and includes 
timekeeper information in ticket.   
NOTE: Acquiring Technicians refer to the Procedural Checklist 


for details on their responsibilities and the procedures they must 


follow.    


    14. Creates a file share folder on SRC file share with case number as 


name of folder.   


  15. Assigns rights to the SharePoint and File Share case folders for 


all acquiring technicians.   


16. Updates the litigation hold list based on the documentation 


created by the Risk Evaluator in the pre-acquisition meeting (NOTE: 


Also must assign Read Only rights to this document for Law 


dept staff, etc. as appropriate).   


17. Maintains the litigation hold list by initiating and documenting a 
monthly audit with all affected attorneys and departmental 
management (attorney audit may be facilitated by the Law 
Department IT management).   


     17a. a. Communicates any changes in storage/preservation 


requirements to appropriate departmental IT or messaging staff after 


every audit.   


18. Maintains and updates acquisition documentation as provided by 


Risk Evaluator to record completion or changes.   


19. Maintains communications with acquiring technicians to ensure 


timely and accurate acquisition of responsive data.    


20. Analyses all acquired data for relevancy and specifically 


requested information and removes unnecessary data after verifying 


with attorneys, affected department management, SRC, etc. as 


appropriate.   


21. Completes or Manages Outsourcing of forensics analysis of data 


when appropriate and required.   


22. Completes final report using report template and stores in case 


folder on SharePoint site.   



http://inweb/technology_security/pdf/acquiringtech.pdf

http://inweb/technology_security/pdf/acquiringtech.pdf

http://inweb/technology_security/word/Lit_Holds.xls

http://inweb/technology_security/word/Lit_Holds.xls

http://inweb/technology_security/word/Lit_Holds.xls

http://inweb/technology_security/word/Lit_Holds.xls

http://inweb/technology_security/word/final_report_form.doc

http://inweb/technology_security/word/final_report_form.doc





City of Seattle  


Information Systems Security Policy  


  Page 39 of 85  Reviewed December 2017  


23. Closes event HEAT ticket after ensuring all acquisitions have 


been completed and all assignments are closed.   


24. Reports final results to affected departmental management, law 


department, or City executive level staff as appropriate, either in 


writing or in person.   


25. Initiates and Facilitates lessons learned meeting as appropriate 
and possible - to evaluate and improve processes.   


See POL20 Virus/Malware Protection   


See GUI20C Guidelines for Initiation of Pre-acquisition Meeting    


   
PRO20D Cyber Event First Responder Procedures   
In a cyber event data on a server or in a database or a website may have been compromised.  


These specific procedures should be followed to ensure retention of evidence for future analysis:   


   


NOTE: This is a preliminary procedure for first responders to a cyber event. Once this 


process has been followed, the responder must refer to PRO20C - Cyber Event  


Management Process   


• See POL20 Virus/Malware Protection   


• See GUI20C Guidelines for Initiation of Pre-acquisition Meeting   


• See PRO20C - Cyber Event Management Process   


  


PRO21 Remote-Ad Hoc Determination Process   
   
In order to implement the correct remote access or ad hoc connection solution several 


considerations and options must be weighed. The following procedure will give City management 


direction toward the most efficient and operationally sound solution.   


   


See POL21 Remote and Ad Hoc Connectivity   


Back to Table of Contents  


  


PRO21A VPN Access Process   
If VPN access is the solution that best meets a City user’s business requirements as determined 


by PRO21 – Remote-Ad Hoc Determination Process, this procedure should be followed.   


   


Action By   Action   


Dept Manager or 


Assigns   


1. Receives request from employee, contractor, or vendor for a 


remote or ad hoc connection   


      


   2. Determines using the Remote Ad-Hoc Determination Process that 


the best solution would be VPN access   


      



http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_GUI20C.htm

http://inweb/technology_security/policies/ISSP_GUI20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_GUI20C.htm

http://inweb/technology_security/policies/ISSP_GUI20C.htm

http://inweb/technology_security/policies/ISSP_GUI20C.htm

http://inweb/technology_security/policies/ISSP_GUI20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_POL21.htm
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   3. Determines which VPN solution is most appropriate given the 


user’s business need:   


      


     3a. CoS VPN - Access to InWeb Applications or network drive data  


–  


VPN with Citrix Metaframe    


      


     3b. Non-Standard CoS VPN - Full access to internal City network 


resources – Full VPN access (requires SRC review and approval – 


fill out business case form and deliver to SRC)   


      


     3d. Access to GW Web email – no VPN needed    


      


   4. Gets signatures on a new user acceptable use agreement   


      


Dept Service Desk   5. Receives and Processes requests – routing them to IIT or  


Network personnel as appropriate and logs information in HEAT   


      


Network Services (IIT)   6. Configures user in appropriate VPN accounts   


      


   7. Grants appropriate access to City services, directories.   


      


Dept Service Desk   8. Delivers VPN software, or Configures City VPN device as 


appropriate and logs information in HEAT   


      


   9. Verifies with user that VPN access is working correctly, resolves 


any problems and logs information in HEAT.    


      


   10. Closes HEAT ticket    


See POL21 Remote and Ad Hoc Connectivity   


PRO21A-1 VPN Connectivity Management Configuration 


Process   
For a device to be enabled for VPN access, it must be configured according to the following 


connectivity management requirements.   


   


Action By   Action   


Dept Manager or 


Assigns   


1. Receives request from employee, contractor, or vendor for a 


remote or ad hoc connection   


      


   2. Determines using the Remote Ad-Hoc Determination Process that 


the best solution would be VPN access   


      


   3. Follows PRO21A to establish a VPN account for the user   



http://inweb/technology_security/pdf/vpnApplication.pdf

http://inweb/technology_security/pdf/vpnApplication.pdf

http://inweb/technology_security/pdf/vpnAcceptableUse.pdf

http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_POL21.htm
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   4. Determines which device will be used for VPN access – if nonCity 


owned device (CoS VPN only) go to process step 5. If City owned 


device (required for CoS Non-Standard VPN access), skip to 


process step 6   


      


Dept Manager or 


Assigns   


5. Determines if user’s intended hardware for connection is running 


a City approved anti-virus application. If yes, proceed to 6 - if no, 


complete exception process and submit to SRC for approval.   


      


   6. Submits service request to department service desk for CoS VPN 


Access. Skip to Step 9    


      


   7. Obtains signed SRC approval after submitting business case as 


required in PRO21A    


      


   8. Submits service request to department service desk to have a 


City device configured for CoS Non-Standard VPN access.   


      


Dept Service Desk   9. Receives and Processes requests – routing them to AD Group 


as appropriate and logs information in HEAT   


      


Department desktop 
support   
staff or service desk 


personnel   


10. Delivers CoS VPN Installation instructions to user, or  


Configures City owned device for CoS Non-Standard VPN access   


      


Dept Service Desk   11. Verifies with user that VPN access is working correctly, 


resolves any problems and logs information in HEAT.   


      


   12. Closes HEAT ticket    


See POL21 Remote and Ad Hoc Connectivity   


  


PRO21-22B Acceptable Use Agreement for Remote/Ad 


Hoc/Wireless/VPN Access   
Follow this link to access the current acceptable use agreement for VPN and Remote Access. 


This agreement may be used as an example for specific departmental or other acceptable use 


agreements:   


   


Link to VPN Acceptable Use Agreement   


   


See POL21 Remote and Ad Hoc Connectivity   


   


Back to Table of Contents   


   
   



http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/pdf/vpn-useragreement.doc

http://inweb/technology_security/policies/ISSP_POL21.htm
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PRO21C Contractor Temporary Network Access Process   
When it is necessary for contracted vendors to connect to the City's network using their 


equipment in order to meet their business requirements for the City, the following procedure 


must be followed:   


See POL21 Remote and Ad Hoc Connectivity   


 GUI21A Guidelines to Secure Remote and Ad Hoc Devices   


PRO24 Obtaining Exceptions to Information Security Policies   
It is understood that different departments have differing business needs. These differences 


might result in a need for exceptions to any of the policies recorded in the Policies section of this 


handbook. All exceptions are managed by Enterprise Architecture and are handled internally 


only.   


   


See POL24 Policy Exceptions   


Back to Table of Contents  


  


SECTION 3 - GUIDELINES   


GUI08 Monitoring of User Activity   
As noted in POL08, there is no expectation of privacy when using City owned electronic 


equipment. There are many reasons that activity on the network and on individually used digital 


equipment might need to be monitored and recorded.   


   


Monitoring of activities may be done without notice to users when:   


   


- Activity from an account prevents access to computing and network resources by others;   


- General usage patterns indicate that an account is responsible for unacceptable activity;   


- There is reasonable cause to believe that user has violated or is violating policy or the 


law:   


- It appears necessary to do so to protect the City from liability;   


- Account activity is causing network interruptions or degradation of service; or   


- It is required by and consistent with law.   


   


Departmental IT Management and Human Resources staff are responsible for deciding when 


and how to monitor user activity on City owned electronic equipment. If an investigation is 


warranted they must follow the procedures as outlined in the Digital Investigation Procedures 


document, a link to which can be found in Appendix B – Related Documents.   


   


See POL08 Monitoring of User Accounts, Files, and Access   


Back to Table of Contents  


  
GUI10A Classification of Data   
   



http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_POL21.htm

http://inweb/technology_security/policies/ISSP_GUI21A.htm

http://inweb/technology_security/policies/ISSP_GUI21A.htm

http://inweb/technology_security/policies/ISSP_GUI21A.htm

http://inweb/technology_security/policies/ISSP_GUI21A.htm

http://inweb/technology_security/policies/ISSP_POL24.htm

http://inweb/technology_security/policies/ISSP_POL24.htm

http://inweb/technology_security/policies/ISSP_POL08.htm

http://inweb/technology_security/policies/ISSP_POL08.htm
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While the City does not employ any official data classification system per se, the following 


defined categories of data can be useful for System Owner/Operators and Data Custodians to 


understand appropriate protection requirements.  


  


Public Information  
  


Public information can be or currently is released to the public.  It does not need 


protection from unauthorized disclosure, but does need integrity and availability 


protection controls. This would include general public information, published reference 


documents (within copyright restrictions), open source materials, approved promotional 


information and press releases.  


  


Examples:   


•Information provided on City web sites  


•Information for public distribution (e.g. budget documents after public release)  


•GIS maps  


•Meeting agendas and minutes   


  


Sensitive Information  
  


Sensitive information may not be specifically protected from disclosure by law and is for 


official use only. Sensitive information is generally not released to the public unless 


specifically requested. Although most all of this information is subject to disclosure laws 


because of the City's status as a public entity, it still requires careful management and 


protection to ensure the integrity and obligations of the City's business operations and 


compliance requirements. It also includes data associated with internal email systems 


and City User account activity information.  


  


Examples:  


•Work phone numbers  


•Organizational charts  


•Interdepartmental documents  


•Policies, procedures, and standards  


  


Confidential Information  
  


Confidential information is information that is specifically protected in all or in part from 


disclosure under the State of Washington Public Disclosure Laws (See Link to State 


Disclosure Law in Appendix B).   


  


Examples:   


•Personally Identifiable Information (PII) such as;  


◦SSN  


◦Bank account information  


◦Driver’s license number  


•Information concerning employee personnel records •Information 


regarding IT infrastructure and security of computer and 


telecommunications systems, information security plans  


•Information related to law enforcement (e.g. witness protection information)  
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•Information related to minors (e.g. adoption and foster records).  


  


Confidential Information Requiring Special Handling  
  


Confidential information is specifically protected from disclosure by law and subject to 


strict handling requirements dictated by statutes, regulations, or legal agreements. 


Serious consequences could arise from unauthorized disclosure, such as threats to 


critical infrastructure, increased systems vulnerability and health and safety, or legal 


sanctions. Departments handling this category of information must demonstrate 


compliance with applicable statutes, regulatory requirements and legal agreements.   


  


Examples:  


•Payment Card Industry (PCI) information   


•North American Electric Reliability Corporation (NERC)  


◦Performance and standards metrics  


◦Risk management and capability information   


•Criminal Justice Information Services Division (CJIS)  


◦NCIC data  


◦Open investigations  


•HIPAA personal health records information such as;  


◦Health insurance  


◦Patient treatment information  


•Family Education Right and Privacy Act (FERPA) such as;  


◦Tax records of parents and students  


◦Grades  


  


 •  See POL10 Electronic Data and Records Management    


  
Back to Table of Contents  


  


GUI12A Assessing What Security Measures to Implement   
All computer and data security measures are based on the functional nature and degree of 


criticality of the computer systems, network resources, and data involved. To assess what 


security measures should be implemented for a computer, the questions to ask include:    


 What data is used and stored on it?    


 Who uses the system?   


 How do users access the system?    


 What functions does it provide?    


 What is the importance (criticality) of the functions?    


 What is the system’s connectivity to other networks and users?   


Where is the system located?    


 Are there any related statutory and regulatory requirements involved?   


   


Guidelines 12A – 12B address these questions and offer security measures and  


practices to evaluate for potential use in protecting computer systems’ availability, confidentiality, 


and integrity. (See also, GUI 10A – Sorting of Data)   


   


When assessing a system’s security needs, it is important to understand that all of these 


measures and practices offer different protections against the many risks and potential problems 
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that exist. Taking the time to assess the security needs of a computer system is a requirement 


for all system owners, operators and data custodians. The only thing more important is ensuring 


the implementation of the necessary measures.   


   


See also:  


• POL12 Access Controls   


• GUI12B Access Control Measures   


• GUI13A Operating System Maintenance    


• GUI13B Logging    


• GUI13C Antivirus Measures    


• GUI13D Backup, Recovery and Data Retention    


• GUI13E Firewalls and Intrusion Detection Security    


• GUI13F Encryption    


• GUI13G Authentication Mechanisms    


• GUI13H Use of Secure Protocols    


• GUI13I Use of Security Warning Banner    


   


GUI12B Access Control Measures   
As stated in POL12, all computing systems hosted on City networks must support and comply 


with the following fundamental access control measures, functions and operating principles:    


   


 All systems are required to have a technical access control mechanism of some kind that 


allows for authorization and allocation of system and data resources to individual users. 


Access mechanisms can be mandatory, transaction-based, role-based, timebased, user-


based, or any other reasonable control method appropriate for the systems functions 


(See GUI 13G – Authentication Mechanisms for more information).   


   


 All system access accounts for Users must be based on a unique identifier and no shared 


accounts are allowed except where authorized as an exception by the System 


Owner/Operator.   


   


 All Users’ system access will be based on the “principle of least privilege” and the  


“principle of separation of duties” ((See Information Systems Security Policy, Section 4 – 


DEFINITIONS)    


   


 Computer applications that are developed for the system will be developed and integrated 


such that individual User accountability is maintained.    


    


 Procedures must be in place for issuing, altering, and revoking access privileges (account 


ID).   


   


Management practices adopted to support the access control mechanisms should be sensible, 


reasonably easy to maintain, and be auditable. They should include an electronic or paper 


request and approval process for all accesses established, modified, or terminated. The related 


System Owner/Operator and Data Custodian should maintain this process. Also, the 


management practices should include a regular review process of existing access accounts to 


make sure they are still valid.    


   



http://inweb/technology_security/policies/ISSP_POL12.htm

http://inweb/technology_security/policies/ISSP_POL12.htm
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http://inweb/technology_security/policies/ISSP_GUI13D.htm
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In addition to controls that are necessary for all systems, controls are particularly important for 


systems and applications that host restricted or confidential data. Data access privileges should 


be granted, and system functions defined in a manner that establishes all necessary separation 


of duties and helps prevent potential fraudulent actions or compromise of data. The guiding rules 


for this are:   


   


 All access to critical and sensitive servers or applications for administrative purposes 


should require two-factor authentication.   


   


 All access to ―personally identifiable information  (PII) (See Section 4 – Definitions) 


requires authentication at the individual user level.   


   


 All access to network resources where sensitive data may reside on connected system 


resources requires authentication at the individual user level.    


   


 Each user will be granted access only to those hosts, services, and data for which that 


user has a legitimate need.   


   


Access and privileges will be granted only for the period of time they are needed.   


See POL12 Access Controls   


   


Back to Table of Contents  


  


GUI13A Operating System Maintenance   


Because of the rapidly changing and vulnerable technology environment that exists today, it is 


very important for System/Owner Operators to properly maintain their systems. Computer 


systems are easily targeted and compromised through network connections. If a system is not 


properly secured, the odds are good that someone will compromise and exploit it.    


While nothing short of physically disconnecting a system from the network will guarantee that it 


cannot be broken into, a number of steps should be taken to reduce the risks. The following are 


recommended basic maintenance practices:   


Change default passwords, or disable all default accounts. Some systems come with 


software installed that has password protection, but with passwords that are set at the 


factory. These default passwords are widely available online; if this account is left running 


with a password which was set by the vendor, then the system is at a higher degree of risk 


for compromise.   


Know what services should be running and which are actually running, Many systems 


come with services enabled that don't need to be. If a system is running an unknown service 


and a weakness is found in that service, the security of the system is at risk. It is important 


for System Owners and Operators know what is actually running on their system. If 


something is running that isn’t needed, it should be turned off. It's better to start with 


everything off and turn on the services that are needed than to start with everything on and 


disable the services that are not needed.   


Keep your operating system up-to-date. Vendors publish notices about updates and 


patches. Systems should be kept up-to-date with security patches as much as possible. 



http://inweb/technology_security/policies/ISSP_POL12.htm

http://inweb/technology_security/policies/ISSP_POL12.htm
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Some operating systems come with utilities to help keep them up to date; others require 


more manual labor. If this task cannot be automated in the operating system, make sure 


there are procedures in place to regularly check for current patches.   


When possible, scan your own machine for vulnerabilities… Potential intruders regularly 


scan networks for vulnerable machines. System Owners and Operators should use scanning 


tools such as Nessus to scan their systems before vulnerabilities are found by others.   


   


See POL13 Systems and Network Security   


   


GUI13B Logging   
Wise operation of a computer system and associated applications includes prudent and sensible 


use of logging tools. While logging can be problematic in its potential volume and usefulness of 


data collected, is important for System Owners and Operators to take the time to evaluate their 


logging needs and ensure that appropriate logging tools are implemented and maintained.   


   


In addition to the logging itself, operational practices need to be implemented to ensure regular 


review of the logs for anomalies and exception events that could signal potential problems.   


   


Logging efforts have value and are important for several reasons. In addition to supporting audits 


of selected system activity, security measures, and controls, a logging program also can help to 


resolve operational problems and contribute valuable information to security incident 


investigations.   


   


The following are recommended logging practices:   


   


 System activity associated with all ―system administrator  privileged user accounts 


should be logged.   


   


 City Computer Systems that handle ―restricted  or ―confidential  data should securely 


log all significant security relevant events. Examples of security relevant events include: 


password guessing attempts, attempts to use privileges that have not been authorized, 


modifications to system or application software, and changes to user groups or 


accounts.   


   


 Computer applications that support processing of ―restricted  or ―confidential  data 


should log the following key user activity information: 1) User session activity 


including user-Ids, log-in date/time, log-out    date/time and applications invoked; 2) 


Changes to  


key application system files;   


3) Additions and changes to the privileges of users; and 4) System start-


ups and shut-downs.   


   


It is important to establish appropriate retention practices for various logs. It is recommended that 


logs containing security relevant events be retained for at least one month or longer if feasible. 


These logs are important for system effort correction, forensic auditing, security breach 



http://inweb/technology_security/policies/ISSP_POL13.htm

http://inweb/technology_security/policies/ISSP_POL13.htm
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investigations, and related efforts. It is important that stored logs must be secured such that they 


cannot be modified and only authorized persons have access to them.   


   


See POL13 Systems and Network Security   


  


GUI13C Antivirus Measures   
It is well known that one of the major threats to computer systems and data is exposure to 


malicious code. Viruses, worms, Trojan horse programs, and other such threats are difficult to 


defend against and require a systematic approach to mitigate the potential harm.   


   


System Owners and Operators should install and maintain high quality anti-virus systems on 


their file servers and ensure that all system-associated desktop computers have the same kind of 


protection installed and maintained. System Owners and Operators should be vigilant about 


loading all updates to the antivirus software as they become available.   


   


In addition to anti-virus software, it is important for System Owner and Operators to establish 


infection prevention and damage mitigation procedures that include:    


   


 Scans of all diskettes and other portable storage media before they are loaded into the 


system;   


   


 Scans of all files downloaded from the Internet;   


   


 Rules against the use of any software that is not obtained legally through reliable sources; 


and   


   


 Response procedures for dealing with infection or attack by malicious software  See 


POL13 Systems and Network Security   


  


GUI13D Backup, Recovery and Data Retention   
To protect their computer systems and data, System Owners and Operators must implement 


regular backup procedures. Regular backups of all critical system software, applications, and 


data are necessary for both recovery and compliance purposes. The frequency of these backup 


processes also should be sufficient to support the documented contingency plans.    


   


When choosing the location for the storage of backup media, it is important to make certain that 


it is protected from access, change, or unwarranted destruction. The level of security associated 


with the backups should be the same as that for the disk copy. Additionally, backup media 


should be stored at a separate ―off site  location that is unlikely to be affected by any disasters 


befalling the primary copy of the data.    


   


Data retention is a separate issue from backup. Backups rarely, if ever, should be counted upon 


as the means for records retention management. City Data Custodians, System Owner and 


Operators, and Users are obligated to understand the nature of the data they generate, use, or 


store and to ensure that they are managing that data in full compliance with all applicable laws 


and City records management policies (for Records Retention information see Appendix B- 


Relate Documents).   
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See POL13 Systems and Network Security   


   


GUI13E Firewalls and Intrusion Detection Security   
At the City, effective host-based security measures are wise for System Owner and Operators to 


deploy and maintain. System Owners and Operators must consider carefully how they manage 


their network connectivity and what filtering tools and rules work best for their computing needs.    


The City has deployed firewall systems on the City’s network perimeter. However, because of 


the complex computing environment that exists at the City and the wide-range of computing 


services required, the City departments should consider a layered defense that includes 


protection at the Internet, demilitarized zone (DMZ), internal network segmentation, and 


hostbased systems.   


The following are recommended firewall and intrusion detection practices:   


 Firewalls should be used to secure Internet connections;   


 Firewalls should be considered for any connection to other networks;   


 A boundary firewall should be used at the Internet connection to create an external  


DMZ; o  Servers accessible by the public should be placed on the DMZ so 


they can be accessible as needed and still have some protections from the 


firewall;   


 Internal users should be protected from the external sources as well as the DMZ by the 


firewall;   


 A firewall standard document should be created and maintained that details firewall 


environment functions, file characteristics, network applications matrix, and traffic 


handling policy;   


 Firewall administration should be assigned to only qualified and dedicated technical staff;   


 Critical networks or hosts can be protected through the use of internal firewalls or firebox 


systems;  o Departments should carefully evaluate this option as a potential extra layer 


of security;   


 Remote locations should use personal firewalls and firewall appliances to secure their 


connections;   


 Network intrusion detection systems (IDS) should be used at external connections as 


additional safeguards against attacks;   


 Critical networks can be protected through the use of internal networkbased IDS or 


hostbased IDS; o Departments should carefully evaluate this option as a potential extra 


layer of security;   


 IDS administration should be assigned to only qualified and dedicated technical staff;   
Logs from the various firewalls and IDS systems that are installed and maintained 


should be aggregated to a dedicated server to the extent possible; o This provides the 


ability to correlate suspicious activity as well as one-stop monitoring for security event 


information  o This aggregate logging system needs to take into consideration the 


sensitivity needs of the systems involved and provide appropriate access controls;   


 Automated alarms that initiate alerts to pager, email, and/or voice message systems 


should be considered; and   


 Appropriate incident response procedures and practices should be developed and 


implemented to support firewall and IDS alerts.   
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Another option to consider for protecting the Users’ desktop systems is installing "personal 


firewalls" (firewall rules which run on the client itself). There are several types of these firewalls 


currently available and properly implemented they can be very useful as part of a larger security 


strategy for a subnet.   


Some personal firewall products also include Intrusion Detection System (IDS) capabilities that 


might be useful. IDSs are often closely tied with firewall implementations.    


Besides host based IDSs, there are also some network-based systems. Again, it is important that 


System Owners and Operators evaluate their specific security requirements and understand if 


these systems offer any value to security objectives.   


See POL13 Systems and Network Security   


   


GUI13F Encryption   


Implemented and used wisely, encryption can support a variety of security objectives for System 


Owners and Operators including authentication, integrity, privacy, and non-repudiation 


objectives. However, there are some difficult challenges for System Owners and Operators to 


effectively deploy encryption tools and doing so will likely require careful review and 


consideration.    


A few approaches to encryption are being used and explored at the City. However, there are 


some difficult and substantial barriers to widespread deployment. In addition, to the 


implementation issues with standards and methods, encryption tools themselves can be abused 


by users potentially leading to the loss of access to data, corruption of data, and other problems. 


System Owners and Operators should not deploy encryption tools without implementing strict 


use and management practices. Most importantly, System Owners and Operators should never 


allow unauthorized encryption tools to be used on their systems.   


See POL13 Systems and Network Security   


   


GUI13G Authentication Mechanisms   
A key security measure that System Owners and Operators need to implement is a means to 


authenticate system users. There must be a systematic and reliable method for establishing 


proof of identity. Authentication mechanisms are closely woven into system access controls. For 


System Owners and Operators, it is important to remember the difference between 


authentication and authorization mechanisms. One identifies a user and the other defines what 


the identified user can access. Both sets of mechanisms need to be carefully implemented and 


maintained.   


   


There are essentially only three ―ways a user can prove their identity:   


• With something they know.   


(Technology translation: passwords, personal identification numbers, pass phrases, 


secrets)  


• With something they have.   


(Technology translation: token, smart card, certificate, private key)  
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• With something they are.   


(Technology translation: biometrics, activity signatures)    


  


The criticality of the computer systems and the sensitivity of the data determine the kind of 


authentication process that should be implemented.  Some circumstances require the use of a 


two-layer approach to authenticate a user to a system.  This layered approach increases the 


difficulty for an unauthorized person to fool the system’s authentication process.   


   


System Owners and Operators and data custodians must evaluate their system’s authentication 


requirements and implement the appropriate measures. This evaluation process should not 


minimize the reality of the situation—existing technologies are vulnerable and can be spoofed.    


   


The most basic protections come from establishing systems and processes that assure that good 


passwords are created, maintained, and correctly transmitted. Software is available to force the 


choice of good passwords and check periodically for weak ones. Passwords should be changed 


regularly. Only protocols that encrypt passwords should be used to transmit them over the 


network.   


See:  


• POL13 Systems and Network Security   


• STA13G Password Standard   


   


GUI13H Use of Secure Protocols   
System Owners and Operators must be aware of sensitive data on their systems and use secure 


protocols such as SSL, SSH or K5 to protect them in transit or for access of services that require 


authentication.   


See POL13 Systems and Network Security   


   


GUI13I Use of Security Warning Banner   
System Owners and Operators should use a banner similar to the one below:   


   


WARNING  


  


This is a proprietary system of the City of Seattle and is for use by authorized individuals 


only.   


  


Use of this system or any other computer system of the City of Seattle constitutes an 
express consent to monitoring at all times. If monitoring of any City system for either 
administrative, enforcement, or management purposes reveals possible violations of 
criminal statues, all relevant information may be provided to law enforcement officials. 
Anyone using this or any other City computer system or related information without 
proper authorization will be subject to possible internal disciplinary actions, civil and/or 
criminal prosecution. By proceeding beyond this screen you are acknowledging that you 
understand and accept the content of this notice.  
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See POL13 Systems and Network Security   


  


Back to Table of Contents   


  


GUI13J Multifunction Device Configuration Guidelines   
   
Devices that contain a modem or other external connection and contain an operating system 


present a specific risk to the City's system due to the connection between untrusted phone 


systems, the City's network, and the vulnerability of the operating system.   


To mitigate those risks, it is imperative that these types of devices (e.g. multifunction 


printer/fax machines) be installed and configured carefully. The following are 


recommended configuration guidelines for these types of devices:    


• All administrative account passwords (i.e. ADMIN, MSHELL, LOCAL) must be reset;   • 


Any services not required must be turned off - these include: o SMTP o FTP; o Telnet; o 


Bluetooth;  


 o  and 802.11 (if equipped);    


• TCP/IP must be set as the only active protocol;    


• Enable restriction of IP's able to access device and restrict them to the local segment;    


• Disable the ability for the device to store scanned documents locally;    


• Register the device per City Policy to SMTP(2) gateway, registering Device Name and  


IP;    


• Reference the device manufacturer's security recommendations and apply them as 


appropriate;    


• Document all install processes and security settings and keep this document on file in 


your IT management offices for audit reference.    


See also:    


  POL13 Systems and Network Security    


  STA13J Multifunction Device Configuration Standard    


Back to Table of Contents   


   


GUI13K Kiosk Computer Use Policy Guidelines   
   
Public Kiosks must contain a notice to users explaining their responsibilities and the policies that 


apply to the usage of those systems. This notice should display upon activation of the kiosk by 


any new user and should require their affirmative agreement by their clicking on an 'Accept' or 


'OK' button to proceed.   


Suggested wording for this notice is as follows:   


Title: "City of Seattle Kiosk Computer Use Policy"   


   


This is a proprietary system of the City of Seattle and is for use by authorized individuals only. 


Use of this system or any other computer system of the City of Seattle constitutes an express 


consent to monitoring at all times. If monitoring of any City system for either administrative, 


enforcement, or management purposes reveals possible violations of criminal statutes, all 


relevant information may be provided to law enforcement officials.   
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See also:    


• POL13 Systems and Network Security    


• STA13K Kiosk Standard    


  


GUI14 Physical Security Guidelines   
To prevent portable electronic devices such as laptops, personal digital assistants (PDAs), cell 


phones, or USB drives from being stolen or misused requires keeping them physically secure.   


   


Some examples and best practices would include:   


- Never leaving a portable electronic device unattended when you take them outside the 


office;   


- Never leaving them in your hotel room or car (even in a locked trunk);   


- Never leaving them in checked luggage   


- Always locking laptops with a cable lock when they are on your desk at work, or if you 


have to leave them in a hotel room, and   


- Storing them in a locked cabinet at work or at home when you are away.   


   


Physical access control measures for City property should include:   


- Access control badges that are worn in plain site and are required for entry into any area 


where City assets are located;   


- Monitored video cameras in strategic locations to record activities;   


- Guards in all City buildings to monitor physical security, and   


- Monitoring of visitors including requiring registration, visitor badges and escorts 


whenever they are in areas where City assets are located.   


See POL14 Physical Security    


Back to Table of Contents   


  


GUI15 Suggested Components of User Termination Process   
All City departments should establish and maintain all necessary processes and procedures to 


properly and quickly close and remove all computing system and network privileges and 


resources when an employee is separated. These processes and procedures should include the 


following:   


a. The separated employee’s immediate management will be responsible for 


notifying all System Owner/Operators, or their designated system administrator 


handling the computer or communications accounts, to close all related 


accounts and remove all access capabilities related to the terminated employee.   


   


b. Separated employees may not retain, give away or remove from City premises 


any City proprietary information (electronic or hardcopy) other than personal 


copies of information disseminated to the public and personal copies of 


correspondence directly related to the terms and conditions of their employment. 


All other City proprietary information in the custody of the departing employee 
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must be turned over to the employee’s immediate supervisor at the time of 


departure.   


   


c. At the time of separation, all City property must be returned. This includes 


portable computers, printers, modems, software, cellular telephones, digital 


pagers, PDA’s, documentation, building keys, lock combinations, encryption 


keys, and magnetic access cards.   


   


   


Back to Table of Contents    


GUI16 Digital Investigation and Telephone/Billing Records 


Request Guidelines   
Nothing in these guidelines or the related procedures confers a right to privacy in digital data 


upon any person.   


The following guidelines will clarify the ways that digital investigations should be requested:   


NOTE: General requests for telephone records and billing information are not usually considered 


digital investigations and may not be subject to these same guidelines and procedures. Please 


see the Guidelines Relating to Telephone Call and Billing Records below for specific guidelines 


relating to those types of requests.   


Relevant Definitions   


   Appointing Authority: The head of a City department or agency, or that person's designated 


management representative.   


   


   Auditing agency: A governmental agency with legal authority to conduct audits of City 


records.   


   


   Auditing agency request: A request from an auditing agency made in connection with an 


official audit. The term does not include requests from an auditing agency in its capacity as an 


employer and related to internal personnel matters.   


   


   Civil litigation-related request: A request made by a named party to current civil litigation.   


   


   Digital data: Any data or records in digital form contained on a computer or other digital device 


or system owned, operated or controlled by the City.   


   


   Law enforcement request: A request for digital data from a law enforcement agency made in 


connection with an official investigation into a violation of law for which sanctions may be 


imposed, or of a court order imposed in a criminal case. The term does not include requests from 


a law enforcement agency in its capacity as an employer and related to internal personnel 


matters.   


   


   SRC: The Security, Risk, and Compliance Division of Seattle IT for the City of Seattle.   


   


   Public records request: A request for records under the Washington state Public Records 


Act, RCW Ch. 42.17 (re-codified as RCW Ch. 42.56 effective July 2006).   
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   Telephone call and billing records: Reports concerning telephone billing, long distance toll 


calls, and equipment, line and service charges produced regularly as part of the City's internal 


billing and accounting procedures.   


   


   Telephone data: Digital data relating to use of City owned, operated or controlled telephone or 


other telecommunications equipment. The term includes but is not limited to telephone call and 


billing records.   


   


   


Applicability   


These guidelines and the related procedures are applicable to all users (employees, contractors, 


and others) of City computing systems, networks, digital information, and any other electronic 


processing or communications related resources or services provided through the City.   


General Guidelines Relating to All Investigation Requests   


1. All requests must be directed to SRC (Security, Risk, and Compliance).   


2. All requests must be in writing and submitted on an Investigation Request Form   


3. All requests must comply with the law and with applicable City policies. These policies 


include but are not limited to The City's Information Systems Security Policy and 


Guidelines and the City's Information Technology Management and Architecture 


Standards.   


4. All requests must specify the digital data that is requested.   


5. ITD will not conduct live monitoring of systems unless required as part of the evidence 


collection procedures and specifically requested on the Investigation Request Form.   


Guidelines Relating to Telephone Call and Billing Records   


1. Regular Distribution: ITD will distribute telephone call and billing records to 


Department Telephone Coordinators monthly as part of the City's regular billing and 


accounting procedures.   


2. Employee Requests: Individual City employees may request telephone call and billing 


data relating to their own call activity. The following procedures apply:  o  The request 


must be for a lawful work-related purpose   o  The request must be directed to ITD's 


Communications Technologies   


Appointing Authority (or designee) o  The request shall be in writing, 


signed by the employee and the employee's supervisor, and shall state the 


purpose for the request    


o The employee's supervisor shall submit the request through the employee's 


departmental telephone coordinator or appointing authority    
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3. Telephone coordinator requests: Department Telephone coordinators may request 


data on behalf of others or to fulfill their obligations as a telephone coordinator. The 


following procedures apply:   o  The request must be for a lawful work-related purpose    


o The request must be directed to ITD's Communications Technologies   


Appointing Authority (or designee) o  The request shall be in writing, 


signed by the employee and the employee's supervisor unless the coordinator 


is employed at an Appointing Authority level or above, and shall state the 


purpose for the request    


   


4. Other requests: All other requests for telephone call and billing records must follow the 


guidelines and procedures listed below in the "Releases of Digital Data & Inititation of 


Digital Investigations" section.    


Releases of Digital Data & Initiation of Digital Investigations   


NOTE: Except as set out in the preceding sections regarding general guidelines and guidelines 


for telephone records above, ITD will release digital data or initiate a digital investigation only 


under the following circumstances:   


1. Internal Departmental Requests:    


o May be made for any City purpose, including but not limited to systems 


administration, monitoring employee use, and investigating alleged employee 


malfeasance    


o Must comply with City policies    


o Must be initiated and signed by the appointing authority  


o Must be signed and approved by the appropriate departmental human resources 


representative    


o Must state the reason for the request and explain how the request complies with 


City policies    


   


2. Law enforcement requests:    


o May be made only in connection with an official investigation into a suspected 


violation of law for which sanctions may be imposed, or a suspected violation of 


a court order or judgment in a criminal case; and must state facts sufficient to 


allow the SRC to determine that it has been made for this purpose    


o Must state the specific legal authority that allows the requester to have access to 


the data requested    


o Must include any court order, search warrant, subpoena or any other 


compulsory legal process authorizing the request    


o Must state that the request is made in connection with an official and authorized 


law-enforcement function    


o Must be signed by an authorized representative of the law enforcement agency 


making the request    


   


NOTE: The City reserves the right to determine whether it will voluntarily 


provide digital data in response to any law enforcement request, or will require 


compulsory legal process.    


3. Auditing Agency requests:    
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o May be made only in connection with an official audit that the auditing agency 


has the legal authority to conduct, and must state facts sufficient to allow the  


SRC to determine that it has been made for this purpose   o  Must state 


the specific legal authority that allows the auditing agency to have access to the 


data requested    


o Must state that the request is made in connection with an official and authorized 


auditing function    


o Must be signed by an authorized representative of the auditing agency making 


the request    


   


4. Litigation Related requests:    


o May be made only by a named party (or their legal representatives) to current 


litigation    


o Must include the case number and named parties to the litigation o Must be 


signed by an attorney representing the requesting party o Must be accompanied 


by a duly-issued subpoena duces tecum or valid discovery request    


   


NOTE: Requests from City of Seattle Law office attorneys (or their assigns) may 


be exempted from the requirement for a subpoena or discovery request at the 


discretion of the SRC and as part of a litigation hold order, public disclosure 


response, or other evidence preservation request.    


  


• See POL16 Policy Enforcement.   


• See PRO16 Digital Investigation Procedures   


GUI17A Prohibited Uses of City-owned Digital Equipment   
City equipment may not be used for any of the following purposes as defined by City policy, 


ethics rules and City and State laws (this is not necessarily an all-inclusive list – others may 


apply and the user is charged with using discretion):   


• conducting private business;   


• political campaigning;   


• announcing union membership meetings or conducting other exclusively union business;   


• making unauthorized general message distributions to all users (―everyone);   


• sharing or storing unlicensed software or audio/video files; - or any other illegal usage.   


See POL17 Acceptable Use of City Digital Equipment, Internet Access,   


  


GUI17B Installation of Hardware/Software   
Only software or hardware that meets the City’s defined standards (see Appendix B – Related 


Documents) will be installed unless an exception has been documented in writing.   


   


This includes but is not limited to applications specifically designed to communicate 


electronically. Electronic communication technology poses a particular security risk due to the 


two-way nature of these applications.   


   


Examples of electronic communication technology requiring a written exception include instant 


messaging (IM), voice over IP (VoIP), and Internet Relay Chat (IRC).   
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To obtain an exception see PRO24 Obtaining Exceptions to Information Security Policies.   


See POL17 Acceptable Use of City Digital Equipment, Internet Access,   


  


GUI17C Use of Bandwidth Intensive Application/Features   


Use of video, audio, image storage, etc. can put a strain on the available resources of the City's 


networks and bandwidth. Security, Risk, and Compliance reserves the right to require a review of 


any usage that is discovered to have strained the City's resources.   


Users should work with their IT management to establish the resource and bandwidth 


requirements of any new applications or systems. In collaboration with departmental IT 


management all new applications or projects should be assessed for any possible negative 


effects due to resource strain. If it is suspected that strain could be caused by the proposed 


application or system, it should be reviewed and approved in writing by the CTO as required in   


Paragraph 4 of POL17 Acceptable Use of City Digital Equipment, Internet   


  


GUI17D Guidance on De-Minimus Use of City Digital Equipment    
To the extent permitted by your department’s policies, you may use City owned digital 


equipment, access to the Internet, and other applications including e-mail and other authorized 


electronic communications such as Instant Messaging, to announce or distribute notice of 


departmental or personal events of interest to your co-workers. However, all messages 


announcing or promoting an event such as a training opportunity, charitable fund raising 


campaign or other presentation must be approved by a designated management representative 


before they are disseminated universally across any e-mail facility.   


   


You may also use these resources to schedule personal appointments and for other reasonable 


personal purposes as long as such use is incidental and does not interfere with your workload, 


as determined by your supervisor.   


   


See POL17 Acceptable Use of City Digital Equipment, Internet Access,   


  


Back to Table of Contents  


  


GUI18A Individual Screening of E-Mail    
Users are allowed under this policy to screen unwanted e-mail from, or to automate filing of, their 


individual e-mail accounts using methods including:    


   


• the employment of automated e-mail screening rules;   


• the use of mailbox proxies (for example, the granting of permissions to another user or 


users to objects in a mailbox);   


• or other manual or automated screening techniques that are consistent with all other 


citywide and department standards   


  


See POL18 Rules Specific to Electronic Communication Usage   
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GUI18B Guidance for Sending Public Electronic 


Communications    
Care must be taken when sending electronic communications from the City of Seattle to the 


public. It is the responsibility of every user to understand and comply with the City’s published 


Privacy Policy and this Information Security policy when doing so (See Appendix B – Related 


Documents). To ensure all such communications are consistent with those policies requires:   


   


• the intended recipient specifically request (―opt-in) to receive the communication from 


the City;   


• the proper protection of personally identifiable information- such as a person’s e-mail 


address;   


▪  For instance, senders of public e-mail broadcasts must take steps to conceal the 


intended recipients e-mail address from others receiving the broadcast (this can 


most easily be accomplished through the use of the blind carbon copy (BCC) 


feature).   


▪  Users of other electronic communications, such as Instant Messaging should 


never reveal their buddy lists or communicate with unknown users.   


  


See POL18 Rules Specific to Electronic Communication Usage   


GUI18C Guidelines for General Distribution Message Within or 


Between City Departments   
It is sometimes necessary to inform a department of news of interest or importance to all users. 


When this is the case, care must be taken that any such messages are approved by the 


departmental management.   


   


All general broadcast messages to be sent to all users of a department by another department 


must be cleared by the receiving department   


   


The message must be forwarded first to the Departmental e-mail Administrator of that 


department, so that it can be reviewed and approved and properly staged and transmitted so as 


to not disrupt normal e-mail operations.   


See POL18 Rules Specific to Electronic Communication Usage.   


   


Back to Table of Contents   


   


GUI20C Guidelines for Initiation of Pre-acquisition Meeting   
   
In any type of cyber event that requires acquisition of digital data it is important to carefully define 


the scope of the acquisition and ensure that the right subject matter experts and technicians 


have been consulted. It is equally important to track who will be responsible for the acquisition 


and monitor the timely completion of that task.   
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The first step is to create an appointment at the earliest possible time using the City's messaging 


and calendaring system. Use the pre-acquisition meeting form to track the responsibilities of the 


acquiring technicians. To do so you must consider who should be involved in the meeting. The 


following guidelines are suggestions for some of the possible event types:   


Cyber Incident Response   


1. The participants for the Cyber Incident Response Triage team will have already have 


been engaged in most cases. The Incident Commander should be consulted to request 


a member of his/her team attend the pre-acquisition meeting.    


2. Any subject matter experts from the affected departments should be invited. These could 


include desktop support, network services, messaging teams, database administrators, 


telephone services, server admins, etc.   3. IT Management from the affected 


department should be invited.    


  


Litigation Hold   


1. The attorney(s) and/or their paralegal(s) who have initiated the litigation hold must be 


invited.    


2. Any subject matter experts from the affected departments should be invited. These could 


include desktop support, network services, messaging teams, database administrators, 


telephone services, server admins, etc.    


3. IT Management from the affected department should be invited.    


4. Citywide messaging and possibly server and/or database support may need to be 


invited, depending on the specific request from Law - you should consult with the 


attorney or their paralegal if it is not clear from the litigation hold memo.    


  


Public Disclosure Request   


1. The affected department's and/or the Mayor's office public disclosure officer must be 


invited.    


2. The Law department's public disclosure attorneys may need to be invited - you should 


check with them and/or with the departmental public disclosure officer to see if they need 


to be present.    


3. Any subject matter experts from the affected departments should be invited. These could 


include desktop support, network services, messaging teams, database administrators, 


telephone services, server admins, etc.    


4. IT Management from the affected department should be invited.    


5. Citywide messaging and possibly server and/or database support may need to be 


invited, depending on the specific request.    


6.   
Digital Investigation   


   


NOTE: All digital investigations requiring the acquisition of any type of electronically stored 


information must have been initiated using the process outlined in PRO16 Digital Investigation  


Procedures . As this process requires the signature of HR and the departmental Appointing 


Authority, and also requires specifics of the investigation parameters, this meeting may not be 
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necessary and/or may be conducted more simply via phone or email communications. However, 


if a meeting is appropriate these guidelines would apply.   


1. The affected department's Human Resources staff must be invited.    


2. Any subject matter experts from the affected departments should be invited. These could 


include desktop support, network services, messaging teams, database administrators, 


telephone services, server admins, etc.    


3. IT Management from the affected department should be invited.    


4. Citywide messaging and possibly server and/or database support may need to be 


invited, depending on the specific investigation request.    


  


▪  See POL20 Virus/Malware Protection   


▪  See PRO20C Cyber Event Management Procedure   
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GUI 21A Guidelines to Secure Remote and Ad Hoc Devices   
   


1. Departments authorizing remote and ad hoc connections should establish appropriate 


connectivity management processes that will, at a minimum, audit and monitor for antivirus 


signatures and required operating system patches.  2. Departments authorizing remote 


and ad hoc connections should scan computing devices for the existence of malicious 


code and programs   


3. Ad hoc users who are connected the Network should not be connected to any other 


network at the same time   


4. Dual homing (see Section 4 – Definitions) is an unsafe connectivity practice and is 


allowed only on an exception basis  
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SECTION 4 – STANDARDS   


STA13A Desktop/Laptop Standards   
   
Desktop and laptop standards for the City of Seattle are developed, maintained 


and disseminated by the Desktop Team (DTT).  See also:    


   POL13 Systems and Network Security     


STA13G Password Standard   
   
A strong password is an imperative authentication control for all City systems. The following 


standards must be followed for any City systems connected to the network:   


 ▪  All passwords must contain a minimum of eight (8) characters;    


 ▪  Password expiration will be set to a 45 day timeout period;    



http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_POL20.htm

http://inweb/technology_security/policies/ISSP_PRO20C.htm

http://inweb/technology_security/policies/ISSP_POL13.htm





City of Seattle  


Information Systems Security Policy  


  Page 62 of 85  Reviewed December 2017  


 ▪  No re-use will be allowed of the last 10 passwords;  


▪  A one (1) day lockout will be configured to ensue after five (5) 


unsuccessful password attempts.    


See also:    


POL13 Systems and Network Security    


   


STA13J Multifunction Device Configuration Standard   
   
Devices that contain a modem or other external connection and contain an operating system 


present a specific risk to the City's system due to the connection between untrusted phone 


systems, the City's network, and the vulnerability of the operating system.   


The following standards must be followed when deploying these devices in any City department 


or facilities:   


• All administrative account passwords (i.e. ADMIN, MSHELL, LOCAL) must be reset;    


• Any services not required must be turned off and include:  


 ▪  SMTP;  


 ▪  FTP;  


 ▪  Telnet;  


 ▪  Bluetooth;  


 ▪  and 802.11 (if equipped);    


• Enable restriction of IP's able to access device and restrict them to the local segment;    


• Disable the ability for the device to store scanned documents locally;    


• Register the device per City Policy to SMTP(2) gateway, registering Device Name and  


IP;    


• Reference the device manufacturer's security recommendations and apply them as 


appropriate;    


• Document all install processes and security settings and keep this document on file in 


your IT management offices for audit reference.   See also:    


• POL13 Systems and Network Security    


• GUI13J Multifunction Device Configuration Guidelines    
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STA13K Kiosk Standard   
   
This document sets forth the standards associated with the City of Seattle departmental kiosks.  


This standard applies to all departments that utilize kiosks for public access to City applications.  


Enforcement   


   


Deviations from this standard should be preceded by an approved documented exception. 


Violation(s) of this standard will result in a denial of authorization to deploy and manage kiosk 


projects.    


  


Basic Controls   
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The following are basic requirements for all kiosk systems in use by City of Seattle departments, 


regardless of the classification of the information being managed:    The kiosk must be physically 


secured, so that computer equipment may not be easily removed. The kiosk must be in plain 


sight of City employees. The kiosk must be in a locked area after business hours, or must be 


removed to a locked area    


• The kiosk must be a single-application workstation, and the browser must be locked 


down to a minimum number of web application destinations    


• Office equipment that is peripheral to the kiosk (such as printers) must be secured using 


standard configuration guidelines    


• A 'Computer Use Policy' notice must be prominently displayed on all kiosk systems. A 


user should be required to read and affirm they have read and understood this policy 


before access to the kiosk system is granted. See GUI13K Kiosk Computer Use Policy  


Guidelines for an example of suggested wording for this policy notice.    


System Controls   


• The kiosk must run the City operating system image that has been configured 


specifically for kiosk applications   


• The system must have backups, patches and antivirus controls managed by the 


Department of Information Technology Network Controls   


• The kiosk traffic must be proxied through a system where access-controls may be 


enforced    


• Port security must be used at the switch where the kiosk is connected to the City 


network    


• The kiosks must be on a private VLAN, reserved for kiosk traffic only; the primary vlan is 


designated 4093, the isolated vlan is designated 4092. The primary is mapped to the 


isolated    


Monitoring and Record Retention   


• Security Monitoring: Security, Risk, and Compliance will monitor kiosk traffic for 


indicators of compromised systems or unauthorized activities    


• Network Monitoring: The Information Technology Departments Communication 


Technologies division will monitor the health and performance aspects of the kiosk    


• Record Retention: Records of public access to City of Seattle information processing 


resources through kiosks should be retained for a period determined by State of 


Washington requirements.    


  


See also:    


• POL13 Systems and Network Security    


• GUI13K Kiosk Computer Use Policy Guidelines    
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STA23 Web Application Code Review Standard   
   
A security review by Security, Risk, and Compliance should be considered, early in its life cycle, 


for any City owned and/or maintained application that faces the Internet.   
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Additionally, Internet-facing applications are required to undergo security testing prior to being 


approved for deployment - even if the application does not meet the requirements for CITP 


oversight. The following standards must be followed for completing these reviews:   


• When an alpha version of the application is completed, it must be compiled in a binary 


format with all debug flags set, according to the specifications outlined in our code review 


vendor's guidelines.    


   The current standard vendor for code reviews is Veracode - the compiled alpha version 


of all web facing applications must be submitted to Veracode for a full review as soon as 


possible in the project life cycle.    


 Project managers will be responsible for mitigation of all vulnerabilities noted in the 


Veracode review report.    


Security, Risk, and Compliance will review all reports and mitigations for completion, and 


will be available to project managers for information security consultation.    


 Security, Risk, and Compliance, may at its discretion, require further code reviews or 


penetration tests, including but not limited to follow-up code reviews, and/or dynamic 


penetration testing and code review by Veracode or other vendors.    


See also:    


• POL23 Web Application Deployment    


• STA23A Web Application Architecture Standard    


• STA23B Web Services Architecture Standard    


  


STA23A Web Application Architecture Standard   
   
Any City owned and/or maintained application that faces the Internet must comply with the Web 


Application Architecture Standard.  


See also:    


• POL23 Web Application Deployment    


• STA23 Web Application Code Review Standard    


• STA23B Web Services Architecture Standard    
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STA23B Web Services Architecture Standard   
   
Any City owned and/or maintained application that faces the Internet must comply with the Web 


Service Architecture Standard.  


See also:    


• POL23 Web Application Deployment    


• STA23 Web Application Code Review Standard    


• STA23A Web Application Architecture Standard    
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SECTION 5 – DEFINITIONS   
The following terms are found in this policy document:   
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802.11x: A generic term used to describe any of the currently deployed wireless standards 


(currently this includes 802.11a, 802.11b, 802.11g, and 802.11n)   


   


Acceptable Use Agreement: An agreement outlining policies, guidelines, responsibilities for 


Authorized Users granted remote access to the Network. The Agreement must be signed and 


returned to the granting department.     


   


Access Control: Physical, procedural and/or electronic mechanism which ensures that only 


those who are authorized to view, update and/or delete data can access that data.   


    


Ad Hoc Connectivity: Plugging an ad hoc device directly into the Network or another City 


owned workstation while on City premises for the purposes of accessing City applications, the 


Internet and/or other City data resources.   


  


Ad Hoc Device: City or non-City owned devices that have not been connected to the Network 


within the preceding month or a specific period of time designated by departmental policy.  


Because they have not been connected, they are considered ―untrusted  and assumed to be 


non-compliant with current patching levels.   


   


Ad Hoc User: Employees, contractors, business partners, etc., who are not Authorized Users, 


but have a need, on a temporary basis, to connect to the City network to conduct City business.   


   


Applications Software: Applications software comprises programs designed for an end user, 


such as word processors, database systems, and spreadsheet programs.    


   


Authentication: A systematic method for establishing proof of identity.   


   


Authorization: The process of giving someone permission to do or have something; a system 


administrator defines for the system which users are allowed access to the system and what 


privileges are assigned.   


   


Authorized User: A City permanent or temporary employee who has been granted the use of a 


wireless enabled computing device in order to conduct City business.   


   


Availability: The assurance that a computer system is accessible by authorized users whenever 


needed or as pre-defined.   


  


Top of Definitions   


  


Breach:  An incident that compromises the confidentiality, integrity or accessibility of data on any 


City owned system. A ―reportable  security breach is defined by Washington State Law as 


noted in POL 11 in this handbook.   


  


Cable Modem: Cable companies such as Comcast provide Internet access over Cable TV 


coaxial cable. A cable modem accepts this coaxial cable and can receive data from the Internet 


at over 1.5 Mbps. Cable is currently available only in certain communities.   


   


Cyber Incident Response Plan: The Cyber Incident Response Plan outlines the responsibilities 


and procedures for responding to any event that significantly impacts or threatens the City’s 


information systems.   
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Cyber Incident Response Team (CIRT): A team of departmental IT staff and managers from all 


City departments, who have been selected to work with the command staff on any formal cyber 


incident.   


   


Cyber Incident Response Triage Team: A small select group of Information Security staff 


representing a cross section of different departments whose task is to establish the severity of 


any threatening event and decide whether to initiate the Cyber Incident Response Plan.    


   


CISO: Chief Information Security Officer   


   


Common Criteria for Information Security Evaluation: A comprehensive specification 


(aligned with the ISO IS 15408) that first defines the targeted environment and then specifies the 


security requirements necessary to counter threats inherent in that environment.   


  


Computing Device: A device such as a desktop, laptop, handheld, or notebook computer, 


Personal Digital Assistant (PDA), or a server.    


   


Confidentiality: An attribute of information. Confidential information is sensitive or secret 


information, or information whose unauthorized disclosure could be harmful or prejudicial.    


    


Connectivity Management: Controlled access to Network resources by allowing only computing 


devices that fully comply with established criteria; that is, current operating system patch levels, 


up-to-date virus signatures and the absence of specific worm, virus, or Trojan malware. Ad hoc 


devices will be denied access or will be quarantined in a holding queue. Connectivity 


management can be achieved through combinations of process, procedures, and 


hardware/software.   


   


Contracted Vendor:  A vendor who, through agreement and contract with the City, will provide 


technical support on City applications or software via a remote connection on the Network.   


   


Cookie: A small text file that is sent to a user’s computer by the server that the user is visiting. 


This file can record preferences and other data about the user’s visit to a particular site. Cookies 


often are used for long-term data collection. Short-term cookies might be used for things like 


authentication in ―single sign-on  services.   


   


Cost-effective: To deliver desired results in beneficial financial terms.   


  


Critical Patches: In this document, the term is used to prioritize patches that are determined, by 


City of Seattle technical staff.  Generally, this rating should correspond to patch ratings offered 


by vendors; however, in some cases, this may not always hold true specific to the City’s 


technical environment.   


  


Top of Definitions   


  


Data Custodians: Individuals who have been officially designated as being accountable for 


protecting the confidentiality of specific data that is transmitted, used, and stored on a system or 


systems within a department or administrative agency of the City.    


   


Data Storage Device: A device that may or may not have intelligence that is connected to the 


Network via a network port, or by insertion into a computing device port that is connected to the 


Network. These devices are generally used to store data.    
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Decryption: The process of turning unreadable cipher text into readable text.   


   


Device: Any piece of hardware that uses system or application software to logically connect to 


an IP address within the Network. Examples are laptop, desktop, or notebook computers, PDA’s, 


digital cameras, or servers.    


  


Dial-up: A method of communicating via telephone lines. The modem modulates the digital data 


of computers into analog signals to send over the telephone lines, then demodulates back into 


digital signals to be read by the computer on the other end; thus the name "modem" for 


modulator/demodulator.    


   


Dual Homing: Having concurrent connectivity to more than one network from a computer or 


network device.    


   


Examples include but are not limited to:    


1. Connecting a server to two different networks using two network interface cards 


(NIC).   


2. Connecting a computer to a City provided DSL, ISDN, or cable modem AND 


concurrently connecting to a public ISP, a bulletin board, or a family member’s 


network via modem or publicly provisioned broadband.    


3. Configuring an ISDN router to dial into City and an ISP, depending on packet 


destination.    


4. Connecting a computing device to the Network and concurrently using a modem 


to connect to another network (whether wired or wireless).    


   


Due Care:  Due care is the collective steps that an organization must take to properly protect its 


networks, computer systems and the data that resides on them.    


   


DSL: Digital Subscriber Line (DSL) is a form of high-speed Internet access competing with cable 


modems. DSL works over standard phone lines and supports data speeds of over 1.5 Mbps 


downstream (to the user) and slower speeds upstream (to the Internet).   


  


DMZ - De-Militarized Zone:  A separate part of an organization's network which is shielded and 


'cut off ' from the main corporate network and its systems. The DMZ contains technical 


equipment to prevent access from external parties (say on the Internet) from gaining access to 


your main systems. A DMZ is not a single security component; it signifies a capability. Within the 


DMZ will be found firewalls, choke and access routers, front-end and back-end servers. 


Essentially, the DMZ provides multilayer filtering and screening to completely block off access to 


the corporate network and data. And, even where a legitimate and authorized external query 


requests corporate data, no direct connection will be permitted from the external client, only a 


back-end server will issue the request (which may require additional authentication) from the 


internal corporate network. However, the extent to which you permit corporate data to be 


accessible from and by external sources will depend upon the value of the Business Assets 


which could be placed at (additional) risk by allowing access to (even) prespecified data types   


  


Top of Definitions   


  


Encryption: The process of turning readable text into unreadable cipher text.   
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Firewalls:  Are policy-based filtering systems (composed of both hardware and software) which 


control and restrict the flow of data between networked computer systems. Firewalls establish a 


physical or logical perimeter where selected types of network traffic may be blocked. Blocking 


policies are typically based on computer IP addresses or protocol type of application (e.g. web 


access or file transfer). Types of firewalls relevant to this policy include:   


   


• Dedicated firewalls protecting network gateways   


• Proxy servers   


• Routers acting as firewalls    


  


Forensics (computer): The discipline of dissecting computer storage media, log analysis, and 


general systems and data examination to find evidence of computer crime or other violations of 


law or policy.   


   


Frame Relay: A method of communication that incrementally can go from the speed of an ISDN 


to the speed of a T1 line. Frame relay has a flat-rate billing charge instead of a per time usage. 


Frame relay connects via the telephone company's network.    


   


Holding Queue: A logical network location for ad hoc devices that contains compliance 


remediation services. This holding queue will be separated from the Network such that 


noncompliant devices cannot affect or infect other computing devices or Network resources. This 


queue may be a single disconnected PC, that ad hoc devices can be connected to, or a VLAN 


with server remediation services.   


   


Host-based Intrusion Detection System HIDS): (See IDS) A Host IDS (HIDS) is set up to 


detect illegal actions within the host computer. Most IDS programs typically use signatures of 


known cracker attempts to signal an alert. Others look for deviations of the normal routine as 


indications of an attack.   


  


Top of Definitions   


  


Incident Response: The ability to respond appropriately and completely to any incidents, 


situational compromises, or threats from any source at anytime.   


   


Information Technology Managers: Individuals within the City who are accountable for the 


operational decisions about the use and management of a computing system. (See also, system 


owners).    


   


Integrity:  The condition of data or a system, which is that it remains intact, unaltered, and hence 


reliable.   


   


Internet: The Internet is made up of computers in more than 100 countries covering commercial, 


academic and government endeavors. Originally developed for the US military, the Internet has 


become widely used for academic and commercial research.   


Users have access to unpublished data and journals on a huge variety of subjects. Today, the 


Internet has become commercialized into a worldwide information highway, providing access to 


information on every subject known to humankind.   


            


Intrusion Detection System (IDS): A security management system that gathers and analyzes 


information from various areas within a computer or a network to identify possible security 
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breaches, which include both intrusions (attack from outside the organization) and misuse 


(attacks from within the organization).   


  


ISDN: Integrated Services Digital Network. Provides for point to point data transmission at 128K 


bps. ISDN users must connect to a host, which is also capable of ISDN connection using an 


adaptor. The reliability of ISDN is not questioned. However, it is relatively expensive and is being 


eclipsed by the recent growth in broadband Digital Subscriber Line (DSL) technology.   


   


ISP: An Internet Service Provider - commonly referred to as an 'ISP', is a company which 


provides individuals and organizations access to the Internet, plus a range of standard services 


such as e-mail and the hosting (running) of personal and corporate Web sites. The larger ISPs 


will offer a range of access methods including telephone, leased line, ISDN or the newer DSL 


(ADSL) circuits and will be connected to 'backbone' high speed digital circuits which form the 


Internet itself. ISPs usually charge a tariff for their services although income can be derived from 


various sources of advertising and portal activities. Occasionally an ISP are referred to as IAP - 


an Internet Access provider   


   


LAN: A home or office network operated within one location. This may comprise one or more 


adjacent buildings, but a local network will normally be connected by fixed wires. For purposes of 


this policy, a router that connects multiple computing devices at home is considered a LAN.  


Remote Access: Any access to the City’s network through a non-city controlled network, device, 


or medium.   


  


Top of Definitions   


  


Network-based Intrusion Detection System (NIDS): (See IDS & HIDS) A Network IDS (NIDS) 


is designed to support multiple hosts, whereas a Host IDS (HIDS) is set up to detect illegal 


actions within the host computer. Most IDS programs typically use signatures of known cracker 


attempts to signal an alert. Others look for deviations of the normal routine as indications of an 


attack.   


   


Non-repudiation: A mutually agreed process, secured evidence, or other method of operation 


which provides for proof of receipt or protection from denial of an electronic transaction or other 


activity.    


   


Off Site: A location separate and distinct from the area in which something, such as a computer, 


is located. Frequently referred to when considering backup storage.   


   


SRC: Security, Risk, and Compliance. Consisting of the division Director/Chief Information 


Security Officer and any assigned staff.   


   


Ownership: The term that signifies decision-making authority and accountability for a given span 


of control.   


  


Top of Definitions   


  


Perimeter Security: The ability to protect the outer limits of a network, or a physical area, or 


both.   


  


Personally Identifiable Information: specific data, elements of non-specific aggregate data, or 


other information which is tied to, or which otherwise identifies, an individual or provides 
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information about an individual in a way that is reasonably likely to enable identification of a 


person as an individual and make personal information about them known.    


   


Principle of Least Privilege: An operations principle that requires access privileges for any user 


to be limited to only what they need to have (nothing in addition) to be able to complete their 


assigned duties or functions.    


   


Principle of Separation of Duties: An operations principle that requires that whenever practical, 


no one person should be responsible for completing or controlling a task, or set of tasks, from 


beginning to end when it involves the potential for fraud, abuse or other harm.   


   


Privacy: An individual right to be left alone; to withdraw from the influences of his or her 


environment; to be secluded, not annoyed, and not intruded upon; to be protected against the 


misuse or abuse of something legally owned by an individual or normally considered by society 


to be his or her property.   


   


Privacy Statement: Sometimes referred to as a privacy policy, a privacy statement is posted on 


an organization's Web site to notify visitors of the types of information being collected and what 


will be done with the information.   


   


Proxy Server: A proxy server is a computer network service which allows workstation web 


browsing clients to make indirect web (or other network) connections to other web services or 


pages. A client connects to the proxy server, and then requests a connection, file, or other 


resource available on a different server. This can be legitimately used to increase security by 


giving administrators a way to control Internet access and network connections. However, it can 


also be used to bypass legitimate controls by redirecting service or web browsing requests 


around enterprise servers.   


   


Remote Access: Any access to the City’s network through a non-city controlled network, device, 


or medium.   


   


Risk Management: A comprehensive methodology that strives to balance risks against benefits 


in a pre-defined environment.   


  


Top of Definitions   


  


Security: An attribute of information systems which includes specific policy-based mechanisms 


and assurances for protecting the confidentiality and integrity of information, the availability and 


functionality of critical services and the privacy of individuals.   


   


Security Guidelines:  Recommended actions and/or industry best practices that should be used 


as a compass by users, IT staff, and others regarding security practices. Guidelines are not 


considered compulsory but instead treated as recommendations.     


   


Security Policy:  Set of organizational rules and specified or implied practices that regulate how 


an organization manages, protects and uses its information systems assets and data. These are 


rigid and must be complied with and any exceptions to them documented, reviewed and 


approved.  A Security Policy works as a blueprint for an organizations security program.   
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Security Standards:  Rules indicating how and what kind of software, hardware, databases and 


business practices should be implemented, used and maintained to meet security and 


operational objectives. Standards are normally considered compulsory like policy statements.   


   


Service Pack:  A service pack is an update to an operating system or application that includes 


coding and feature enhancements or revisions. It can also address security vulnerabilities as part 


of its package of revisions.    


   


Split Tunnel: This term has meaning only for VPN tunnels. It is the definition of how network 


traffic is handled by a remote end of a VPN tunnel. If using a split tunnel, then traffic bound for 


the City’s network uses the VPN tunnel and traffic bound for anywhere else, is not sent to the 


city, but rather is handled as normal by the ISP. If not using split tunnel, then when the tunnel is 


up, any traffic from the remote computing device is sent through the tunnel and handled by the 


City network. The choice of using a split tunnel or not is NOT configurable by the VPN client.   


   


Spoofing:  The interception, alteration, and retransmission of data (in an attempt) to fool the 


recipient.   


   


SSL VPN: A secure socket layer (SSL) VPN tunneling method that employs SSL encryption 


protocol.   


   


System: A network, computer, software package, or other entity for which there can be security 


concerns.   


   


System Administrators: Individuals who support the operations and integrity of computing 


systems and their use. These activities might include system installation, configuration, 


integration, maintenance, security management, and problem analysis and recovery. In an 


internetworked computing environment, managing the computer network often is their 


responsibility.    


   


System Management: The activities performed by systems administrators.   


   


System Owners: Individuals within the City who are accountable for the budget, management, 


and use of one or more electronic information systems or electronic applications that are 


associated with the City.   


  


System Operators: Individuals within the City who are accountable for the operational decisions 


about the use and management of a computing system. (See also, system owners).    


   


Systems Software: Systems software refers to the operating system and all utility programs that 


control computer resources. For purposes of this policy, it also covers firmware, or "embedded" 


software, such as the software that runs on a Dell remote access card, which has a web server 


embedded within the card itself.    


  


Top of Definitions   


  


Untrusted Image: A file containing an operating system, applications, services etc. that is used 


to custom configure a computing device specific to the needs of a particular organization. An 


untrusted image file is one that has not been updated to current patching and virus signature 


levels and is therefore untrusted and should not be used.   


   



http://www.webopedia.com/TERM/S/operating_system.html

http://www.webopedia.com/TERM/S/operating_system.html

http://www.webopedia.com/TERM/S/operating_system.html

http://www.webopedia.com/TERM/S/operating_system.html

http://www.webopedia.com/TERM/S/utility.html

http://www.webopedia.com/TERM/S/utility.html

http://www.webopedia.com/TERM/S/program.html

http://www.webopedia.com/TERM/S/program.html

http://www.webopedia.com/TERM/S/program.html

http://www.webopedia.com/TERM/S/program.html

http://www.webopedia.com/TERM/S/program.html

http://www.webopedia.com/TERM/S/computer.html

http://www.webopedia.com/TERM/S/resource.html

http://www.webopedia.com/TERM/S/resource.html
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Users:  Any individual that has been granted privileges and access to City computing and 


network services, applications, resources, and information.   


   


VLAN: Short for virtual LAN, a network of computers that behave as if they are connected to the 


same wire even though they may actually be physically located on different segments of a Local 


Area Network (LAN). VLANs are configured through software rather than hardware, which makes 


them extremely flexible. One of the biggest advantages of VLANs is that when a computer is 


physically moved to another location, it can stay on the same VLAN without any hardware 


reconfiguration   


   


VPN:  A Virtual Private Network (VPN) tunnel is a method for accessing a remote network via 


"tunneling" through the Internet.   


  


Wired: Generally refers to the physical cabling in a network. ―Over the wire  means transmitting 


the signal onto the physical medium. Increasingly, the wire is no longer metal, but glass. In this 


policy, a ―wired connection is one that is connected directly to the City’s backbone network 


without having passed through any wireless or Internet connection.   


   


Wireless: Radio transmission via the airwaves. Various communications techniques are  used 


to provide wireless transmission, including infrared line of sight, cellular, microwave, 


Bluetooth, satellite, packet radio and spread spectrum.  This policy covers the use of any 


wireless technologies used or contemplated for use in City communications or IT systems.   


  


Top of Definitions   


  


Back to Table of Contents    


  


SECTION 6 – DOCUMENT CONTROL   
   
Owning Organization: City of Seattle ITD Security, Risk, and Compliance (SRC) Update Cycle: 


To be reviewed annually for possible changes or considered for change at any time if requested.  


Record of Versions:   


   


Version   Status/Comments   Date   


Reviewed  Outdated references removed  12/11/2017  


Updated    Matched up with changes to html version on InWeb   10/21/09   


Re-write v4.3   Clarifications in VPN procedures & VPN Acceptable Use 


Sample   8/1/07   


Re-write v4.2   Clarifications in Remote Ad Hoc procedures section by DRM   
6/19/07   


Re-write v4.1   Clarifications and grammatical edits by DRM   6/1/07   


Re-write v.4   Rewritten for policy standardization by David Matthews (no 


substantive changes)   5/24/07   


Re-write v3.1e   Minor re-writes for clarification – sign off by CTO   4/25/07   


Final v 3.1d   Reviewed by SRC, ITSB and accepted by CTO   1/2/2007   


Draft v 3.1c   Tech Council and ITSB changes incorporated   12/20/06   
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Draft v 3.1   ITSB changes incorporated by David Matthews   11/17/06   


Draft v 2.1   ITSB changes incorporated by David Matthews   10/15/06   


Draft v. 1.1   ITSB changes incorporated by David Matthews   9/15/06   


   Review by ITSB   9/7/06   


Draft V 1.0   Written by David Matthews (replacing ISSP v.2 adopted 


October 2003)   8/25/06   


   


Back to Table of Contents  


  


APPENDIX A – REGULATORY AND COMPLIANCE 


REQUIREMENTS   
   
The information contained in Appendix A is for the reader’s convenience only. It should be 


understood that the City makes no representation as to the completeness, accuracy, or currency 


of the materials.    


   


City, State and Federal statutes and regulations that directly or indirectly affect City of 


Seattle’s information systems security program include:   


   


Seattle Municipal Code   


 SMC 14.04 – relating to fair employment practices   


 SMC 14.12 – relating to the collection of criminal information   


   


Revised Code of Washington (RCW)   


• RCW 40.14 - relating to records management, retention and destruction.    


• RCW 42.17.020 – relating to public records ―writing  inclusive of graphics and computer 


records.   


• RCW 42.17.310 – relating to private and vital public records that are exempt from 


disclosure.   


• RCW 5.60.060 – relating to communications made to a public officer in official 


confidence, when the public interest would suffer by disclosure.    


• RCW 42.52.050 – relating to confidential information records improperly concealed.   


• RCW 42.52.260 – relating to documents and indexes to be made public.  Chapter 70.02 


RCW - Uniform Health Care Information Act   


• RCW 71.05.390 - 420 – relating to mental health records.   


• RCW 71.34.200 – relating to mental health care record of juveniles   


• RCW 70.24.105 – relating to HIV/STD information   


• RCW 9.73 – Privacy Act   


• RCW 19.190.020 - Unsolicited Electronic Mail Act   


• RCW 9A.48.100 – Malicious Mischief   


• RCW 9A.52.110, 120, 130 – Computer Trespass   


   


Washington Administrative Code (WAC)   


• WAC 478-250 – relating to governance for indexing of public records.   


• WAC 478- 276 – relating to governance for access to public records.   


• WAC 292.130 – relating to protection and management of public records.   


   


United States Code (U.S.C.)   
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• (5 U.S.C. § 552a) Privacy Act – relating to the collection, notification, disclosure, and 


handling requirements of personal data.    


• (18 U.S.C. § 2701, et seq.) Electronic Communications Privacy Act – relating to 


prohibitions for persons tampering with computers or accessing certain computerized 


records, without authorization. The act also prohibits providers of electronic 


communications services from disclosing the contents of stored communications.    
 (Pub, Law No. 104-191 §§ 262,264: C.F.R. §§ 160-164) Health Insurance 


Portability and Accountability Act – relating to the security and privacy of individually 


identifiable health information that is maintained or transmitted by a covered entity. Also  


it requires these covered entities to apply many of its provisions to their business 


associates, researchers, employers and others.    


• (42 U.S.C. § 242m) – relating to prohibitions of disclosure of data collected by the 


National Centers for Heath Services Research and for Health Statistics that would 


identify an individual in any way.   


• (21 U.S.C. § 1175; 42 U.S.C. § 290dd-3) Drug and Alcoholism Abuse Confidentiality 


Statutes – relating to prohibition of disclosure of information collected for federally 


funded research and treatment of drug abuse and alcoholism.   


• (5 U.S.C. § 552) Freedom of Information Act [FOIA] – relating to provisions for access to 


many types of records that are exempt from access under the Privacy Act, including 


many categories of personal information.   


• (39 U.S.C. § 3623) Mail Privacy Statute – relating to prohibitions of opening mail without 


a search warrant or the addressee’s consent.     


• (29 U.S.C. § 1025, et seq.) Employee Retirement Income Security Act - relating to 


employer requirements to provide employees access to information about their accrued 


retirement benefits.   


• (42 U.S.C. § 2000e, et seq.) Equal Employment Opportunity Act – relating to restrictions 


on the collection and use of information that would result in employment discrimination 


on the basis of race, sex, religion, national origin and a variety of other characteristics.   


• (18 U.S.C. § 1029) Fraud and Related Activity in Connection with Access Devices – 


relating to prohibitions and penalties associated with unauthorized possession and 


fraudulent use of access tokens, passwords, etc.    


• (18 U.S.C. § 1030) Fraud and Related Activity in Connection with Computers –related to 


prohibitions of unauthorized access and use of electronic systems.   


• (18 U.S.C. § 1362) Communication Lines, Stations, or Systems – relating to prohibitions 


of malicious or willful destruction or intent to destroy or disrupt communications systems 


within the U.S.   


• (18 U.S.C. §§ 2510, et seq.; 47 U.S.C. § 605) Wiretap Statutes – relating to prohibitions 


of the use of eavesdropping technology and the interception of electronic mail, radio 


communications, data transmission and telephone calls without consent.   


• (18 U.S.C. § 2703) Requirements for Government Access –relating to rules for 


government agencies for obtaining disclosure of an electronic communication from a 


provider of such services.     


• (47 U.S.C. § 1001) Communications Assistance for Law Enforcement – relating to 


preserving law enforcements ability to engage in lawful electronic surveillance in the face 


of new technological developments.   


• (15 U.S.C. §§ 6501 et seq. 16 C.F.R. § 312) Children’s Online Privacy Protection Act of 


1998 – relating to requirements that a web site directed at children under 13 years of 


age to obtain ―verifiable parental consent  before collection personal information from 


children.     


• (H.R. 3162) "Uniting and Strengthening America by Providing Appropriate Tools 


Required to Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001" – 
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relating to a variety of special laws specific to countering terrorist acts including 


expanded investigative options for law enforcement.    


• 28 CFR Part 20, Section 20.33 and elsewhere –relating to restrictions on criminal history 


records remaining in control of criminal justice agencies.   


• (17 U.S.C § 101, et. Seq) – relating to the Copyright Act   


   


Note: Also, to be included in this section of the listing are statutes and promulgated regulations 


related to NERC, FERC, WECC, GISRA and other energy sector related rules that could affect 


technology security policy.   


   


Other primary authorities to be considered for conforming to best practices and strategic 


planning include:   


   


• OMB Circular NO. A-130. This Circular provides uniform information resources 


management policies as required by many Federal Executive Orders and Acts including: 


44 U.S.C. 35  


• Paperwork Reduction Act of 1980, 5 U.S.C. 552a  


• The Privacy Act, 40 U.S.C. 759 •  The Computer Security Act of 1987.   


• NCQA Advisory Information System Standards (based on work presented in HEDIS   


• Volume 4: A Roadmap for Information Systems   


• NAIC Health Information Privacy Model Act (1998)   


   


Additional Information Sources Regarding Policy formulation:   


   


• National Institute of Standards and Technology (NIST) Engineering Principles for IT 


Security.   


• US DHHS OIG Audit Practices   


• National Research Council report For the Record: Protecting Electronic Health 


Information (1997)   


• Common Criteria …specifically:   


o The Common Criteria for Information Technology Security Evaluation (CC), 


version 2.1/aligned with ISO IS 15408 (last updated: 19 September 2000)   


o Guide for Production of Protection Profiles and Security, Preliminary Draft  


Technical Report (PDTR) (last updated: 01 January 2000)  o  CSPP – 


Guidance for COTS Security Protection Profiles, version 1.0 NISTIR  


6462 (final document: 01 January 2000)  o  CSPP-OS Operating System 


Protection Profile, draft version 0.3, (last updated:  


01 April 2000)  o  Role-Based Access Control (RBAC) Protection 


Profile, final version 1.0   o  Federal Government Firewall Protection Profiles, 


draft version based on CC version 2.0   


o SCPP – Smart Card Security Users Group Protection Profile, version 2.0 (last 


updated: 01 June 2000   


   


Note: All Common Criteria are established and maintained by processes and oversight of:   


   


• The Communications Security Establishment (CSE), Canada   


• The Central Service for Information Systems Security (CSISS), France   


• The German Information Security Agency (GISA), Germany   


• The National Communications Security Agency (NCSA), Netherlands   


• The Communications–Electronics Security Group (CESG), UK   
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• The National Institute of Standards and Technology (NIST), United States   


• The National Security Agency (NSA), United States   


   


(Years ago, these organizations recognized a growing need for a common set of security criteria. 


This collaborative effort produced a set of standards for building and evaluating security 


standards, environments, and systems. These Common Criteria have now become an important 


authority and are being used to support legislated and regulatory standards at the national and 


international level. The City can anticipate that all efforts to comply with the Common Criteria will 


be beneficial on several technical and business levels.)   


   


Back to Table of Contents  


  


APPENDIX B – RELATED DOCUMENTS   
   
Online Privacy Policy  


http://www.cityofseattle.gov/pan/privacypol.htm   


   


Back to Table of Contents   


  


APPENDIX C – ACCEPTABLE USE POLICY  
  
Subject:   


City-owned Technology Resource   


Acceptable Use Policy   


Effective:   


TBD   


Number:  N/A   


Authors:   


City of Seattle Security, Risk, and 


Compliance, et al.   


Supersedes:   


ISSP POL17: Acceptable Use of City Digital  


Equipment, Internet Access, E-Mail and 


Other Applications; all versions of this 


policy prior to the date above.   


Approved:   Department:   Page(s): 7   


Michael Mattmiller, Chief  Citywide  Technology Officer   
  


 1.0 PURPOSE:   


This policy defines the appropriate use of technology resources that are 


owned by the City of Seattle and provided for employee use. Departments 


are permitted to issue their own policies that augment or adopt this policy 


through reference, but not to supersede or contradict it.   


2.0 APPLICABILITY:   


This policy applies to anyone who uses City Technology Resources, 


including employees, temporary employees, contractors, vendors and all 


others.   


3.0 DEFINITIONS:   



http://www.cityofseattle.gov/pan/privacypol.htm

http://www.cityofseattle.net/pan/privacypol.htm

http://www.cityofseattle.net/pan/privacypol.htm
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3.01 Internet: the Internet is a worldwide “network of networks,” including 


bulletin boards, World Wide Web (WWW), data servers, applications, 


messaging services, social media, and other functions and features, which 


are accessed via a computer, a mobile device, or other client devices.   


3.02 Digital Equipment (Device): Includes but is not limited to computers, 


laptops, telephones, cellular telephones, smart phones, and other devices 


such as tablets. Any technology provided by the City for communications, 


computing, printing, etc. is covered by this definition.   


3.03 Data Files: Information contained in files such as e-mail messages, 


electronic documents, database tables, telephone records, extracts from 


databases or output from applications.   


3.04 Messaging: Any technology used to facilitate digital communication, 


including but not limited to Instant Messaging (IM), electronic mail (e-mail, 


both City-provided and through external services for personal use), SMS 


(texting), audio and video conferencing, peer-to-peer networking (P2P), 


mobile, fixed, and software-based voice over Internet protocol (VoIP) 


telephones.   


3.05 City-owned Technology Resources: Technology resources paid for by 


city funds, including, but not limited to: Internet/Intranet/Extranet-related 


systems, computer and other digital equipment, software, operating systems, 


storage media, network accounts providing electronic mail and other 


messaging, and systems that enable web browsing, and file transfer.   


3.05.1 Non-City-owned Technology Resources: Technology 


resources NOT paid for by City funds, including, but not limited to: 


Internet/Intranet/Extranet-related systems, computer and other digital 


equipment (including but not limited to tablets, laptops, smartphones), 


software, operating systems, storage media (including but not limited 


to USB or “flash” drives, external hard drives, camera memory, cloud 


storage media), accounts providing personal electronic mail and other 


messaging or social media, and systems that enable web browsing, 


and file sharing.   


3.06 Social Media: Any Internet site such as blogs, Facebook, Twitter,  


LinkedIn, YouTube, etc. that is focused on creating “networks” of individuals.   


3.07 Hacking/Hacking Tools: Behavior and tools designed to circumvent 


security measures, or to otherwise effect unauthorized changes to computer 


hardware or software.   


3.08 Peer-To-Peer Networking: Protocol or service for networking devices 


without a centrally managed server.   


3.09 Communication protocol: An agreed-upon method of communication 


used within networks.   


3.10 Malware: A general term for potentially hostile software; encompasses 


viruses, Trojans, spyware, etc.   
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3.11 City Records or Public Records: Any writing containing information 


relating to the conduct of City government or the performance of any City 


governmental or proprietary function prepared, owned, used, or retained by 


the City, including any City employee, regardless of physical form or 


characteristics.   


3.12 Washington Public Records Act: Chapter 42.56. Revised Code of 


Washington (RCW)   


4.0 POLICY:   


4.01 City Resources are for City Business: City-owned technology resources 


shall serve the business needs of the City of Seattle.   


4.02 No Expectation of Privacy: Nothing in this policy confers an individual 


right, or shall be construed to provide, an expectation of privacy. Employees 


must not expect privacy in the use of City communications and digital 


equipment.   


4.03 Confidentiality: City-held information on the constituents of the City of 


Seattle may not be disclosed without a clear business need, or public 


disclosure request.   


4.04 Limited Personal Use: City owned technology resources may be used 


for personal purposes on a limited basis, providing this use results in:   


4.04.1 No marginal cost to the City   


4.04.2 No interference with work responsibilities   


4.04.3 No disruption to the workplace   


4.04.4 No storage of unlicensed, copyrighted materials on any 


Cityowned technology resources.   


4.04.5 No device-to-device connection of Non-City-owned Technology 


Resources to City-owned Technology Resources. For example, 


charging of personal smartphones via City computer USB port is 


prohibited.   


4.04.6 No illegal activities.   


4.04.7 No commercial or solicitation activities.   


4.05 Limited use of external e-mail services: The limited use of an external 


email service is allowed, providing that the service applies anti-malware 


controls in a manner equivalent to that provided by the City, and such use is 


incidental and does not interfere with your workload, as determined by your 


supervisor. Attachments and embedded links should not be clicked or 


downloaded.   


4.06 Media Files: City computers, devices, and other storage locations must 


not be used to download or store music/audio/movies/eBooks/games files for 


personal use.   
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4.07 Sharing of City Data Files: City Data Files may be shared as needed to 


support City functions and in accordance with the Information Systems 


Security Policy, In particular:   


• POL10 Electronic Data and Records Management   


• GUI10A Classification of Data   


4.07.01 Data files classified as PUBLIC may be shared without restriction 


except where copyright is applicable.   


4.07.02 Data files classified as SENSITIVE should be shared only when 


the City has a documented business need, or as required under the 


Washington Public Records Act pursuant to specific public disclosure 


requests. To the extent that non-disclosure is allowed under law. 


Restricted data files should be shared only when the integrity and 


obligations of the City's business operations and compliance 


requirements are ensured.   


4.07.03 Data files classified as CONFIDENTIAL should not be shared 


except as required to conduct City business. It is specifically protected in 


all or in part from disclosure under the State of Washington Public 


Disclosure Laws.   


4.07.04 Data files classified as CONFIDENTIAL REQUIRING SPECIAL 


HANDLING is specifically protected from disclosure by law and subject to 


strict handling requirements dictated by statues, regulations, or legal 


agreements.   


4.08 Downloading to and Storage of City Records on Non-City-owned 


Technology Resources:   


4.08.01 City or Public Records should not be downloaded to, nor 


stored on Non-City-owned Technology Resources unless by 


exception granted by the Chief Technology Officer.   


4.08.02 City or Public Records stored on Non-City-owned Technology 


Resources are subject to the same regulations concerning disclosure, 


discovery and records retention as City records stored on City-owned 


Technology Resources. The storage of any City or Public Record on 


any device may subject the entire device to a search for records 


under the Washington Public Records Act, or under court rules 


related to discovery in litigation.   


4.09 Specific Prohibitions and Limitations: City policies regarding acceptable 


behavior and communication will apply to use of the Internet and messaging. 


Specifically prohibited use includes but is not limited to:   


4.09.1 Conducting a private business;   


4.09.2 Political campaigning;   


4.09.3 Accessing sites which promote exclusivity, hatred, or positions 


which are contrary to the City’s policy of embracing cultural diversity;   
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4.09.4 Accessing inappropriate sites including adult content, online 


gambling, online gaming, and dating services;   


4.09.5 Accessing sites that promote illegal activity, copyright violation, 


or activity that violates the City’s ethical standards.   


4.09.6 Using the internet to obtain or disseminate language or 


material which would normally be prohibited in the workplace;   


4.09.7 Using encryption technology that has not been approved for 


use by the City;   


4.09.8 Making unauthorized general message distributions to all users 


(everyone);   


4.09.9 Installing any software that has not been approved by the City;  


4.09.10 Sharing or storing unlicensed software or audio/video files;   


4.09.11 Using security exploit tools (hacking tools) to attempt to 


elevate user privileges or obtain unauthorized resources;   


4.09.12 Broadcasting e-mail to large numbers of external constituents 


unless the list members are hidden through the use of the BCC field.   


4.09.13 Using a City e-mail address when posting to public forums  


e.g. blogs, social media sites, wikis and discussion lists for personal 


use;   


4.09.14 Accessing sites that distribute computer security exploits  


(“hacking” sites);   


4.09.15 Use of online shopping and/or interferes with your workload, 


as determined by your supervisor.   


4.09.16 Excessive use of social media sites for personal use that is 


more than incidental, and/or interferes with your workload, as 


determined by your supervisor.   


4.09.17 Use of streaming media for other than City of Seattle 


business purposes during work hours;   


4.09.18 Using unauthorized Peer-to-Peer Networking   


4.09.19 Using a City e-mail address as a means of notification for 


personal use, e.g. shopping, dating or social media sites.   


NOTES:   


1. If any of the above prohibited uses is required for a 


legitimate business reason, it is management’s responsibility 


to follow the exception process as referenced in Section 7.   


  


4.10 Use Standard Resources Only: All Digital equipment and applications 


must be authorized and installed by appropriate personnel. Only software, 


hardware, and communication protocols that meet the City’s defined 
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standards will be installed on, or connected to, City-owned Technology 


Resources unless an exception has been granted and documented in 


writing.   


4.11 Additional Cost to the City: Resources that incur a cost to the City, 


whether accessed via the Internet, mobile device, email or other 


applications, must not be accessed or downloaded to any City-owned 


technology resources without prior approval. It is the supervisor’s 


responsibility to assure the business need, applicability, and safety of any 


new resource.   


4.12 Conflicts: If any component of this policy conflicts with any applicable 


collective bargaining agreement, the collective bargaining agreement shall 


control. The remaining non-conflicting features of this policy shall remain in 


effect.   


5.0 RESPONSIBILITIES:   


5.01 Employee Responsibilities   


5.01.1 Monitor personal use of the internet, messaging, and other 


applications, in accordance with Sections 4.01-4.12 above.   


5.01.2 Monitor the sharing of City data files in accordance with 


Section 4.07, above   


5.01.3 Adhere to City standards as discussed in the policy language 


above.   


5.01.4 Read and adhere to relevant policies.   


5.01.5 Obtain authorization from their supervisor before incurring 


charges; for example, downloading data or accessing a paid service.   


5.01.6 Request the applicable Service Desk to download and install 


software to City-owned Technology Resources unless express 


consent has been granted for employees to download and install 


software.   


5.02 Management Responsibilities   


5.02.1 Support enterprise-grade technology to enforce this policy, to 


ensure that the primary purpose of that use is to meet City business 


needs, and that relevant City standards are met.   


5.02.2 Review and make decisions regarding the approval of all 


nonwork related broadcast announcements. Acceptable uses for 


nonwork related broadcast announcements would include arrival or 


departure of a department employee or a departmental charitable 


campaign event.   


6.0 POLICY ENFORCEMENT:   


In order to safeguard City resources, violators of this policy may be denied access 


to City computing and network resources and may be subject to other disciplinary 


action within and outside the City. Violations of this policy will be handled in 
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accordance with the City’s established disciplinary procedures. The City may 


temporarily suspend, block or restrict access to computing resources and accounts, 


independent of such procedures, when it reasonably appears necessary to do so in 


order to protect the integrity, confidentiality, or availability of City computing and 


network resources, or to protect the City from liability.   


6.01 If violations of this policy are discovered, the City will take appropriate 


actions to resolve the issue and violators may be subject to disciplinary 


measures.   


6.02 If violations of this policy are discovered that are illegal activities, the 


City may notify appropriate authorities.   


6.03 The City reserves the right to pursue appropriate legal actions to 


recover any financial losses suffered as a result of violations of this policy.   


7.0 EXCEPTION PROCESS   
Exceptions to this policy will be requested in writing to management, and the 


request will be escalated to Security, Risk, and Compliance or the Office of the 


Chief Technology Officer.   


APPENDIX D – VPN Information  
The City offers several remote access services to meet the varied business and technical 


requirements of its workforce. The following table provides an overview of those services. 


 Remote 


access 


service   
Intended 


users   User requirements   Brief service description   


 


Outlook  


Web  


Access  


(OWA)  


City  


employees 


and 


contractors  


Internet access to 


email and 


calendaring  


Provides most functionality of the 
Outlook desktop client. Establishes a 
connection to a secure web page from 
any device with an Internet connection 
and browser. Everyone with a City of 
Seattle email account has access to  
OWA. There is no fee for use.  
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Web  


Access  


VPN  


City  


employees 


and 


contractors  


Remote access to 


email and 


calendaring, the 


InWeb, internal 


webbased 


applications, and files 


stored on network 


drives. Can provide 


remote access to a 


City desktop 


computer via terminal 


services.  


Previously known as 'Standard VPN', 
this can provide:  


- Remote Desktop access to a 
Cityconnected computer that the user 
has access rights to, via a web browser.  


There is no fee for use.   


Web Access VPN may be installed on a 
City-owned or employee-owned 
computer and accessed via a web 
browser.  


(Note, however, that the City Service 


Desk does not provide support for 


employee-owned computers.)  


Full Access  


VPN  


City  


employees 


with a 


Cityowned 


computer.  


Remote access to 
applications, 
databases, and 
devices not 
accessible via Web  
Access VPN  


Previously known as 'Non-standard 


VPN', this provides full-tunnel access to 


the City network backbone via an SSL 


tunnel. Users must have a City-owned 


computer. (Note: Tablets are not 


currently supported.) There is no fee for 


use.  


Vendor 


VPN  


External 


vendors  


Remote access to  


specific devices or 


files  


Provides very limited access to the City 
network for maintenance and support  
purposes. Vendor VPN accounts are  


restricted to the specific devices or files  


that the vendor supports. A City 


employee must sponsor.  
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APPENDIX E – Investigation Support Request Form  


  
Exceptions will be documented in writing and retained according to existing 


retention schedules. Exceptions may be granted on a limited-time basis.   


8.0 REFERENCES:   
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 Seattle Municipal Code Section 4.16, Code of Ethics.   


Seattle Municipal Code Section 2.04.300, Political Activities   


City Resolution 29669, Policy on Workplace Harassment.   


 Information Systems Security Policy Handbook, March 2007   


 City Guidelines on Employee Use of City Equipment and Facilities, revised 8/2/99   


DPAC Standards 5.1 Email Usage, adopted October 11, 1994.   


 DPAC Standards 5.2 Internet Acceptable Use, adopted May 9, 1995.   


 ITD Workplace Expectations   


Applicable Labor Agreements   


   
Information Systems Security Policy Contacts   
   
Please direct questions about Information Systems Security Policy to   


ITD_SC_InformationSecurity@seattle.gov   
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Nameplate

		CustomerNo		TC		EquipmentID		Unit No		Sub-name		Location		Other		MFG		Equip Type		Date MFG		Trans Class		S/N		Impedence		kVA		Phase/Cycle		PRI		PRI-Vector		Liq Type		SEC		SEC-Vector		Amount Liq		Weight		Oth Access		Radiators		Conservator		Fans		LTC Compart		H2O Cooled		Brushing Loc		Oil Pumps		Breather		Top FPV		Hose Length		Bot FPV		Service Online		Insulation		Power Avail.		Selector Gallons		Transfer/Diverter Gallons		LTC Model No.		LTC for TC No.		Silica Gel

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		BK78 LTC		DUWAMISH SUB		Seattle WA		P-1078		REINHAUSEN		LOAD TAP CHANGER		01/01/2000				580093												OIL																										Free/Desiccant								No				No						M111 500Y





Visual

		CustomerNo		TC		EquipmentID		Date		Level		Sample Temp		Top Temp		P/V		Paint		Leaks		Field Date		Service

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/21/2018		NORMAL				43				GOOD		NONE

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/23/2017				24

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/19/2014		NORMAL				50				GOOD		YES-LTC DRAIN VALVE

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/27/2012		NORMAL								FAIR

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		10/22/2010				9		44

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		07/20/2010										GOOD

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		03/14/2005		NORMAL						0.100				BOTTOM OF OIL FILTER/PUMP UNIT

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		11/16/2004				0		23





Oil Screen

		CustomerNo		TC		EquipmentID		Date		Acid		Acid Result		IFT		IFT Result		D877		D877 Result		D1816		D1816 Result		Color		Color Result		SP. GR		SP. GR Result		Visual		Visual Result		Sediment		Sediment Result

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/21/2018		0.050		AC		36.200		AC		43.000		AC						2.000		AC		0.880		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/23/2017		0.030		AC		35.300		AC		45.000		AC						2.000		AC		0.880		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/19/2014		0.020		AC		39.200		AC		38.000		AC						2.000		AC		0.870		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/27/2012		0.030		AC		38.900		AC		48.000		AC						1.500		AC		0.880		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		07/20/2010		0.030		AC		37.800		AC		40.000		AC						1.500		AC		0.880		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/23/2008		0.020		AC		38.700		AC		47.000		AC						1.500		AC		0.870		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		11/01/2006		0.030		AC		38.300		AC		44.000		AC						1.500		AC		0.880		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		03/14/2005		0.030		AC		39.500		AC		43.000		AC						1.500		AC		0.870		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		11/16/2004		0.020		AC		36.000		AC		45.000		AC						1.500		AC		0.870		AC		CLEAR		AC		NONE		AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		10/30/2004		0.020		AC		37.400		AC		49.000		AC						1.500		AC		0.870		AC		CLEAR		AC		NONE		AC





Inhibitor

		CustomerNo		TC		EquipmentID		Date		% By Weight		Rating		Note





Liquid Power Factor

		CustomerNo		TC		EquipmentID		Date		25C		25C Result		100C		100C Result





Karl Fischer

		CustomerNo		TC		EquipmentID		Date		Avg. Temp.		PPM		% Saturation		Rec		% Dry Weight		Note

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/21/2018		33.000		40.000				QU				The moisture content is questionable based on the equipment class and liquid type. This condition should be monitored with a shorter test interval until it reaches an unacceptable level or until the next preventative maintenance interval.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/23/2017		29.000		31.000				AC				The moisture content continues to be acceptable based on the equipment and liquid type. Continued normal monitoring is indicated.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/19/2014		29.000		9.000				AC				The moisture content continues to be acceptable based on the equipment and liquid type. Continued normal monitoring is indicated.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/27/2012		14.000		7.000				AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		10/22/2010				9.000				AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/23/2008				5.000				AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		11/01/2006				10.000				AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		03/14/2005				5.000				AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		11/16/2004				7.000				AC

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		10/30/2004				10.000				AC





Furan

		CustomerNo		TC		EquipmentID		Date		5H2F		2F0L		2FAL		2ACF		5M2F		Total		Recommendation		Comment		Other Info.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/21/2018				ND		28						28				NO RECOMMENDATION		Calculated DP: 800 Est. Life Remaining: 100

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/27/2012				ND		14						14				NO RECOMMENDATION





Dissolved Gas Analysis

		CustomerNo		TC		EquipmentID		Date		Hydrogen		Oxygen		Nitrogen		Methane		Carbon Mono		Carbon Dioxide		Ethane		Ethylene		Acetylene		Total Combust		Total Gas		Recommendation		Comment

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/21/2018		376		20,295		69,289		130		69		1,938		76		655		3,165		4,471		95,993		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/23/2017		1,783		13,974		44,955		251		216		2,356		89		828		5,062		8,229		69,514		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		06/19/2014		2,661		16,879		52,751		382		182		2,127		110		983		5,527		9,845		81,602		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/27/2012		2,389		17,577		59,915		326		250		2,152		109		1,013		5,177		9,264		88,908		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		07/20/2010		2,170		26,211		72,459		276		201		1,455		74		727		5,423		8,871		108,996		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/23/2008		2,382		26,067		71,111		292		238		1,782		73		985		7,070		11,040		110,000		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		11/01/2006		942		15,437		52,974		1,215		350		2,157		96		1,687		15,893		20,183		90,751		RETEST 1 YEAR		YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.





Metals in Oil

		CustomerNo		TC		EquipmentID		Date		Aluminum		Iron		Copper		Recommendation		Comment

		8002766		9,731		09BC0097-D0CA-4DC8-A2D8-B4C67C8AFC91		12/23/2008						0.030		RETEST 1 YEAR		THERE ARE NO DIAGNOSTIC LEVELS OF METALS IN THIS SAMPLE. THESE DATA CAN SERVE AS A BASELINE FOR FUTURE ANALYSES.





PCB

		CustomerNo		TC		EquipmentID		Date		1242		1254		1260		Other		Total		Color		Label
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APPROVAL 


 
This Department Operations Center Annex was prepared by Seattle City Light to ensure 


effective response and restoration efforts by Seattle City Light. This plan has been 


distributed internally within the Seattle City Light organization and with external agencies 


that may be affected by its implementation.  


 


 


 


 


 


 
Approved: DaVonna Johnson  Date 3-15-18 


Chief Administrative Services Officer 
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2017 REVISIONS 
 


Removed references to the Community Notification System, in Section 2, which has 


been retired and replaced by Alert Seattle 


Removed all reference to the Security and Emergency Management Officer title 
which has been retired 
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 1 DEPARTMENT OPERATIONS CENTER CONCEPT 
 


BACKGROUND 
 


The City of Seattle has directed that all departments will develop emergency response and 


continuity of operations plans based on the National Incident Management System (NIMS) 


Incident Command System (ICS) and that the plans will be used in responding to emergency 


incidents. This document, Department Operations Center (DOC) Annex, supports the Continuity 


of Operations Plan (COOP) for Seattle City Light (SCL) and follows ICS standards and 


guidelines. Using ICS provides a high level of consistency of operations and would allow a 


quicker modular expansion and response if the scope of a threat increases. 


 


The COOP describes the effort required by SCL to ensure that, in an emergency incident, the 


continuity of essential functions is maintained. The DOC Annex is designed to support the COOP 


by outlining procedures to activate and operate SCL’s DOC. The COOP’s objectives are to 


ensure continued performance of essential functions, to ensure the safety of staff, to protect and 


minimize damage to assets, to mitigate disruptions to operations and to achieve a timely 


recovery, and to restore power as quickly as possible while achieving high levels of customer 


satisfaction. The COOP is not an emergency response or readiness plan; it provides the 


overarching organization to managing the emergency incident and ensuring business continuity 


with key leaders managing the uncertainties and unexpected occurrences associated with any 


emergency incident.  


 


The SCL COOP is required to support the City of Seattle Emergency Operations Plan (EOP) 


which, in turn, supports county, state, and national plans. While ICS principles, polices, and 


practices have been adopted, there are certain terms and components that maintain consistency 


with the EOP. 


 


EOP – COOP – Annex Relationships 


 
 


The COOP explains how emergency incidents will be managed. It does not prescribe or detail 


any individual assessment, response, or recovery operational tasks, but it does describe how the 


City of Seattle  
Emergency 


Operations Plan 


Seattle City Light  
Continuity of  


Operations Plan 
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emergency incident will be managed. Dependent on the type of incident, the specific annex will 


be used as the basis for the response but the Incident Management Team (IMT) will control the 


priorities and adapt actions based on actual conditions and assessments.  


 


MISSION AND OBJECTIVES 
 


The COOP provides a uniform, structured, and rational approach for directing SCL’s response to 


emergency incidents in a manner that will expedite the utility’s ability to restore electrical 


systems and essential services and to enhance overall cooperation between impacted City of 


Seattle departments and external agencies, before, during, and after an incident. 


 


The COOP establishes the capability to prepare for a response to all-hazard emergencies 


affecting SCL’s operations. The COOP describes how SCL will sustain the capability of 


performing essential functions during and after a disruption in operations, whether caused by 


severe weather or other natural or man-made disasters or malevolent attack. It ensures the 


capability to support employees and contractors, system users, emergency responders, local and 


regional emergency management agencies, and the general public during emergencies. 


Additionally, the COOP will provide guidelines for recovery and return to standard operating 


procedures. 


 


SCL’s primary objectives during an emergency incident are to: 


 Ensure the safety of the general public, employees, and family members 


 Minimize damage and losses 


 Ensure the continuous performance of SCL’s essential functions during an emergency 


 Protect essential equipment, records, and other vital assets 


 Reduce disruptions to operations; both short term and longer term 


 Return to normal operations as quickly as possible 


 


The primary objectives of the COOP are to: 


 Identify SCL’s essential functions and critical services by Business Unit and establish 


priorities for response and recovery 


 Identify key personnel to perform the identified essential functions until all emergency 


incident impacts have been resolved and normal operations are restored 


 Identify SCL’s command structure during an emergency or disaster 


 Describe the basic strategy and tactics for managing, mitigating, and directing all phases 


of SCL’s emergency plan 


 Define the DOC and guidelines for activating the DOC 


 Describe the recovery steps from emergency operations 


 Identify alternate operating sites and ensure operational and managerial requirements are 


met before an emergency occurs 


 Document and maintain response and restoration plans for SCL 
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DEPARTMENT OPERATIONS CENTER 
 


The purpose of the DOC is to provide a single location that helps support response, restoration, 


and recovery efforts for SCL. For any event classified as Major, SCL’s Incident Commander will 


determine whether the DOC should be activated. For any event classified as a Disaster or above, 


the DOC will automatically be activated. During any event requiring its activation, the DOC will 


support SCL’s response efforts. The ability to coordinate multiple incidents from a single 


command and coordination center provides a more efficient and proficient method for 


prioritizing operations, planning, logistics, and finance and administrative support. In addition, 


establishment of the DOC ensures that SCL provides other city and county agencies and 


departments with a single point of contact for coordination of responses.  


 


The DOC is SCL’s center for managing an emergency incident and bringing operations back to 


normal conditions. The DOC: 


 Is a pre-designated location that will be the principal broker of information 


 Provides a layer between all aspects of SCL’s response and the City of Seattle 


Emergency Operations Center (EOC) 


 Identifies and manages additional resources 


 


The City EOC will turn to the DOC for decisions and information relating to power supply and 


restoration. 


 


DOC Activation Modes 


Level Actions 


Increased Readiness Monitoring and planning 


Major  Incident 
Some damage has occurred; expanded resources and extended 
personnel hours required 


Disaster 
Damage Assessment and DOC opened. Call Center, Field 
Operations, and SOC expanded 


Catastrophe 
Appropriate mutual assistance agreements activated, extra 
resources required, employee safety issues reiterated 


 


Once an emergency incident has occurred, the DOC will be activated and the IMT will be 


assigned according to the magnitude and nature of the emergency incident. The IMT members 


will not be able to perform their normal day-to-day roles, so each division must develop a 


succession plan so alternate personnel can be activated and they can provide leadership to 


continuing the appropriate levels of SCL operations during an emergency incident.  


 


Each incident will have one Incident Commander who leads the DOC and IMT activities. Should 


the emergency require state or federal assistance, the consistency of titles provides an easier 


coordination because of the strong understanding of the chain-of-command roles. 
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ICS is utilized by SCL in all response activities. The IMT, which includes executive-level 


personnel and selected directors and staff, is activated during any increased readiness mode and 


serves the function of addressing policy issues and ensuring that all SCL executives are regularly 


updated on significant events or issues. In order to ensure that the IMT is kept apprised of the 


restoration effort, SCL has initiated the use of a conference call, both before and during storms. 


The IMT turns management of the event over to the Incident Commander utilizing the ICS 


structure. The IMT takes the lead in setting goals and developing strategies for restoration and 


keeping all staff and customers appropriately informed of decisions and progress in the 


restoration effort. After the event, this team will gather together to discuss best practices, lessons 


learned, and corrective actions that will be addressed in an after-action report. The figure below 


displays the expected ICS structure within the DOC. 


 


IMT Organization Chart 


 


ACTIVATION AND TRIGGER POINTS 
 


Trigger points are events that provide a starting point for the IMT to begin monitoring events so 


they can set the appropriate Activation Mode: Major Incident, Disaster, or Catastrophe. These 


trigger points include factors such as: 


 Actual damage to the system as a result of earthquake, winds, ice, or any damaging event 


 Predicted time to restore SCL’s services 


 Predicted wind speed, snow, or ice accumulation 
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 Predicted extremely low temperatures 


 Level of water saturation that can contribute to landslides and falling trees during 


earthquakes or severe weather 


 


Each of these factors is considered separately and in combination to determine what activation 


level is appropriate.  


 


Combinations of predicted or actual damaging factors will need to be analyzed carefully to help 


management determine the predicted damage to SCL’s system.  


 


Activation 
Modes 


Increased 
Readiness 


Major Incident 
Activation 


Mode 


Disaster 
Activation 


Mode 


Catastrophe 
Activation Mode 


Trigger 


 Storm 
weather 
predicted; 
lightning, ice, 
snow, wind 


 Outages of 
10-35k 
customers 


 High Wind 
Advisory 25-
39 mph 


 1-3” snow 


 Event 
duration of 
<2days 


 40+ mph 
winds 


 3-6” snow 


 Event 
duration of 
2-15 days 


 50+ mph 
winds 


 >6” snow 


 Event 
duration of 
>15 days 


Incident 
Management 


Team 


 Activate IMT 
at low levels 


 Consider 
activating the 
DOC 
 


 IMT meets 
either by 
phone or in 
person at 
least daily 


 DOC may 


be activated 
 


 Full IMT 
activation  


 DOC 
Activated 


 Full IMT 
activation  


 DOC 
Activated 


 Order 
additional 
IMT support 


 


ALTERNATE FACILITIES OPERATIONS 
 


Alternate sites or facilities are separate from existing organization infrastructures. They should 


have sufficient space and equipment to staff critical personnel and should be able to sustain 


operations for up to 30 days. Alternate facilities should have reliable logistical support, services, 


and infrastructure services. Consideration for the health, safety, and well-being of the assigned 


personnel must be considered. Minimal essential equipment should be pre-positioned and tested 


at the alternate sites.  


 


VIRTUAL OPERATIONS 
 


A Virtual Department Operations Center (VDOC) is a DOC that exists solely or partially in 


cyberspace. A VDOC provides an electronic DOC via a computer network and the Internet. It 


can consist of anywhere from one workstation to dozens of networked computers dispersed 


throughout SCL facilities and around Puget Sound. 
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VDOC is a concept wherein IMT members can share information, make decisions, and deploy 


resources without the requirement to be physically present in the DOC. Typically using web-


enabled software, a VDOC allows members to work from their normal workstation, a conference 


room, from the field, or even from home. The VDOC will be used when staffing levels exceed 


the physical capacity of the DOC by reassigning some IMT members elsewhere or, in the case of 


a disaster that prevents IMT members from reaching the DOC, from any other location with 


internet access. Emergency plans and reports are available from any location with the VDOC. In 


fact, all of the IMT’s plans and procedures are already maintained in a secure, cloud-based social 


networking service that is available to IMT members from anywhere in the world. 


 


A VDOC permits effective direction and control of resources, automates processes and 


methodologies, assigns and tracks tasks, and efficiently communicates real-time information. In 


addition, the VDOC protects communication and data with needed redundancy, security, and 


flexibility.  


 


The VDOC is a core concept of operations and its resources are used in the primary DOC for 


communication and collaboration. Using the VDOC’s resources and methodology during every 


activation and exercise makes IMT members more comfortable with the processes involved and 


allows a seamless transition when expanding the numbers of on-duty members or operating from 


remote locations. 


 


Yammer, found at www.yammer.com, will serve as the primary method of communication and 


work coordination during activations, whether the IMT is working in the fixed DOC or remotely. 


 


Access to the Yammer seattle.gov domain is restricted to only those with a seattle.gov email 


address. Access is further restricted by using “groups”. The following private groups have been 


established to allow IMT members to work privately in a “virtual conference room” and 


collaborate on any assignment: 


 SCL IMT – allows access to all IMT members in the VDOC 


 Operations 


 Planning 


 Logistics 


 Finance/Administration 


 


IMT members sign in with their seattle.gov email address and personally selected password so it 


is easy to remember. 


 


Members can make comments, ask questions, and submit a poll with custom answers of their 


choosing. Members can attach files, internet links, and key words to help others search for 


messages. The system is available both within the seattle.gov computer system and from without. 


It is available on-line or from free mobile applications and downloadable desktop versions. 



file://///LC10/VOL1/POOL/PRIVATE/SCL%20Security%20Management/Emergency%20Management/1%20-%20Planning/Plan%20Updates/DOC%20Annex/www.yammer.com
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 2 DEPARTMENT OPERATIONS CENTER 
ACTIVATION AND SET-UP 


 


The Seattle City Light (SCL) Department Operations Center (DOC) is located in room 2450 of 


the Seattle Municipal Tower (SMT). Upon notification by the Incident Commander that the DOC 


will be established, Liaison staff will have responsibility for setting up and taking down 


equipment and supplies. If activated, personnel at the DOC will include members of the Incident 


Command System (ICS) Command and General Staff, as discussed in greater detail below. 


 


ACTIVATING THE DEPARTMENT OPERATIONS CENTER 
 


Upon notification of a triggering event, one of the pre-established Incident Commanders will 


determine whether to mobilize the Incident Management Team (IMT) and establish command 


through activation of the Incident Commander position. The Incident Commander will convene 


the IMT either by teleconference or in person by directing the Emergency Manager to activate 


the appropriate automated Alert Seattle scenario. The IMT and the Incident Commander will 


discuss the appropriate activation mode and time for mobilization to ensure that SCL’s response 


is effective. 


 


Once it has been determined that the DOC will be activated, the Incident Commander, along 


with the Liaison Officer (a member of the Command Staff), will determine the level of activation 


and the personnel required to fill the IMT. Activation is a two-step process: Mobilization and 


Operations. 


 


Mobilization 


 


The Incident Commander or designee will notify the following: 


 Policy Group 


 Public Information Officer (PIO) 


 Safety Officer 


 Liaison Officer 


 Customer Services Officer 


 Operations Section Chief 


 Planning Section Chief 


 Logistics Section Chief 


 Finance/Administration Section 


Chief 
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Operations 


 Each section chief and officer will call their respective staff as determined by the nature 


of the incident. The call out procedures for each section or command staff position will 


be followed 


 Radios will be tested and engaged 


 DOC personnel will be briefed on the situation 


 Operating procedures will be reviewed 


 Communications will be set up between the DOC and City of Seattle Emergency 


Operations Center (EOC) if it has been activated 


 Create and/or update the Size-up Report using WebEOC® 


 


WHITE LION CONFERENCE CALL PROCEDURES 
 


White Lion conference calls may be used for the IMT. Instructions should be provided to 


participants prior to initiating the call. For IMT conference calls or DOC activations, use  


(800) 501-9384 to call in and conference number 6560282# to access the conference. The 


facilitator must enter the pin number to activate the conference. 


 


White Lion offers several telephone prompts to assist callers: 
 


 
 


  


Main Menu 


Private Operator Assistance 


Conference-Wide Operator 
Assistance 
Mute Your Line 


Un-Mute Your Line 


Participant Count 
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POLYCOM VIDEO CONFERENCE INSTRUCTIONS 
 


Ensure the switch just below the camera is switched to “CONF”. 


 


Use the “Near” button on the remote to view the conference room that you are in.  


 


 Use the remote’s red scroll buttons to scroll to the left, right, up, or down.  


 Use the Zoom button (with a + on the magnifying glass) to zoom in closer and closer.  


 Use the Zoom button (with a – on the magnifying glass) to zoom out and expand your 


view.  


 


Click the “Home” button to display your choices. Select Directory and choose the location that 


you want to “Call”.  


 


When the other site joins the videoconference you will see the location or room of the site.  


 


Use the orange “Volume” button on the remote to decrease or increase the volume. As you 


adjust the volume, you will see a volume slider displayed on the television screen.  


 


Use the “Far” button on the remote to change the view of the other location/site’s room.  


 


 Use the remote’s red scroll buttons to scroll to the left, right, up, or down.  


 Use the Zoom button (with a + on the magnifying glass) to zoom in closer and closer.  


 Use the Zoom button (with a – on the magnifying glass) to zoom out and expand your 


view.  


 


To go “Back” click the Back button across from the “Home” button.  


 


To discontinue the videoconference, click the orange “Hang Up” button.  


 


Return the switch below the camera to “PC”. 
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DEPARTMENT OPERATIONS CENTER SET-UP 
 


The DOC is permanently set up and located in SMT 2450. When the DOC is activated, the IMT 


members are assigned to the following stations: 


 Operations – 206-684-3340 


 Planning – 206-684-3297 


 Logistics – 206-684-3290 


 Finance/Administration – 206-684-3286 


 Command Staff – 206-684-3253 


 Conference Room – 206-684-3193 


 Liaison staff will access WebEOC® (WebEOC® is used by the City of Seattle by 


emergency management and response agencies to communicate during an event, manage 


an incident, and to record response measures and costs) 


 


The DOC Floor plan 
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CONTROLLING THE MONITORS 
 


Audio 


 


The audio system is automatic and is always on. The microphones, located on the cabinet near 


the kitchen, are kept in their charger to ensure that the batteries are always at a maximum charge. 


When lapel microphones are removed from the charger, they are automatically set to mute mode 


as shown by a flashing red light. Simply select the physical button on the microphone to unmute 


and note that the light on the microphone changes to green. Press the same button again to mute 


the microphone. 


 


Supplies, such as lanyards and handheld microphone devices to plug into handheld batteries, are 


located in the cabinet to the right in small black bags. 


 


Replacing a microphone into the charger will automatically return the device to mute mode. A 


charging microphone will display a solid red light and a fully charged microphone will display 


green. 


 


Volume for both the microphones and computer is controlled with the wireless AMX controller 


located at the master computer.  


 


Monitors 


 


There are three monitors and a projector in the DOC controlled from the AMX device at the 


master computer. The projector and screen on the east wall are device number one and the 70-


inch monitors are numbered counterclockwise from two to four – see the Floor Plan on the 


previous page. Each of these outputs can display a different image and the monitors can show 


cable television. 


 


First, it is important to understand the images that can be displayed from the master computer. 


The master computer has one computer monitor and two virtual monitors notionally located to 


either side of the computer monitor as shown below. 


 
 


Monitors three and four cannot be seen but presentations and windows can be dragged to these 


virtual monitors and displayed on any of the four displays.  


3 2 4 


Virtual Virtual Computer Monitor 
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The computer’s pointer moves around all three as if they were one screen. Note that when the 


pointer is difficult to find, it is probably on screen three or four; move the mouse slowly left or 


right to bring the pointer back to the computer monitor (number 2). While this may be confusing 


at first, some practice with the mouse will make it easier to navigate. This configuration is 


necessary to display different screens on the four different outputs. 


 


AMX Controller 


 


The AMX controller is normally stored in its charger with the master computer but is wireless 


and can be ejected by pressing the button at the base of the charger. The AMX controller sets 


itself in sleep mode when not in use and may display a blank screen. Touching the screen will 


make it active. 


 


While the AMX controller may be active, the screen below indicates that the device is actually 


not controlling the monitors. 


 


 
 


Touch the screen again to activate controls. The display will show two icons labeled PC and 


AUDIO. AUDIO is used to control the volume of the computer and the microphones through the 


ceiling speaker system. It also allows the user to mute either or both components. 
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Choose PC to control the output to the projector and the monitors. The blue buttons in the left 


column represent the three computer screens shown previously. PC Display 2 represents the 


computer monitor and is selected to display the same image from the computer to the monitors. 


PC Display 3 represents the virtual screen to the left and PC Display 4 represents the virtual 


screen to the right. DGX Input 1 is not used and can be used to display a blank, black screen if 


desired.  


 


The black buttons in the right column represent the four output devices; the projector and 


monitors. 


 Select a PC Source:  
Select a Display: 


(hold to cancel) 
 


 


 


PC Display 2 


 


 Projector  


 


 


PC Display 3 


 


 Display 2  


 


 


PC Display 4 


 


 Display 3  


 


 


DGX Input 1 


 


 Display 4  


 


The most common configuration will be to display the image from the computer monitor on all 


four outputs while giving a presentation or conducting training. To display the computer monitor 


on all four outputs, select PC Display 2 (the computer monitor) and each of the black buttons 


individually (each of the four outputs). This turns on the projector and each monitor. There is no 


need to use a television remote. 


 


To display the virtual screens select either PC Display 3 or 4 as appropriate and any of the four 


outputs. Note that there are three possible displays from the computer and four potential output 


devices. They can be arranged in any configuration. During an activation of the IMT it is 


common to have a different display on three devices and a television news channel on one of the 


monitors. 


 


To turn off the projector and monitors, simply power off the AMX controller. Note that the 


monitors can be turned back on right away but the projector requires a two-minute cool down 


period and will not turn back on before that time. 
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LOCAL AND NEWS CABLE CHANNELS 
 


Channel Network 


2 Northwest Cable News 


4 KOMO – ABC 


5 KING – NBC 


6 KONG – NBC 


7 KIRO – CBS 


13 KCPQ – Fox 


21 GOAC021 – Seattle Channel 


26 Seattle Public Schools 


44 CNN 


45 HLN – Headline News 


46 CNBC 


47 MSNBC 


48 Fox News 


78 Weather Channel 


99 CBC 


 


DEPARTMENT OPERATIONS CENTER PARTICIPANTS 
 


The DOC may be opened during business hours or during non-business hours and it may remain 


open 24 hours a day or any part of the 24 hour period.  DOC participants should: 


 Arrive prepared to work at least a 12 hour shift 


 Bring food and drinks in case restaurants are not open 


 Make sure family members know where you are and how to reach you in case of 


emergency 


 Keep a change of clothes and medications with them 


 


Upon Arrival 


 Sign in and report to supervisor 


 Obtain a briefing and review your areas of responsibility with your supervisor or 


predecessor 


 Identify coordination issues and persons with whom you’ll need to work 


 Coordinate, share information, and anticipate future needs and actions 


 Discuss policy level concerns with your supervisor 


 Documentation is important so keep a log and record all significant events or decisions 


and requests for resources 


 With your supervisor, discuss the need to identify a replacement for your position.  If 


necessary, find a replacement 
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Before Departure 


 Brief your replacement 


 Turn in your logs 


 Restock supplies if necessary 


 Advise your supervisor that you are leaving 


 Sign out, leaving documentation behind 


 


In the event the IMT members must stay in the SMT for days at a time without leaving: 


 Dormitories are located on the 34th Floor, SMT 3403 and 3405 (Open partition between 


the rooms) and the 36th Floor, SMT 3613 and 3619 (Cots and sleeping bags are stored in 


the room behind these two conference rooms) 


 All-Star Fitness on the 14th Floor has agreed to allow IMT members who are not All-Star 


members to use shower facilities 


 Drinking water is located on each SCL floor in the SMT: 


 28th Floor – Located in “Shipping and Receiving” 


 29th Floor – Located in the hallway near the restrooms 


 30th Floor – Located in copy room 3031 


 32nd Floor – Located in copy room 3207 


 33rd Floor – Located in copy room 3309 


 34th Floor – Located in freight elevator vestibule 


 35th Floor – Located in the hallway near the restrooms 


 36th Floor – Located in the hallway near the restrooms 


 A wheel chair is located in room 3309 


 First aid supplies are located in cot room 3307 along with one bed 


 Disaster Supply Kits are located on each SCL floor in the SMT: 


 28th Floor – 2 kits in “Shipping and Receiving” 


 29th Floor – 2 kits located in the hallway near the restrooms 


 30th Floor – kits located in copy rooms 3031 and 3029 


 32nd Floor – 1 kit located outside copy room 3241 and 1 located in hallway near 


restrooms 


 33rd Floor – 1 kit located near Stairway B and 1 located in room 3309 


 34th Floor – kits located in copy rooms 3409 and 3441 


 35th Floor – 2 kits located in the hallway near the restrooms 


 36th Floor – 2 kits located in the hallway near the restrooms 


 Disaster Kits contain: 
Biohazard Suit 1 


Channel Lock 1 


Chemical Toilet Deodorant Kit 1 


D Cell Batteries 20 


Duct Tape 1 roll 


Emergency Blanket 50 


Eye Protection 2 
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Flashlight 5 


Glow Light 15 


Hard Hat 2 


Medical Kit 1 


N-95 Paper Mask 2 boxes of 20 


Polypropylene Rope 50 foot roll 


Portable Wind-up Radio 5 


Pry Bar 1 


Restroom Hygiene Kit 5 


Safety Vest 2 


Screwdrivers (Flat and Philips) 2 


Survival Meal 60 


Vinyl Gloves 1 box of 120 


Whistle 2 


Work Gloves 2 Pair 


 


SAFETY 
 


It’s possible that during a DOC activation, serious safety incidents could arise. Members of the 


IMT must react quickly to safety issues to prevent injuries, save lives, and evacuate when 


necessary. 


 


A fire extinguisher is located by the main door to the DOC. First aid supplies, an automated 


external defibrillator (AED), and a second fire extinguisher are located in room 2445. 


 


During an Earthquake – Duck, Cover, and Hold 


 


When you feel an earthquake, duck under a desk or sturdy table. Hold onto the desk or table. If it 


moves, move with it. Stay under cover until directed otherwise by the Incident Commander. If 


you are near a window, use your chair (seat outward) as a barrier to keep broken glass from 


falling on you. If you are in a hallway and not near a desk or sturdy table, move against an 


interior wall and protect your head with your arms. Stay in the building on the same floor. An 


evacuation may not be necessary or prudent. Most injuries to people in buildings happen during 


evacuation. Wait for instructions from building management and/or the Incident Commander.  


 


General Evacuation Procedures 


 


The goal of evacuation is to remove people out of threatened areas. Evacuation is an expedient 


process that depends on sufficient warning time to get away from an impending disaster. The 


Seattle Fire Department or the Seattle Police Department is the final authority on whether or not 


there will be a full floor/building evacuation.  


 


If the IMT needs to evacuate the 24th floor, each team member will use the emergency exit 


stairways to move down four floors to the 20th floor. Do not use elevators. Team members 


should not attempt to bring any materials with them when evacuating. The team will reassemble 


and team leaders will account for team members. In the event that it is unsafe to remain on the 


20th floor, the team will descend another four floors to the 16th floor and if that floor is unsafe the 


team will continue down the evacuation stairs until outside the building. Team leaders will be 
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responsible for accounting for team members during any evacuation. 


 


All employees should be sensitive to and aware of coworkers' needs for assistance in 


emergencies. For example, an employee who is hard of hearing may not hear an alarm.  


 


Violence in the Workplace 


 


Though rare, workplace violence can strike without warning. IMT members must react quickly 


to save lives. Call 911 immediately if you encounter an individual in the workplace who is 


armed, physically violent, or making threats.  


 


Alert a team leader to the situation immediately and approach the area with caution. Never enter 


the room if a perpetrator is armed. Call Building Security at 9-206-624-7490.  


 


When the situation warrants, evacuate all other office areas that are not involved using the 


emergency exit stairwells. Rescue efforts or attempts to subdue an armed person must be left to 


police. 
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3: POSITION DESCRIPTIONS 
 


LIAISON OFFICER 
 


The Liaison Officer in the Department Operations Center (DOC) is the initial point of contact for 


the Incident Commander once the decision has been made to open the DOC. This Officer has the 


responsibility to set up the DOC, staff the Seattle City Light (SCL) Visitor’s Center on the 32nd 


floor of the Seattle Municipal Tower (SMT), provide a liaison to the Seattle Emergency 


Operations Center (EOC), coordinate mutual assistance requests both for and of SCL, and 


provide guidance to the Incident Commander.  


 


The Liaison Officer in the DOC maintains contact with the EOC through a staff member 


assigned to the City EOC. Through this conduit, issues requiring coordination between SCL and 


other city agencies are raised and resolved. In addition, the Liaison Officer maintains contact 


with security officers that might be working at any SCL facility. During an event, it may become 


necessary to increase security at particular sites or to establish security at locations not normally 


requiring these resources. The current contract provides for additional security on request.  


 


Mutual assistance 


SCL is a party to three separate mutual assistance agreements that we can use to either request 


assistance from another utility partner or respond to a request from another member utility: 


 The Northwest Mutual Assistance Agreement includes gas and electric utilities, both 


public and private, in British Columbia, Alberta, Washington, Oregon, Nevada, and 


Idaho 


 The Western Energy Institute Mutual Assistance Agreement includes utilities as far away 


as Texas and Hawaii 


 The Edison Electric Institute Mutual Assistance Agreement includes utilities from 


throughout the United States 


Any of these agreements can be used to request or provide assistance among member utilities. 


Copies of each are posted to Yammer for reference. 


 


See Section 4 for Mutual Assistance Procedures. 
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Liaison Officer 


Job Requirements Skill Requirements 


 Assist and advise the Incident Commander to 
develop general incident objectives and 
strategy 


 Define staffing levels for the DOC and EOC 


 Provide direction or overall management for 
assistants 


 Review the draft Incident Action Plan (IAP) 


 Inform the Superintendent and SCL Officers of 
situations that could affect SCL 


 Assemble the IMT when directed by the 
Incident Commander 


 Facilitate conference calls of the Incident 
Management Team (IMT) 


 Coordinate with emergency management staff 
throughout the City 


 Coordinate expanded security needs during 
incidents  


 Proven leader and decision-maker 


 Knowledgeable of all aspects of SCL 


 Effective collaborator with leaders from other 
departments and agencies to achieve effective 
solutions to difficult problems 


 Knowledge of security and emergency 
management principals 


 Good facilitation skills 


 Willingness to work with others in a potentially 
stressful environment 


 Knowledge of SCL response and restoration 
policies and procedures 


 Familiarity with City EOC policies and 
procedures 


Training and Exercises Manual/Field Kit 


 Completion of Federal Emergency 
Management Agency (FEMA) courses ICS-
100, ICS-200, ICS-300, ICS-400, Independent 
Study (IS)-700, IS-701, IS-702, IS-703, IS-704, 
IS-705, IS-706, IS-707, and IS-800 


 Participation in IMT training sessions 


 


Key Responsibility 


 Provide SCL representative at Seattle EOC 


 Coordinate emergency management issues 


 Set up and maintain DOC facility 


 Coordinate expanded security needs 


Annual Planning 


 Review and update Continuity of Operations Plan (COOP) and annexes 


 Enhance current plans and procedures 


 Update reference information 


 Update DOC reference manuals 


Pre-Event 


 Train to and exercise various emergency management plans 


 Set up processes to assist SCL with emergency response 


 Update contact and phone number lists for the IMT  


 Encourage all divisions to train and prepare staff for emergencies  


 Conduct disaster preparedness awareness training 


 Provide required FEMA and emergency management training 


During Event 


 Set up and staff DOC 


 Provide SCL representative to City EOC 


 Address security needs at SCL facilities 


 Provide security and emergency management advice as needed 


 Promote coordination in the DOC and between the DOC, TC, and city 
EOC 


Post Event 


 Gather information for an After Action Report 


 Identify lessons learned and best practices 


 Develop an Improvement Plan 
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SEATTLE CITY LIGHT LIAISON TO THE EMERGENCY 
OPERATIONS CENTER 
 


The Liaison Officer in the DOC maintains contact with the Seattle EOC through a staff member 


assigned to the EOC. Through this liaison, issues requiring coordination between SCL and other 


City agencies are raised and resolved.  


 


The Liaison is responsible for managing SCL’s position in the EOC and is in charge of 


maintaining that communication link with the DOC. The SCL representative in the EOC brings 


coordination issues or information requests forward to the Liaison Officer in the DOC. The 


Liaison position at the EOC performs different duties than the Public Information Officer (PIO) 


working in the EOC. While the Public Information staff will coordinate with the PIO for release 


of information to the EOC, the Liaison will be acting as a conduit to ensure that issues raised in 


the EOC are communicated to SCL and vice versa. The Liaison will ensure that identified issues 


are communicated and resolved by SCL.  


 


The Liaison shall provide timely input for City-wide Consolidated Action Plans (CAP) and 


Situation Reports. At activation of the EOC, the Liaison will contact each franchise city’s 


emergency management contact to alert them to the activation and provide contact information 


for these emergency managers. The Liaison is also responsible to the City EOC for Emergency 


Support Function (ESF)-12, Energy. Members of ESF-12 include: 


 Olympic Pipe Line (liquid fuels) 


 Puget Sound Energy (natural gas) 


 Seattle City Light (electricity) 


 Seattle Steam (steam for heating and autoclaving) 


 Williams Northwest Pipeline (natural gas) 


 


The Liaison is responsible for contacting each of these ESF-12 partners no less than once every 


operational period to update them with the City’s operations and to obtain their most current 


status to report to the EOC and the DOC. 
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Liaison to the Emergency Operations Center 


Job Requirements Skill Requirements 


 Represent SCL in the EOC 


 Represent ESF-12, Energy in the EOC 


 Provide timely information for IAPS and 
Situation Reports 


 Coordinate with emergency management staff 
throughout the City and with franchise cities  


 Proven leader and decision-maker 


 Knowledgeable of all aspects of SCL 


 Knowledge of security and emergency 
management principals 


 Good facilitation skills 


 Willingness to work with others in a potentially 
stressful environment 


 Knowledge of SCL response and restoration 
policies and procedures 


 Familiarity with City EOC policies and 
procedures 


Training and Exercises Manual/Field Kit 


 Completion of FEMA courses ICS-100, ICS-
200, ICS-300, ICS-400, IS-700, IS-701, IS-702, 
IS-703, IS-704, IS-705, IS-706, IS-707, and IS-
800 


 WebEOC® and EOC training 


 Participation in IMT training sessions 


 Participation in disaster preparedness 
exercises 


 


Key Responsibility 


 Provide SCL representative at Seattle EOC 


 Coordinate emergency management issues 


 Represent ESF-12, Energy 


 Maintain liaison with franchise cities 


Annual Planning 
 Review COOP and annexes 


 Update reference information 


Pre-Event 
 Train to and exercise various emergency management plans 


 Set up processes to assist SCL with emergency response 


During Event 


 Provide SCL representative to City EOC 


 Maintain liaison with ESF-12 partners and franchise cities 


 Promote coordination between the DOC and city EOC 


Post Event 
 Gather information for an After Action Report 


 Identify lessons learned and best practices 
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LIAISON ASSISTANT 
 


There may be several people working in this position providing support to those working in the 


DOC. They may assist the Incident Commander, those working in Command positions, or 


Section Chiefs. Examples of duties may include helping set up the DOC, answering phones, 


recording information for various positions, entering information into WebEOC® and other 


administrative tasks. Persons in this position may also assist the Planning Section by helping 


prepare plans and situation reports, gathering information, or tracking resources. 


 


Liaison Assistant 


Job Requirements Skill Requirements 


 Assist with set up of the DOC 


 Enter information into WebEOC 


 Answer phones in DOC 


 Maintain documentation files 


 Assist in the Planning Section 


 Good customer service skills 


 Clerical skills 


 Knowledge of WebEOC or ability to learn it 


 Ability to work in a fast paced, sometimes 
chaotic environment 


Training and Exercises Manual/Field Kit 


 Completion of FEMA ICS-100, ICS-200, and 
IS-700 


 WebEOC® and EOC training 


 Participation in IMT training sessions 


 Participation in exercises 


 


Key Responsibility 


 Assist with set up of DOC 


 Provide administrative support in the DOC 


 Assist in the Planning Section of the DOC 


 Responsible Party: Liaison Officer 


Annual Planning  None 


Pre-Event 


 Attend DOC training 


 Take appropriate FEMA IS classes 


 Review  COOP and annexes 


During Event 
 Communicate availability for assignment 


 Work in assigned position 


Post Event  Participate in After Action Reviews 
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4: MUTUAL ASSISTANCE 
 


During major storms and/or extended outages, Seattle City Light (SCL) may request assistance 


from other utilities to expedite the restoration of service to our customers. These other utilities, 


when faced with major service emergencies of their own, may in turn request the assistance of 


SCL. This practice is called mutual assistance and SCL maintains mutual assistance contracts 


with more than 20 of the largest utilities in the western United States and several dozen more 


throughout the nation. 


 


SCL is a party to three separate mutual assistance agreements that we can use to either request 


assistance from another utility partner or respond to a request from another member utility: 


 The Northwest Mutual Assistance Agreement includes gas and electric utilities, both 


public and private, in British Columbia, Alberta, Washington, Oregon, Nevada, and 


Idaho 


 The Western Energy Institute Mutual Assistance Agreement includes utilities as far away 


as Texas and Hawaii 


 The Edison Electric Institute Mutual Assistance Agreement includes utilities from 


throughout the United States 


Any of these agreements can be used to request or provide assistance among member utilities. 


Copies of each are posted to Yammer for reference. 


 


In most cases when mutual assistance is required or given, the major need will be for repairs to 


the utility distribution system, although in some rare cases, assistance may be needed to repair 


other installations. As such, most mutual assistance events will involve line crews only, but 


crews having special expertise with networks, substations, or other installations may be required 


on a case-by-case basis. 


 


For the purposes of this annex, guest mutual assistance crews are those crews hired to make 


repairs during an incident under special, temporary arrangements with SCL. These crews may be 


supplied by other utilities and/or by independent contractors. However contract crews already 


working on SCL property and qualified for clearances are not considered mutual assistance 


crews and are not necessarily governed by the policies and procedures of this annex. 


 


To ensure maximum results for the efforts expended by mutual assistance crews, certain 


procedures should be followed and specific arrangements made before the crews arrive on site. 


Some of these procedures and arrangements are required by the mutual assistance contracts 


existing between SCL and its mutual assistance partners, others are the result of experience as to 


what works best to promote effective coordination of the mutual assistance crews, and still others 


are necessary by SCL’s adherence to National Incident Management System (NIMS) and 


Incident Command System (ICS) structures to handle emergency incidents. Regardless, the 


objective of all procedures and arrangements is to facilitate the fastest and safest use of mutual 


assistance crews to assist with the restoration of service to our customers during a major outage. 
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In order to use mutual assistance crews to their maximum efficiency and avoid duplication of 


efforts, the IMT has determined that the maximum number or mutual assistance assets requested 


at any one time should be 30 crews or 130 personnel. More than this will be difficult to 


coordinate and their efforts will be wasted. Lessons from national disasters, particularly 


Superstorm Sandy in New York and New Jersey, have demonstrated that too many crews can be 


called early leaving too few to continue the work after the initial crews return home at the end of 


their deployment. It is more efficient to have the maximum number that can by operationally 


efficient and to save crews to replace the first crews requested. 


 


Under the ICS structure, mutual assistance at SCL will be requested and managed by a SCL’s 


Incident Management Team (IMT) working out of the Department Operations Center (DOC). 


Mutual assistance crews will always be managed and supported within the IMT structure. 


 


REQUESTING MUTUAL ASSISTANCE 
 


During the Tactics Meeting, the Operations Section Chief, while consulting his/her Branch 


Directors, identifies the need for additional resources to meet incident objectives as determined 


by the Incident Commander. The purpose of the tactics meeting is to review the strategy and 


tactics developed by the Operations Section Chief. This includes: 


 Determining how the selected strategy or strategies will be accomplished in order to 


achieve the incident objectives 


 Assigning resources to implement the tactics 


 Identifying methods for monitoring tactics and resources to determine if adjustments are 


required (e.g., different tactics, different resources, or new strategy) 


 


The ICS 215, Operational Planning Worksheet, is used to document the tactics meeting and 


identify required resources. If SCL does not have the required number of resources to meet 


objectives, the Operations Section Chief will request additional resources needed to meet 


expectations from the Incident Commander. When those resources are restoration crews, the 


mutual assistance agreements are used to fill the need. 


 


The Incident Commander must approve all requests for mutual assistance. The Liaison Officer 


manages mutual assistance activities once mutual assistance has been requested.  


 


One “bird dog” crew chief from the Operations Section is assigned to each guest mutual 


assistance crew, to act as SCL’s on-sight crew chief. 


 


In order to make the most efficient, safe, and cost effective use of mutual assistance crews, the 


IMT should make every effort to plan the support of incoming crews before they arrive. The 


Logistics Section will have primary responsibility for support: 


 The Facilities Unit is responsible for lodging 


 The Food Unit is responsible for developing a feeding plan 


 The Communications Unit must provide radios 
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 The Supply Unit will provide personal protective equipment as needed and any 


specialized tools the crews fail to bring with them 


 The Ground Support Unit will inspect all vehicles and equipment as they arrive and 


depart and will provide for fuel and maintenance of equipment and vehicles while in the 


care of SCL 


 


The Resources Unit will be responsible for sign-in of mutual assistance crews when they arrive 


and for sign-out when they leave. The Resources Unit staff must be aware of safety rules 


concerning crew rest after travel and have information about each crew’s support when they 


arrive. 


 


The Liaison Officer will make requests for required mutual assistance crews as soon as the 


Operations Section Chief requests resources and the Incident Commander approves the request. 


Requests for mutual assistance will be made simultaneously with support arrangements so 


neither the request, nor the support, is delayed. 


 


The Liaison Officer will select utilities from which to request assistance. These may be utilities 


with which SCL maintains mutual assistance agreements or any other utility, as conditions 


require. The selection may be based on proximity to Seattle, regional/national extent of the storm 


or emergency, ability to respond, or any other factors. Refer to agreements for contact 


information for each member utility. 


 


The Liaison Officer must submit a formal request for assistance to each utility selected. A 


written request (based on the sample below) is preferred, although a verbal request is sufficient if 


supported by a written request submitted within 24 hours of the verbal request. A brief statement 


of assistance needed shall include the following information, as available: 


 A brief description of the emergency situation creating the need for assistance; 


 A general description of the damage sustained by the requesting Party, including the part 


of the utility system, e.g., generation, transmission, substation, or distribution, affected by 


the emergency situation; 


 The number and type of personnel, equipment, vehicles, materials, and supplies needed; 


 A reasonable estimate of the length of time that the assistance will be needed; 


 The name(s) and contact information of the individuals serving as Liaison Officers; 


 A specific time and place for the designated representative of the Requesting Party (SCL) 


to meet the personnel and equipment being provided by the Assisting Party; 


 Type of fuel available (gasoline, propane, CNG, or diesel) to operate the equipment; 


 Availability of food and lodging for personnel provided by the Assisting Party; 


 Current weather conditions and weather forecast for the following twenty-four hours or 


longer. 


 


A template of the sample letter is available in the DOC and on Yammer for any Liaison Officer 


to access. 
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Sample Request for Mutual Assistance 


 


 


City of Seattle 
Seattle City Light 


 


 


Assisting Party Name 


Assisting Party Address 


 


In recognition of the personnel, material, equipment, supplies and/or tools being sent to us by 


[name of assisting party] in response to a request for mutual assistance made by Seattle City 


Light on [date of request], we agree to be bound by the principles noted in the [specific mutual 


assistance agreement, i.e., Western Region Mutual Assistance Agreement]. 


 


[Description of situation requiring assistance] 


 


Seattle City Light has sustained extensive dame to our [generation, transmission, substation, 


distribution] capability. An estimated [%] of our system is damaged and will require an 


excessively lengthy period to repair without assistance. 


 


Seattle City Light is requesting [Number and type of resources requested]. 


 


We expect to need your assistance for [Length of time the assistance will be needed]. If repairs 


take longer than expected, we will contact you to consider rotating fresh crews to replace yours 


as their agreed upon response time expires. 


 


You may contact our Liaison Officer, [Name], or his/her replacement at [Contact Number for the 


Liaison Officer], 24 hours a day. 


 


Seattle City light is requesting that your crews report to our South Service Center [or other] at 


3613 4th Ave S, Seattle, WA 98134 by [date/time] where we will be ready to receive them and 


assign them to an operational division. 


 


We are ready to provide lodging and food as soon as your resources arrive and throughout their 


deployment with Seattle City Light. 


 


The weather forecast for the next few days in Seattle is [weather forecast]. 


 


[signed] 


 


[Requesting Party Name/Incident Commander] 
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The Assisting Party, in response to a request for Assistance, shall provide the following 


information, as available, to Seattle City Light: 


 The name and contact information of the designated representative to act as liaison 


 The number and type of crews and equipment available to be furnished 


 The names and titles of the crew members responding 


 Materials to be furnished 


 An estimate of the length of time that personnel and equipment will be available 


 The name and contact information of the person(s) to be designated as supervisory 


personnel to accompany the crews and equipment 


 


Note: Guest crews may follow SCL work hours during an incident, or they may work their own 


schedule, as per the mutual assistance arrangements made between SCL and the assisting utility 


 


For the most effective application of mutual assistance, it is important to be ready to utilize 


assisting crews as soon as they arrive. Immediately after the decision is made to request 


assistance from other utilities, a number of arrangements should be completed before the crews 


arrive. The table below identifies the support requirements to have in place prior to crews’ 


arrival. 


 


Action Responsible IMT Component 


Assign Bird Dog for each crew Operations Section Chief 


Determine rest following travel rules Safety Officer 


Assemble work orders and materials Field Operations Branch Director 


Incoming briefing Field Operations Branch Director and Safety 
Officer 


Assign lodging Facilities Unit Leader 


Include crews in Feeding Plan Food Unit Leader 


Issue radios Communications Unit Leader 


Issue safety and specialized equipment Supply Unit Leader 


Plan travel route and rest stops 


Ground Support Unit Leader 
Inspect vehicles and equipment 


Provide street map for each vehicle 


Arrange for fuel and maintenance 


Facilitate exchange of foreign currency Cost Unit Leader 


Staff sign in facility Resources Unit Leader 
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Note that the Resources Unit staff working sign in functions should have all of the identified 


logistical requirements on hand when crews sign in. Sign in staff should know all of the support 


decisions made and have keys for hotel rooms, feeding instructions, assigned bird dog, etc. 


 


SENDING MUTUAL ASSISTANCE TO OTHER UTILITIES 
 


At times other utilities may request assistance from SCL, either as part of an existing mutual 


assistance agreement or by ad hoc arrangement. This section describes how to accommodate 


requests for mutual assistance from other utilities, and how to deliver such mutual assistance. 


 


In general mutual assistance requests from others will follow the procedures described 


previously except that SCL will be in the role of Assisting Utility. Usually the utility requesting 


assistance will submit a written formal request describing its need for assistance and how much 


is required, and SCL will respond as appropriate. 


 


The role of Operations in a mutual assistance response will be to provide crews that will perform 


the work of repairing, replacing, and/or rebuilding the infrastructure providing electrical power 


to the customers of the Requesting Utility. 


 


The General Manager makes all final decisions about sending mutual assistance to other utilities. 


The Emergency Manager leads the effort to assess the availability of crews that may be sent to 


provide mutual assistance, in consultation with the Business Unit Officer, Director, and 


appropriate managers of the Operations Division. 


 


The Emergency Manager manages the mutual assistance response once the General Manager 


decides to send mutual assistance. 


 


One SCL supervisor is assigned to lead the SCL team sent to provide mutual assistance, and 


remains with the team until all team-members return to Seattle or is replaced by another 


supervisor. SCL should consider sending the supervisor ahead of crews to ensure that logistical 


support requirements are in place when crews arrive. 


 


When presented with a request for mutual assistance, SCL will determine the availability of 


crews and their makeup before the decision to provide assistance is made. The Emergency 


Manager leads this effort. Once a request for mutual assistance has been received, the Business 


Unit Officer and Director of the Operations Division will be notified before SCL responds to the 


request. Managers of the affected divisions will be contacted to assess the availability of 


personnel and/or equipment. Assignment of personnel will depend on availability of workers, 


critical nature of projects under way, and anticipated workload. Size and number of crews to be 


sent will be decided by the affected managers. The Business Unit Officer or designee will have 


the final say in all matters relating to sending particular crews as an Assisting Utility. 


 


In general, SCL mutual assistance crews will be four-person crews as per existing Collective 


Bargaining Agreements and Mutual Assistance Agreements. Crews will consist of journey-level 
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personnel and hot apprentices unless specific operators are required for specialized equipment. 


The crew matrix will be determined under the Mutual Assistance Agreement that governs the 


response.  


 


Once crew availability has been determined, SCL will notify the Requesting Utility of its ability 


to provide mutual assistance. The General Manager has final say regarding any decision to 


provide mutual assistance. The relevant Mutual Assistance Agreement will be activated and 


protocols established for documenting the agreement will be followed. 


 


Note: In assigning crews, it is important to disclose the mutual assistance response to the union 


and define the mutual assistance response as a separate entity rather than a Callout Roster. In 


doing so, be clear that mutual assistance work is not an emergency response on the need of SCL, 


but is considered scheduled overtime.  


 


Before crew members sent to provide mutual assistance leave SCL, they will be briefed by their 


managers on their roles and responsibilities while on assignment. Crews will attend this briefing 


of the situation and expected work protocols. The briefing will clearly communicate the 


employees’ role as ambassadors of SCL. The briefing will include contact numbers, the 


supervisor on-site, and role of SCL support personnel. The briefing will provide crew members 


with expectations of the work site. Information to be communicated will include, as far as 


known: 


 Extent of damage and logistical restrictions 


 Possible exposure to scenes of devastation 


 Safety and security to be provided, if applicable 


 Duration of duty and schedule of possible personnel rotation 


 Type of work to be encountered and expected work schedule 


 


Crews will inventory equipment and restock as needed. Crews will add additional inventory 


based on type of response needed (sleeves, limiters, etc). To ensure emergency contact 


information, all mutual assistance personnel will fill out a Mutual Assistance Crew Card before 


leaving Seattle. If the requesting utility is in Canada, a valid U.S. passport may be required for 


each mutual assistance crew member. Crews will ensure they have adequate clothing and work 


wear for the expected duration of the mutual assistance assignment. 


 


In nearly all cases, SCL will supply vehicles for each mutual assistance crew. These vehicles 


must be prepared, delivered, and supported. Crew trucks will be assigned to mutual assistance 


crews as normally assigned. Specialty vehicles (CONDORS, tracklayers, etc) will be assigned to 


mutual assistance response as needed. Support vehicles (pickups, mechanics, trailers, etc) will be 


assigned as necessary. Vehicles will be stocked based upon the description of need from the 


requesting utility (re: sleeves, wires, insulators, etc). 


 


SCL is committed to ensuring safe working conditions for its crews while on mutual assistance 


assignments. All SCL procedures and policies regarding tailboard conferences will be adhered to 
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by all SCL crews on mutual assistance assignment. The Emergency Manager will determine the 


need for additional or alternative safety procedures and policies, such as the potential need for 


tetanus or hepatitis B vaccinations depending on the specific conditions of the mutual assistance 


assignment.1 


 


As soon as possible, the Emergency Manager will notify SCL payroll and timekeepers of 


personnel assignment to mutual assistance activities and any changes to paydays. If necessary, 


the Emergency Manager will prepare a schedule of personnel rotation for SCL mutual assistance 


crews sent on assignment. 


 


The Supervisor assigned to oversee the mutual assistance response will prepare invoices of labor 


costs for SCL crews on mutual assistance assignment, following the format specified under the 


mutual assistance agreement that governs the assistance. In general, the supervisor will be 


supplied with record-keeping forms. 


 


                                           
1 Centers for Disease Control and Prevention Immunization Recommendations for Disaster 


Responders - http://tinyurl.com/olob9vg 



http://tinyurl.com/olob9vg
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Acronym Description 
CEATI Centre for Energy Advancement through Technological Innovation 
CIM Common Information Model, a standard developed by the electric power industry that 


has been officially adopted by the International Electrotechnical Commission (IEC), which 
aims to allow application software to exchange information about an electrical 
transmission or distribution network 


DGA dissolved gas analysis 
EA Enterprise Architecture 
EPA Environmental Protection Agency 
EPRI Electric Power Research Institute 
FEDS Field Equipment Database System, an application within the legacy Field Apps asset 


management application suite that tracks PCB test results and disposal information as 
well as single- and three-phase transformer test results. 


GIS (1) geographic information system 
(2) gas-insulated switchgear 


IEEE Institute of Electrical and Electronics Engineers 
ISO International Organization for Standardization 
kVA kilovoltampere 
OCB oil circuit breaker 
PCB polychlorinated biphenyl 
PDN Power Dispatch Nomenclature 
PPE personal protective equipment 
ppm parts per million 
SCL Seattle City Light 
SF6 sulfur hexafluoride 
SMR salvage material return 
SOA service-oriented architecture 
TSCA Toxic Substances Control Act of 1976 
UTC uniquely tracked commodity 
WAM Work and Asset Management, an Oracle software product 
WAMS SCL Work and Asset Management System using the Oracle WAM product 
XFMR (1) Commonly used shorthand for transformer. 


(2) Shorthand name of the application, called Transformer Management System, within 
the legacy Field Apps asset management application suite. 
(3) Name of Oracle database instance containing legacy asset management data for 
major electrical equipment, the facilities that contain or support them, and the events 
associated with those facilities and equipment. 
(4) Name of the schema in the XFMR database that contains data for major electrical 
equipment. 
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Term Definition 
annual document log Detailed information created by City Light for PCB-containing waste 


handling activities. 
attribute A value representing a characteristic of an asset.  This term is not being 


used in this project to describe metadata. 
carcass Electrical equipment after the oil has been drained. 
certificate of destruction Written statement prepared by the owner or operator of the disposal 


facility and provided to City Light certifying the destruction date(s) of 
electrical equipment containing 1 to 49 ppm PCBs. 


certificate of disposal Written statement required by federal regulation 40 CFR 761.218 to be 
prepared by the owner or operator of the disposal facility and provided to 
City Light certifying the disposal date(s) and disposal process used for 
each shipment of waste items that have a PCB concentration of 50 ppm 
and higher. 


certificate of treatment Written statement prepared by the owner or operator of the recycling 
facility and provided to City Light certifying that dielectric fluid containing 
PCB concentrations 1 to 49 ppm was treated to <1 ppm PCBs and 
recycled. 


container Any portable device in which material is stored, transported, treated, or 
disposed, e.g., tank, drum, tote, etc. 


designated facility Off-site disposer of PCB-containing waste designated on the shipping 
paper as the final facility that will receive a shipment of PCB-containing 
waste. 


dielectric fluid Insulating liquid (i.e., mineral oil, natural ester fluid) present in electrical 
equipment such as transformers, bushings, capacitors, high voltage cables, 
and switchgear. 


disposal type Category assigned to the PCB-containing waste for disposal tracking, i.e., 
transformer equipment, electric equipment, capacitor, other container, 
drum of solids, drum of oil, etc. 


disposal number Unique number assigned to a single item for disposal tracking. 
equipment Refers to SCL electrical equipment. 
golden record A single, well-defined version of all the data entities in an organizational 


ecosystem.  City Light’s golden record for asset data is WAM. 
junked A term used within City Light to indicate that electrical equipment has 


been identified for disposal. 
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Term Definition 
looped radial 
distribution system 


A reliable electrical distribution system employed in urban and suburban 
areas with high load densities.  Each distribution feeder is connected to 
multiple feeders.  At these connection points, the feeders are electrically 
isolated by open switches.  Each feeder also has multiple in-line switches 
that can segment the feeder.  In case of an outage, the affected segment 
can be isolated by opening its switches.  The remaining segments of the 
feeder can be transferred to adjoining feeders, restoring service to 
customers.  At City Light, the (open) looped radial distribution is a 26.4 kV, 
4-wire, multiply grounded wye system. 


manufacturer certified Statement on equipment nameplate indicating that the equipment 
contained less than one ppm PCBs at the time of manufacture. 


network distribution 
system 


A highly reliable electrical distribution system typically employed in areas 
with high load densities, characterized by redundant sources for service 
supplied to the customer.  Customers are fed from secondary (low 
voltage) bus points which, in turn, are connected through transformers 
and network protectors to multiple primary (high voltage) feeder circuits.  
Seattle’s Downtown Business District, First Hill and portions of its 
University District are served by a network distribution system (sometimes 
referred to as a secondary grid), designed to provide highly reliable power 
to these high-density areas within City Light’s service area. 


oil bearing Equipment chambers or cavities contain dielectric fluid, either mineral oil 
or vegetable oil. 


PCB Article From 40 CFR § 761.3, manufactured items that contain PCBs including 
capacitors, transformers, electric motors, pumps, pipes, and any other 
manufactured item which is formed to a specific shape or design during 
manufacture. 


PCB Article Container From 40 CFR § 761.3, any package, can, bottle, bag, barrel, drum, tank, or 
other device used to contain PCB Articles or PCB Equipment and whose 
surface(s) has not been in direct contact with PCBs. 


PCB Bulk Waste PCB-containing waste that is contained and transported offsite in a tanker 
or truck. 


PCB Capacitor From 40 CFR § 761.3, any capacitor that contains a concentration of PCBs 
at 500 ppm or greater. 


PCB Container From 40 CFR § 761.3, any package, can, bottle, bag, barrel, drum, tank, or 
other device that contains PCBs or PCB Articles and whose surface(s) has 
been in direct contact with PCBs. 


PCB Item From 40 CFR § 761.3, any PCB Article, PCB Article Container, PCB 
Container, PCB Equipment, or anything that deliberately or unintentionally 
contains or has as a part of it any PCBs. 
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Term Definition 
PCB Transformer From 40 CFR § 761.3, any transformer that contains a concentration of 


PCBs at 500 ppm or greater. 
PCB containing PCBs are present at a concentration of 1 ppm or greater. 
PCB free No PCBs are present in equipment or dielectric fluid at a concentration of 


1 ppm or greater. 
PCBs Polychlorinated biphenyls: a group of synthetic organic chemicals 


produced by adding chlorine to a biphenyl molecule. There are 209 
possible molecular configurations. Commercial PCBs are a mixture of 
species, with varying amounts of chlorine. 


PDN name 
PDN number 


Unique equipment ID for substation breakers. 


point of capture The system in which a particular data attribute (e.g., asset nameplate 
characteristic, asset disposition, test result, etc.) is entered for the first 
time. 


retrofill The removal of PCB-containing dielectric fluid and the replacement of it 
with dielectric fluid containing <1 ppm PCBs. 


SF6 gas Gas used as an insulating and arc extinguishing medium in electric power 
equipment. 


shipping paper Document, e.g., manifest, bill of lading, etc., that accompanies waste from 
the point of generation through transportation to the designated facility. 


SMR form Form (Form 378-L) that accompanies surplus, obsolete, junked, and 
scrapped materials/equipment being turned into City Light’s Toxic and 
Salvage Unit. 


source equipment ID Number assigned to asset that originally contained the oil being tracked 
that is now separated from that asset. 


system of record The owning system for a data attribute 
(1) from which that attribute is propagated to other systems and  
(2) in which corrections are made. 


unique equipment ID Number assigned to an equipment asset that is a unique identifier within 
Seattle City Light asset databases. 
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Customer 8002766 Seattle City Light- Power Substations City Seattle, WA Location
Sub-Name DUWAMISH SUB Unit No. BK78 LTC Other P-1078


Date Printed 7/17/2018 TC# 9731


Conservator Tank
Silica Gel


Breather Free/Desiccant


Top FPV (inch)  


Bottom FPV (inch) #Error


Equipment Type LOAD TAP CHANGER Liquid Type OIL
Manufacturer REINHAUSEN LTC Gallons 50.00


Serial No. 580093 Selector Gallons


LTC Model No. M111 500Y Transfer/Diverter Gallons


LTC for TC No. 0


NAMEPLATE DATA ADDITIONAL EQUIPMENT


LIQUID SCREEN TEST DATA


DATE SERVICE ACID IFT   DIEL 877 DIEL 1816 GAP COLOR SP. GRAV. VISUAL SEDIMENT
03/14/05 0.030 AC 39.5 AC 43 AC 1.50 AC 0.870 AC CLEAR AC NONE AC


11/01/06 0.030 AC 38.3 AC 44 AC 1.50 AC 0.880 AC CLEAR AC NONE AC


12/23/08 0.020 AC 38.7 AC 47 AC 1.50 AC 0.870 AC CLEAR AC NONE AC


07/20/10 0.030 AC 37.8 AC 40 AC 1.50 AC 0.880 AC CLEAR AC NONE AC


12/27/12 0.030 AC 38.9 AC 48 AC 1.50 AC 0.880 AC CLEAR AC NONE AC


06/19/14 0.020 AC 39.2 AC 38 AC 2.00 AC 0.870 AC CLEAR AC NONE AC


06/23/17 0.030 AC 35.3 AC 45 AC 2.00 AC 0.880 AC CLEAR AC NONE AC


06/21/18 0.050 AC 36.2 AC 43 AC 2.00 AC 0.880 AC CLEAR AC NONE AC


VISUAL INSPECTION


DATE LEVEL
SAMPLE


TEMP
TOP


TEMP P/V PAINT
Tap Counter 


Reading LEAKS
12/27/12 NORMAL FAIR 13086       


06/19/14 NORMAL 50 GOOD 0 YES-LTC DRAIN VALVE      


06/23/17 24 0       *


06/21/18 NORMAL 43 GOOD 18233 NONE      *


FIELD SERVICE


DATE SERVICE


Additional Information


Reason Not Tested


INHIBITOR CONTENT


DATE PCT. BY WEIGHT


LIQUID POWER FACTOR


DATE 25 C 100 C


KEY TO ABBREVIATIONS: AC - ACCEPTABLE     QU - QUESTIONABLE     UN - UNACCEPTABLE     RS - RESAMPLE


NOTE:  * After a result indicates that the test or service was performed by an outside source.







7/17/2018 TC# 9731Page 2 Date Printed


Customer 8002766 Seattle City Light- Power Substations S/N 580093


Sub-Name DUWAMISH SUB Mfg. REINHAUSEN Gallons High  Volt.
Location Unit No. BK78 LTC KVA Low Volt.


KARL FISCHER TESTING MOISTURE CONTENT EXPRESSED IN PPM


AVG. PCT.
MOISTURE BY 


DRY
DATE  TEMP PPM SATURATION WEIGHT PCT.
12/23/08 5 N/A AC N/A


10/22/10 9 N/A AC N/A


12/27/12 14 7 N/A AC N/A


06/19/14 29 9 N/A AC N/A


06/23/17 29 31 N/A AC N/A


06/21/18 33 40 N/A QU N/A


RECOMMENDATION RETEST 6 MONTHS
The moisture content is questionable based on the equipment class and liquid 
type. This condition should be monitored with a shorter test interval until it reaches 
an unacceptable level or until the next preventative maintenance interval.


FURAN ANALYSIS EXPRESSED IN PPB


DATE 5H2F 2FOL 2FAL 2ACF 5M2F TOTAL
12/27/12 ND ND 14 ND ND 14


06/21/18 ND ND 28 ND ND 28


RECOMMENDATION
NO RECOMMENDATION


CALCULATED DP 800 EST. LIFE REMAINING 100%


ICP METALS-IN-OIL EXPRESSED IN PPM


DATE ALUMINUM IRON COPPER
12/23/08 ND ND 0.030


RECOMMENDATION RETEST 1 YEAR
THERE ARE NO DIAGNOSTIC LEVELS OF METALS IN THIS SAMPLE. 
THESE DATA CAN SERVE AS A BASELINE FOR FUTURE ANALYSES.


PCB CONTENT EXPRESSED IN PPM


DATE 1242 1254 1260 OTHER TOTAL


 


NOTE:  * After a result indicates that the test or service was performed by an outside source.


GAS-IN-OIL ANALYSIS GAS CHROMATOGRAPHY EXPRESSED IN PPM


DATE HYDROGEN OXYGEN NITROGEN METHANE
CARBON


MONOXIDE
CARBON
DIOXIDE ETHANE ETHYLENE ACETYLENE


TOTAL
COMBUST.


TOTAL
GAS


11/01/06 942 15,437 52,974 1,215 350 2,157 96 1,687 15,893 20,183 90,751


12/23/08 2,382 26,067 71,111 292 238 1,782 73 985 7,070 11,040 110,000


07/20/10 2,170 26,211 72,459 276 201 1,455 74 727 5,423 8,871 108,996


12/27/12 2,389 17,577 59,915 326 250 2,152 109 1,013 5,177 9,264 88,908


06/19/14 2,661 16,879 52,751 382 182 2,127 110 983 5,527 9,845 81,602


06/23/17 1,783 13,974 44,955 251 216 2,356 89 828 5,062 8,229 69,514


06/21/18 376 20,295 69,289 130 69 1,938 76 655 3,165 4,471 95,993


RECOMMENDATION RETEST 1 YEAR
YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE 
SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED 
TESTING OF THE INSULATING LIQUID.






Pre-Proposal conference July 18th, 2018
		PCB Tracking and Condition assessment
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Agenda

		Time		Description

		9:00am - 9:20am			Review of procurement rules, regulations, and schedule

		9:20am - 10:50am		Detailed review of the RFP process

		10:50-11:00am 		Break

		11:00am-11:15am		Review the Scope of Work for Components A and B of the RFP.


		11:15am - 12:30pm (or earlier)
		Additional Q&A Time and/or Optional Proposal Development Workshop
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Review of procurement rules, regulations, and schedule


Presenter: Presley Palmer
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Procurement schedule



All questions can be directed to:

	







(NOTE: Presley Palmer is the only acceptable contact related to these projects!)

Presley Palmer, CPPB

Procurement Strategic Advisor

City of Seattle, Purchasing & Contracting Services

Presley.Palmer@seattle.gov 

206-233-7158
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Review the Scope of Work
for Components a + b



Component A: disposal tracking

Component B: test tracking and condition assessment



Vendors proposing both components shall provide a separate cost response for each component in addition to a cost response for both components (A & B) combined. 



Vendors may choose to provide a proposal for a single component (A or B), without responding to the other component. 
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Review the Scope of Work
for Components a + b



Project Budget: Estimated at $900,000 for duration of the project, inclusive of all implementation (Component A & Component B of scope), licensing, and maintenance.  It is noted that City Light is interested in a long-term partnership; however, subsequent agreement beyond the project duration will be subject to future budget authority.

Tentative project schedule: 1.5 years for implementation services, where the tentative start date is November 2018 and tentative end date is December 2019.

Project Location:  The project location is 700 Fifth Avenue, Seattle, WA 98104.

Project team, Environment and Logistics: The project team at City Light will include City Light and Seattle IT resources.   Coordination during development through production would be led by Seattle IT, working closely with Seattle City Light, and vendor(s) for this project along with other development projects in process during that time. In development and test phases, the project will share environments with other IT projects in process. 
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Review the Scope of Work
for Components a + b
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Detailed review of the Accelerated RFP process (proposal and evaluation procedures for each RFP)

- Brian Lines
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This presentation is being provided for educational purposes only


Please refer to the RFP for specific instructions


If there are any inconsistencies, the RFP and Amendments shall take precedence over this presentation
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Accelerated RFP Process



PROCUREMENT & EVALUATION

PRE-AWARD

CLARIFICATION

PERFORMANCE

METRICS

CONTRACT

AWARD
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Simplar Research Institute

















Become a Client of Choice

Attract high performing teams

Leverage expertise into project execution

Measure performance for positive accountability



Become a Performance-Based Vendor

Use performance information to improve hit rate

Partnering like an expert (for higher profit)



Benchmarking, exploratory talent development

Policy & regulations, standards & templates
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20 Years | 210+ Publications 

2,500+ Projects | $11+ Billion Procured













Information

Technology

Networking

Data centers

Hardware

COTS software

ERP systems

Help desk services

eProcurement

Facility

Management

maintenance

landscaping

security service

building systems

industrial moving

waste management

energy management

custodial

conveyance

pest control

Equipment

On-call

Health Insurance

Medical Services

Manufacturing

Business/Municipal/
University Services

Dining Services

Multi-media rights

Fitness equipment

Online education

Document management

Property management

Communication systems

Recycling

Bookstores

Printing

Laundry

Audio Visual

Retirement Funds

Travel Mgmt

Etc.



Construction/

Design&Engineering

Infrastructure

Municipal

Laboratory

Education

Hospital

Financial

Specialty

Renovation

Repair

Maintenance

Roofing

Demolition

Development

Supply chain

Low Bid

DBB Best Value

DB

CMAR / CMGC

IPD

IDIQ / JOC

On-Call
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Current Utility Efforts

$1.5B Mainline / Trunkline (100+ projects, 6-10 years)

$400M+ Groundwater Treatment

$100M ERP IT 

$30M Smart Grid Consultants

$30M Smart Grid Change Management

$900M Smart Grid/Meter Replacement (1.5M Electric/700 Water)

$100M Office Building

$3.1M Design + $60M Turbine Replacement (Design-Build)

$400K Design + $2.5M Solar Microgrid (Design-Build)

$15M GIS IT

$4.5M IT Projects x3 (Asset Management System for Electrical Assets, Demand-Side Management (DSM), and Business Analytics System & Database)

$6M Substation + $3M Substation

CM Program/VOR Program

$1.2M Annual Audit Consultant

Other various consultant contracts
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Project Objectives

Minimize Cost by becoming more efficient



Attract & hire experts



Plan with experts before the contract is signed



Measure for positive accountability
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Who says they are the best for the Project?

Vendor 1

Vendor 2

Vendor 3

Vendor 4





High Performer (Low Risk)



Low Performer (High Risk)

Fundamental Concept
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What We Have Seen…

Client

RFP

($)

Vendor









Proposal & Demo





Vendor

Vendor



Vendor



Vendor
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What We Have Seen…

Client

RFP

($)

Vendor
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Client

RFP

($)





Vendor

Client PM

Vendor PM

?





What We Have Seen…
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“The greatest risk WE face
is how to accomplish 
all of the things 
that our sales team 
promised we could do.” 

Debriefs with vendor Project Teams
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What is different…

Client

RFP

($)

Vendor

Plan & System











Vendor

Vendor

Vendor

Vendor
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What is different…

Client





Vendor

Client PM

Vendor PM

“Clarification”







Plan & System
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Objectives

OWNER: Maximize Project Performance

Justify selection of the greatest qualifications

Leverage vendor expertise to optimize project delivery

Become a “Client of Choice” (procurement AND operations)



VENDOR: Maximize Efficiency

Ability to lay out the optimal project plan 

Ability to address potential risks & agree to approach

Ability to confirm client action items & resources

Opportunity to maximize profit by being more efficient
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Evaluation Summary

Round 1 – Minimum Qualifications and Responsiveness

Round 2 – Competitive Screen
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Evaluation Summary

Round 3 – Shortlist for interviews & software verifications
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		Section		Proposal Elements		Weight		Blind?		Committee
Score		Numerical
Score

		A		Proposal Form		P/F						

		B		Vendor Questionnaire		P/F						

		C		Minimum Qualifications		P/F						

		D		Pricing Response		10		YES				Y

		E		Execution Methodology		05		YES		Y		

		F		Risk Assessment		20		YES		Y		

		G		Value Assessment		20		YES		Y		

		H		Past Performance (Team)		2.5		YES				Y

		J		Past Performance (Software)		2.5		YES				Y

		K		Functional Response		n/a						

		K		Technical Response		n/a						

		L		Vendor Project Team		n/a						

		M		List of Subcontractors		n/a						

		N		Proposal Assumptions		n/a						

		--		Interviews		20		No		Y		

		--		Software Verifications		20		No		Y		
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A – Proposal form (p/f)
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B – Vendor questionnaire (p/f) 
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C – minimum qualifications (p/f)
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D – Pricing response (10%, blind)
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D – Pricing response (10%, blind)
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D – Pricing response (10%, blind)
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D – Pricing response (10%, blind)
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Evaluation Summary

Round 1 – Minimum Qualifications and Responsiveness

Round 2 – Competitive Screen
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Value 

Assessment



Proposed Scope Alternates



capability beyond the requirements



optimize budget, schedule, functionality

Written Proposals

Risk Assess.

(Non-Controllable)



Risks that may impact the project



why it’s a risk?

proposed solution(s)

potential impact(s)

response plan













Use the BLIND templates

Risk Assess.

(Controllable)





Plan/Expertise for specific SOW items



plan of how,

specific functionality,

previous expertise

Execution

Methodology





Overall approach to deliver the SOW



milestones, activities, phases, sequencing, deliverables



2 pages each = 8 pages in total
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Value 

Assessment



Proposed Scope Alternates



capability beyond the requirements,



optimize the budget, schedule, functionality

Written Proposals

Risk Assess.

(Non-Controllable)



Risks that may impact the project



why it’s a risk?

proposed solution(s)

potential impact(s)

response plan













Use the BLIND templates

Risk Assess.

(Controllable)





Plan/Expertise for specific SOW items



plan of how,

specific functionality,

previous expertise

Execution

Methodology





Overall approach to deliver the SOW



milestones, activities, phases, sequencing, deliverables



2 pages each = 8 pages in total
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E – Execution methodology (5%, blind)



Describe overall plan &  approach to deliver the Scope/Requirements



We want to understand:

Brief chronological roadmap (phasing, sequencing)

Major milestones and activities

Concise synopsis of means and methods

Resources, coordination, communication
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Example Snap Shots
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Example Snap Shots
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Value 

Assessment



Proposed Scope Alternates



capability beyond the requirements



optimize the budget, schedule, functionality

Written Proposals

Risk Assess.

(Non-Controllable)



Risks that may impact the project



why it’s a risk?

proposed solution(s)

potential impact(s)

response plan













Use the BLIND templates

Risk Assess.

(Controllable)





Plan/Expertise for specific SOW items



plan of how,

specific functionality,

previous expertise

Execution

Methodology





Overall approach to deliver the SOW



milestones, activities, phases, sequencing, deliverables



2 pages each = 8 pages in total
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F – Risk assessment (20%, blind)
two parts: Controllable & non-controllable

Controllable Risks

Focus on specific technical aspects/elements of the scope – prioritize which SPECIFIC items are critical

Based on expertise – what is best way to approach these elements?

Performance information – how have you successfully addressed in the past?

How does your system accomplish the requirements in a way that drives successful business results for users?



Non-Controllable Risks

Where have similar projects not gone well in the past?

Unknown conditions that may impact the project

Client action items, support, critical decisions, etc.

Accuracy & availability of scope and details provided in the RFP.

Potential roadblocks, challenges, inefficiencies, etc.
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F – Risk assessment (20%, blind)
two parts: Controllable & non-controllable
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F – Risk assessment (20%, blind)
two parts: Controllable & non-controllable

Objectives:



Identify critical elements/items within the scope & requirements



Software Capability/Functionality



Step-by-step approach



Resources, Means & Methods
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Controllable Risk
payables report design and integration

Why is it a risk? 

Our system exports a custom-formatted “payables report” that is imported into a utility accounting system to pay customers and contractors.  This must be successfully achieved to process and pay rebates.



Solution:

We will request a detailed overview of the payables report format that is required for import into UTILITY accounting system.  We will provide a template for UTILITY to describe configuration needs.  This typically includes unique formatting of payee details, project description, and GL code parsing.  We can create multiple exportable payables reports for different purposes and users.

We have extensive experience developing custom reports for multiple accounting systems and CIS, including…
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Controllable risk
Functionality within the software system

[Software Product] contains a standard, out-of-the-box tool for creating ad-hoc reports.

Logical user interface provides developer-level capabilities without needed to learn computer programming protocols.

Training will be provided such that the Owner can create all Reports noted in the RFP.  Note that [Vendor] has included modifications to 3 key reports to match the needs of Owner staff. 

During the Needs Analysis (first 1-2 months), our team will recreate all reports from the RFP and request input from users.

Additional Report-Writing consultation has been provided as a Value Added service (for extreme customizations – see VA #1 for examples)
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Specific functional tool within the software
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Controllable Risk
User Training – what’s included and details of the approach

[Software] relies heavily on features that are unfamiliar to the users, such as workflow process configuration & inventory management tools.

Role-based training will be provided for each user type to replicate their day-to-day activities. Each user should attend a minimum of three trainings:

Introductory Session (2 hours on-site)

Follow-Up Session (1 hour online)

Final Go-Live Session (2 hours on-site)



160 hours (112 on-site, 48 for documentation and prep) have been allocated for Portfolio training (3 days), Operations and Maintenance (5 days), Real Estate (3 days), and Project Management (3 days).  Additional training will be provided if required.

Training schedules will be delivered just prior to a phase or module being implemented.  

Staff will self-register for their own scheduled training sessions.  The Owner will be notified of staff who do not attend their scheduled training. 

We have also extended the Training Phase to account for scheduling conflicts that arise (2-3 weeks delay is accounted for)
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What’s included/covered and how
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Controllable risks
additional examples

User permissions structure. 



Specific functionality, calculators, analysis the system supports.



Workflow and process design the system supports



Custom report and dashboard designs.



Etc.
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Controllable Risk
Custodial Services – Meeting the Specified Service Levels

Plan 1:

We will leverage our extensive experience to ensure our service is tailored to meet the unique needs of each space on a building-by-building and user-by-user basis.

Plan 2:

Our workloads and service plan are built to meet the stipulated APPA levels (daily staffing 22 staff/day at 1/ 22,000m2), exceeding RFP mins.

High occupancy, high traffic buildings (i.e. Van Vliet, CAB, HUB) have a productivity rate of 305 m2/person/hour.

Low occupancy, low density, low traffic buildings (i.e. Assiniboia Hall, Triffo Hall, Arts Building) have productivity rates of 530 m2/person/hour

Each building will have a dedicated working supervisor.

Our work plan also dedicates 3 FTE to the carpet care program and 4.5 FTE to the floor care program

 Night staffing and product usage estimates address floor-care targets



Boilerplate Marketing Content
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Project-specific

Actionable approaches / means and methods

Differentiation



Controllable Risk
Approach to a critical aspect of the design

Strategy A–Focus design attention on main & second levels. 

Open the main & 2ndfloor facades for greatest impact to animate N laneway. 

Reinforce the existing loading dock access points. 

Leave the upper level punch windows intact as it will provide adequate access for prescribed operational uses. Redevelopment of the upper levels with larger expanses/openings is costly for the minimal functional benefit. 



Strategy B–Provide a corridor addition along the entire face of façade (must be coupled with relocation of elevator cores as identified in Risk 1) 

Provides energy efficiency and functional gains to floor plate.

The addition can connect levels 5 and 6 to stair 4 in the East and West wings, eliminating the need to extend stair cores and construct roof additions

The increased floor plate depth creates more efficient room configurations
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What’s included/covered and how

48



Blind Submissions?

"Based on our experience as a CM at Risk constructing a brand new NHL arena in Alberta, we have the experience to construct a new twin area on South Campus for the University of Alberta."    





We have completed multiple large projects as a CM at Risk, including a large multi-purpose municipal arena which has similar size and scope to this project.... [and our performance/results included…]
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F – Risk assessment (20%, blind)
two parts: Controllable & non-controllable

Objectives:



Potential Issues, Roadblocks, or Challenges



Potential Project/Contract level impacts



Lessons Learned



Quantify Risk Impacts



Recommended Solution(s) or Option(s)
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Non-Controllable Risks

Common Types:

Concealed Conditions (i.e. “known” unknowns)

Coordination with the Client or other Third Parties

Client actions items, decisions, access, support, etc.

Unclear information in Scope, Requirements, CDs, Spec

Overly prescriptive aspects of the Scope

Client’s Schedule

Client’s Budget

Any “Trigger Points” for contract-level changes (cost, schedule, quality)

Anything that can keep the project from being an efficient “win-win”
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Solution:

Available water pressure will not be known until 3-4 weeks into the project schedule (due to required excavations)

There are 3 potential outcomes upon investigation:

	

1) Adequate pressure available: No change in building parameters



2) Inadequate water pressure: Impact to some building parameters such as size and/or quality of finishing, etc.



3) Worst-case of no water pressure available: substantial underground work, tanks, etc. Significant impact to building size & finish level, resulting in a reduction of project scale. 



Non-Controllable Risk
“Points of Departure” within the Design/Implementation process
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Non-Controllable Risk
Changes to data nomenclature issued by a 3rd party

Why is it a risk? If a 3rd party regulatory agency requires adoption of new data formats or standards, it may result in global system changes to change the system schema to accommodate the new format.  It is easy to add a new field to the database, the difficulty (and expense) is the global data update that may be required to associate new components with UTILITY assets.



Solution: 

(a) continually monitor potential nomenclature changes (by…), 

(b) for maximum query flexibility, all buildings/assets/sites should be updated with any new data specification (i.e. non-res categories updated by matching new key to old, define gaps, etc…), and 

(c) we can manually make data adjustments to the data and code that controls instances where the data may be utilized
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Non-Controllable Risk
integration with customer billing system & data

Why is it a risk? 

The system required current customer information to perform as described in the SOW.  This dataset is the backbone of the primary SYSTEM schema and must remain reasonably current and accessible.



Solution: 

If an API is not available or cannot be utilized to connect to Customer Billing DB, an alternative method will be required.  In some cases we can connect directly to a utility API (from IT Dept.) and run scheduled data synchronization routines.

In other cases, the utility does a scheduled export to .CSV and delivers the data to an FTP location.  We then manually upload the data into the SYSTEM.

Etc…
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Non-Controllable Risk
client inputs – and how the vendor will assist & guide

Why it is a risk:

Background: Data inaccuracies arise when combining data from multiple sources, multi-use fields in legacy systems, unedited data entry, and other reasons. Data inaccuracies include data omission, which may occur when data fails to convert.

Impact: Data inaccuracies can cause delays in data conversion to the new system and can also cause invalid test results

Solution:

Our conversion process is customized to each Owner to evaluate customer data and generate a merge result list.  This is effective in 95% of cases.

If pervasive data inaccuracies exist, we have a validation stage in the target system after every conversion cycle. The most common of these are…

The owner will provide a resource with authority to make decisions about data conversion results.  

A further data cleansing stage can be added if necessary.  We have seen this in…
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Risk Example
client’s internal activities (with an “if… then… ”  format)

The Owner is upgrading GIS versions, migrating to a new geodatabase file structure, and publishing map services.  None of these tasks has been previously performed by the Owner.

We will provide GIS requirement documentation during Phase 1: Design and map services should be published by the end of this Phase. In the case the Owner does not, we will move forward with other project areas.

If the GIS has not been properly integrated prior to the end of Phase 3: Configuration, the Asset Management system will NOT contain a GIS integration and this project will continue forward. 

Costs associated with implementing the GIS integration at a future date will be billed to the Owner at standard billable rates defined in the contract. Estimated costs as a result of delay may range from 5-10 billable days (40-80 hours). This scenario has occurred in less than 5% of previous implementations. 
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Non-controllable risk
Common examples…

Integration with other systems and data sources

APIs, push/pull, timing, etc.



Constraints of existing systems and data sources

Historic nomenclature, Data availability (missing fields, etc.), etc.

Extent and quality of legacy data migration



Changes in other systems and data sources

Connecting systems-of-record are restructured, upgraded, and/or changed, etc.

Changes in data nomenclature requirements issued by a 3rd party change, etc.



Client-Provided Support, Access, Resources

What resources are typical from IT?  What engagement is needed with end users?

Key decision points in discovery, design, training, etc.



Etc.
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Minimizing Boilerplate Content 
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Boilerplate Content

“We will work with the owner…”

“We have ## years of experience…” 



“Our team has extensive experience in… Lean, Agile, Waterfall, [insert buzzword here]”

“Our company values are…

…Creating value through people, respect, and collaboration.”

…to utilize a Total Team Approach.”

…that our people are our greatest asset.” 

… to emphasize a customer-focused service approach.”
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Feedback on how to improve Risk assessment submissions

Does this differentiate this proposal?  How many competitors can give nearly the same exact solution?



Can you tell what type of software implementation this is?  Or could this response be copy/pasted to virtually any implementation?
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Feedback on how to improve Risk assessment submissions

What type/kind of data is most likely to be incorrect? 

“Such as…” and “For example…” are important for evaluators to know!

What are the main types of format integration challenges?

Solution = vendor say “Dear Owner, your data is not good”???

How actually respond for most likely scenarios?

What is vendor’s “trigger point”  what can be accommodated in base proposal?  What can be accommodated in base schedule timeline? 
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Feedback on how to improve Risk assessment submissions



Is this really the #1 most concerning risk/constraint to the project?

How often have previous projects been affected by this risk?

Is this the solution of an expert who’s successfully responded to this risk in the past?  Essentially states: “We will hold a meeting to figure out a solution”









CITY OF SEATTLE  |  INFORMATION TECHNOLOGY



Slide ‹#›



Feedback on how to improve Risk assessment submissions



a.k.a “We’ll pad our cost with contingency and then charge you more if we exceed it”
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G – value assessment (20%, blind)



Objectives:



Additional Functionality / Modules / Configuration 



New technology & innovation



Savings / Deductions



Unique Qualifications & Capability



Options & Recommendations in the Project’s Best Interest
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Value 

Assessment



Proposed Scope Alternates



capability beyond the requirements,



optimize the budget, schedule, functionality

Written Proposals

Risk Assess.

(Non-Controllable)



Risks that may impact the project



why it’s a risk?

proposed solution(s)

potential impact(s)

response plan













Use the BLIND templates

Risk Assess.

(Controllable)





Plan/Expertise for specific SOW items



plan of how,

specific functionality,

previous expertise

Execution

Methodology





Overall approach to deliver the SOW



milestones, activities, phases, sequencing, deliverables



2 pages each = 8 pages in total
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Value Assessment

NOTE: Value items are options NOT included in the base scope



Respondent should identify what adjustments are recommended & why they are beneficial to the Owner/project.



MUST have a specific dollar or schedule impact.  Let us know if there are potential impacts (just put “$0” or “0 days” no impact)
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Value assessment
Additional Functionality

We can provide a Facility Condition Assessment module to capture facility, building systems, and asset deficiencies.

This module operates in conjunction with [Base Software] to summarize deficiency costs based on integrated RSMeans costs estimates and calculated Facility Conditions Index.

Embedded capital planning analysis provides configurable multi-year financial and risk impact of deficiencies and planned improvements. 

Cost Impacts:

5 licenses in year 1 are $25,000.  

Years 2-5 are $12,500 per year.

The cost of RSMeans interface is additional. 

Implementation cost approximately $33,000. 
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Value Assessment
additional integration capabilities
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Value Assessment
additional functionality (included in base proposal at no added cost)
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Value assessment
Elevator Maintenance – Overly Prescriptive Scope Requirement

The amount of elevators included in the Scope would not warrant a dedicated mechanic.

Savings could be realized if this language is adjusted.

Levels of service would not be adversely effected by having a dedicated mechanic who also has other buildings in close proximity to the site. 
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The State may want to consider an alternate licensing structure.  The current requirements are to purchase a license for every user (175 total).  If the user is in meetings, on vacation, or not using the system, the license is not being utilized.  

In a Concurrent Licensing structure, we can provide a number of licenses that can alternate between users.  This will allow the State to better utilize the system (and not overpay for licenses that are not in use).  

In a Concurrent Licensing model, the server keeps track of the total number of licenses and loans the licenses to users as they log in. If a user is inactive, the server releases the license and allocates the license to the next user.  

The advantage is that the State is not required to purchase licenses that are not being used. Based on your operational requirements, you can achieve a cost savings of approximately 25%.

We have done this on 5 similar accounts with 100% customer satisfaction.







Value assessment
New technology / implementation structure
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Value Assessment
Opportunity to benefit the project
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Dedication to Project – Partnering 

“Our team is looking to establish a long term relationship with the [Client]; we are very much interested in this project as an opportunity to prove our capabilities and further that relationship, and as such are willing to invest time and resources beyond the call of duty to make this a successful undertaking.”



“We will provide a Partnering session for all stakeholders to formalize our commitment.”



Cost Impact: “$0 (Impact: PRICELESS)”

Value assessment
Generic Marketing Content
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G – value assessment (20%, blind)

Owner’s Budget ($$)

Owner’s Scope



(-$ value add)
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G – value assessment (20%, blind)

Owner’s Budget ($$)

Owner’s Scope

Owner’s Needs



(+$ value add)
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H – past performance surveys (project team)
(2.5%, blind)



Objectives:



References



Focus on project team individuals



Quantitative metrics
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H – past performance surveys (project team)
(2.5%, blind)

Max. of 3 Surveys Collected For EACH Project Team Member.





The Vendor picks their own references.



The Vendor collects all surveys & submits to Client with their proposal



Close out ratings at the end of project phases will be used to update Past Performance scores for future projects.
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L – vendor project team
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Section number k – Past Performance Survey for IT Project Teams
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Section number k – Past Performance Survey for IT Project Teams







CITY OF SEATTLE  |  INFORMATION TECHNOLOGY



Slide ‹#›



H – past performance surveys (project team)
(2.5%, blind)
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H – past performance surveys (project team)
(2.5%, blind)
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J – past performance surveys (software)
(2.5%, blind)



Objectives:



References



Focus on software system itself



Quantitative metrics

















CITY OF SEATTLE  |  INFORMATION TECHNOLOGY



Slide ‹#›



J – past performance surveys (software)
(2.5%, blind)
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J – past performance surveys (software)
(2.5%, blind)
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K – Functional  response

Two separate excel files:

Component A – Disposal 

Component B – Tracking and Condition Assessment
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K – Functional  response
Component a – disposal
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K – Functional  response
Component B – tracking and condition…
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K – technical response
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L – vendor project team
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L – vendor project team

Insert
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L – vendor project team

Insert
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IMPORTANT NOTE ABOUT PROJECT TEAM INDIVIDUALS

Section 11.4 L) states:

“Following contract award, the City expects these vendor project team personnel to act as the lead individuals responsible for the roles identified above.  The term “lead individual” is defined as the person who will devote the greatest time allocation to completing the day-to-day tasks, activities, and requirements associated with each role.  In other words, the “lead individuals” are expected to devote the greatest time commitment at the operational level (rather than an executive, partner, or other leadership staff that will be less directly involved in day-to-day operations). 



 These vendor project team personnel cannot be removed or replaced without written approval by the City.







CITY OF SEATTLE  |  INFORMATION TECHNOLOGY



Slide ‹#›



M – list of subcontractors
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N – proposal assumptions









CITY OF SEATTLE  |  INFORMATION TECHNOLOGY



Slide ‹#›



Evaluation Summary

Round 3 – Shortlist for interviews & software verifications
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Interview Format

Q&A Interview, NOT a presentation



Outside materials not allowed unless specifically requested



A standard set of questions will be asked



Individuals will be interviewed separately



Typically 20-30 minutes per individual
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Sample Interview Questions
Identifying Expertise

Why did your company select you for this project?



Describe similar projects you have delivered.



Draw out your project plan & major milestones.

Identify major risk items and where they occur on the project timeline?

How will you minimize the risks on this project? 

Identify where critical decisions will need to be made.

Identify where any critical involvement will be needed from the Owner



Additional project-specific questions.
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Software Verifications

Focused verification of software functionality (not a traditional demonstration)

Additional detailed demos will be performed later with the selected Vendor (Pre-Award Clarification Phase)



The purpose of this verification is to:

View an actual installed and operating system

Identify how well the end users can use the system



Will occur in parallel with the Interviews.

Verifications will NOT exceed 1½ hours

A detailed timeline and script will be provided in advance.
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Software Verifications
RFP Section 12.2

Identify a Client using an identical (or nearly so) Software Product.  Not a “sandbox” or demo version.

Coordinate remote, real-time viewing access (i.e. videoconference)

Privacy needs will be respected.  If this is of major concern, you can create “dummy data” within the existing software.

We strongly prefer that a representative from the Client Organization responds to the scripted questions to demonstrate functionality.  We will evaluate accordingly.

The Vendor Team will be present to support the Verifications
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Accelerated RFP Process



PROCUREMENT & EVALUATION

PRE-AWARD

CLARIFICATION

PERFORMANCE

METRICS

CONTRACT

AWARD
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Pre-Award Clarification Process Steps





4 Formalize Planning Documentation

5 Planning Summary

   Meeting

6 Contract Award &

    Project Begins

1 Build Consensus         2 Kickoff Meeting         3 Interactive Planning
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Pre-Award Requirements



Start

Very High Level

Major Client Risks/Concerns

Big Ticket Items/Deal Breakers

Verify Cost / Financial Info

Included in Proposal

Excluded from Proposal

Assumptions

Cost/Schedule Analysis

Pre Award Schedule





High Level

Client Risks/Concerns

Uncontrollable Risks

Response to All Risks/Concerns

Roles and Responsibilities

Value Added Ideas

Coordination / Pre Plan

Review Tech requirements

Align Expectations

Revisit the site

Mid Level

Detailed Demos

Technical Details

Performance Reports/Documentation

Project Documents / Deliverables

Fully Resource Loaded Work Plan

Review Interview Statements

Project Plan (staffing, communication, training, Implementation, organization change, business requirements) 

Project Schedule

Contract

Finish
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Objective of Pre-Award Clarification

The Vendor is NOT expected to conduct project work.

But the Vendor IS EXPECTED to clarify HOW they will conduct the project work.



All clarification activities will occur in parallel with legal review of the contract and T&Cs



Most expert vendors say the Clarification phase is similar to their normal approach, just more structured, more focused, and results in a quicker launch post-contract.
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Project Kickoff: Meeting Agenda

The Vendor’s Kickoff Deliverables: 

Present their Project Plan in Detail

Clarify accuracy & set the expectation for how they will execute

Coordinate the milestone schedule, focus on key integration points



Identify Project Risks & Solutions

Set a specific & actionable plan to minimize each risks from occurring

Address any/all client concerns

Clarify the scope, assumptions, and “known unknowns”



Identify what support they will need from the Owner (or others)

Could be access, information, key decisions, reviews, etc.

Level of detail: specific items, individual names, agreed-to dates, and potential impacts







CITY OF SEATTLE  |  INFORMATION TECHNOLOGY



Slide ‹#›



105

105





Checklists, Tools, and Templates
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Schedule & Deliverables
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Software Dev./Impl. Process
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Known “Unknowns”
	- When will we find out? 
	- How could it affect the project?
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Accelerated RFP Process



PROCUREMENT & EVALUATION

PRE-AWARD

CLARIFICATION

PERFORMANCE

METRICS

CONTRACT

AWARD
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Performance Measurement
Weekly Risk Reporting
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Measurement of Deviation       from the Expectation

Unforeseen Risks





PERFORMANCE SUMMARY

 Vendor Performance

 Client Performance

 Individual Performance

 Project Performance





CLARIFICATION DOCUMENT

 Risk

 Risk Minimization

 Schedule





WEEKLY REPORT

 Foreseen Risks

 Unforeseen Risks













METRICS

 Time linked

 Financial

 Operational/Client Satisfac.

 Environmental
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Procurement schedule



All questions can be directed to:

	







(NOTE: Presley Palmer is the only acceptable contact related to these projects!)

Presley Palmer, CPPB

Procurement Strategic Advisor

City of Seattle, Purchasing & Contracting Services

Presley.Palmer@seattle.gov 

206-233-7158
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Tip For Preparing your PRoposal

Identify the operations individuals that have the greatest expertise for this specific project.

Have your team lay out the project plan… how would they would execute it based upon the scope?  How will your system perform related to our requirements?

Identify what risks they see are involved within the plan (including scope clarity & assumptions)

If it was your project, what would you change to provide better performance/value/etc.?

Then price it out.

Then, write the response to the proposal.
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Proposal development tips:
what to ask yourself when reviewing your proposal…

Does this truly differentiate my proposal? Or can my competitors say the nearly same thing?

Is my proposal project-specific?  (does it pass the “copy-and-paste” test?)

Have I considered the potential impacts?  Based upon experience, what is the best case / worst case / most likely case?

Am I explaining my recommendations & qualifications rather than overly selling & marketing?

117
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Proposal Development Tips

Distinguish your proposal by how you:



Address the Project Approach & Strategy

Recognize Project-Specific Issues & Challenges

Document performance information

Identify additional value opportunities
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Additional q&a?

Insert
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Optional proposal development workshop

Insert
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Writing The Proposal

Project Specifications:

To provide laundry service for a single family home consisting of two adults and three children in the Kansas City metropolitan area.  

The children are 15 (male), 13 (male), and 9 (female).  



It is expected that at a minimum the vendor will:

Take clothes from the hampers throughout the house (a total of three).

Using the owner provided washer, dryer, and detergent, complete the laundry as required to maintain a reasonable number of clean clothes

Folded clothes placed in the proper dresser drawers for each of the house occupants.
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TO PRINT

121



Recommended Plan Structure
“Planning Prompts”

Non-Controllable Risks

Value Added

Controllable Risks



Simple, concise, support w/ performance metrics

= risks don’t control

& recommended solutions

= capability & approach to 

deliver the scope

= scope alternates

(+, – , neutral)
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Example: Controllable Risk

		Risk 2:  		Sorting and returning clothes to the proper room and owner

		Why is it a Risk?		The most efficient method for washing clothes is to combine dirty laundry from all occupants into “dark” and “light” loads. Mixing occupants clothes in the wash raises the potential for disorganization when returning clothes to the correct rooms.

		Solution:  		During Pre Award, our team will meet with each occupant to catalogue their individual articles of clothing. 
This catalogue is stored in a central online database that our technicians can access remotely should any confusion arise. 
We also assign specific technicians to the household and we find that our technicians become familiar with the clothing within 1-month after service-initiation. 
However, our on-site technicians will also have hard copy printouts of the catalogue on site as backup.
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Example: Controllable Risks
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Example: Risk Assessment

		Risk 1:		Clothes are not in the hamper

		Why is it a Risk?		Clothes are often “thrown” to the hamper but might not make it in, and we have seen this especially with teenage boys.

		Solution:  		We will pick up the clothes around the hamper in the immediate area. Clothes that are obviously dirty will also be picked up.
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Example: Non-Controllable Risk

		Risk 2:		Owner-provided equipment

		Why is it a Risk?		Owner-provided washer or dryer not working

		Solution:  		We will notify the client as soon as the issue is known. See VA#1 for potential remedy (to provide off-site cleaning service)   
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Example: Non-Controllable Risk

		Risk 3:		Owner-provided supplies

		Why is it a Risk?		Owner-provided detergent is empty

		Solution:  		 We will notify the client when new detergent should be purchases (1-week prior). 
 We will also stock our service provider’s vehicle with the client’s preferred detergent product to eliminate any interruption in service (in case of emergency)
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Ex: Value Added
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Ex: Value Assessment

		Item 1:		Owner provided washer or dryer not working. If the owner equipment is not working the clothes can be taken to an off-site cleaner with owner approval. 

All costs for washer and dryer will be charged back to the client (receipt will be provided). Transportation will be paid for by the vendor.
		

		Impact:		Cost ($): $5/load (estimate)		Schedule (Days) +1 Day Delay
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Ex: Value Assessment

		Item 2:		Emergency wash – We have found in the past that the client may require an emergency wash outside of the regularly established washing schedule (e.g. special shirt for a party of jersey that needs to be cleaned for game). 

We offer emergency wash services with 30 min pick up of an item and 3 hours turn around with the completed washing / drying.
		

		Impact:		Cost ($): $20/load 
 or $5/ occurrence		Schedule (Days)    0   .
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Ex: Value Added

		Item 3:		Ironing. Our firm can provide ironing services for all dress shirts, slacks / pants, blouses, and appropriate items.		

		Impact:		Cost ($): $25/month		Schedule (Days) +2 Day Delay



		Item 4:		Dry cleaning – We do not perform dry cleaning services in-house. However, we can take all appropriate items to a dry cleaner for service. The direct cost will be charged back to the client (receipt will be provided), plus a $5 service fee for delivery and pickup.		

		Impact:		Cost ($): Direct cost                     .                     + $5		Schedule (Days) 1 week
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POWERFUL TECHNOLOGY SOLUTIONS
FOR THE CITY AND PUBLIC WE SERVE
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Deadline to Submit Questjons

Wed 8/1/18

Deadline to Submit Proposals

Wed 8/27/18 3:00 PM PST

Interviews & Software Verifications (Short Listed Vendors)

Mon 9/24/18 — Fri 9/28/18*

Pre-Award Clarification Phase (Highest Ranked Vendor)

Mon 10/8/18 — Fri 10/26/18*

N[N || W

Clarification Kick Off Meeting

TBD
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City of Seatle
Project: PCB Tracking and Condition Assessment (PTCA)
Request for Proposal

INTRODUCTION:..
BACKGROUND.
OBJECTIVES
MINIMUM QUALIFICATIONS
MANDATORY TECHNICAL REQUIREMENTS.
MINIMUM LICENSING AND BUSINESS TAX REQUIREMENTS
PROJECT SCOPE AND STATEMENT OF WORK
INDEPENDENT CONTRACTOR AND CITY SPACE REQUIREMENTS.
BACKGROUND CHECKS
INSTRUCTIONS TO VENDORS
SELECTION PHASE: PROPOSAL FORMAT AND ORGANIZATION
SELECTION PHASE: EVALUATION PROCEDURES
PRE-AWARD CLARIFICATION PHASE: ..................
AWARD AND CONTRACT EXECUTION INSTRUCTIONS:
POST-AWARD PERFORMANCE METRICS: ..
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TABLE 6 — EVALUATION CRITERIA POINTS FOR ROUND 3

Evaluation Category

Maximum Points

Proposal Form Pass/Fail
Vendor Questionnaire Pass/Fail
Security Response Pass/Fail
Minimum Qualifications Pass/Fail
Pricing Response 10
Execution Methodology 05
Risk Assessment 20
Value Assessment 20
Past Performance Surveys (all Vendor Project Team Personnel 05

and Software)

Maximum Total Points Possible:

60 out of 100







image44.png

TABLE 7- EVALUATION CRITERIA POINTS FOR ROUND 3

Evaluation Category

Maximum Points

Interviews of Vendor Project Team Personnel (short-listed, if

necessary)

20

Software Verifications

20

Maximum Total Points Possible:

40 out of 100







image45.png

REPSCLASIL

PROPOSAL FORM

1) COMPANY AND CONTACT INFORMATION

Name of Vend

(Submit a cerfcate, copy of web-page, or other documentation rom the Secretary of Stte in which you
incorporated that shovis your legal name as a company.  Many companies use a “Doing Business As"
name, or a nickname in their daily business. However, he City requires he logal name of your company,
as1 legaly registered. \When preparing ai forms below, be sure fo use the proper company legal name.
Your company s egal name can be veried through the State Corporation Commission inthe sate i which
You were estabished, vhich is often localed within the Secretary of State's Offce for each siate.

it/ coordinatedieqal com/SecretaryOfState himi)

f you would like fo propose BOTH solutions (onsite AND hosted), you must submit two separate |
proposals.

Contact Information - Individual with authority to contractually obligate the Vendor:

Name

Title

Email

Telephone

Fax

Address

Contact Information - Individual that can be contacted for clarifcation on this proposal

Name

Title

Email

Telephone

Fax

11) SCOPE OF WORK (COMPONENT WISE)
Vendor must check the box for the component(s) they are submitting the proposal for. I the Vendor
choses to submit proposal for bath the components, separate pricing should be submitted for each
component.

ComponentA [ Component | Component A& B

III) ADDENDA ACKNOWLEDGEMENT
Vendor acknowledges receipt of the following addenda, and has incorporated the requirements of
such addenda into the proposal

(Listall addenda dats issued for this RFP and initial)

[No. T Date/Initials ] [Wo. T Date/Initials

RFP-SCL-

[No. T Date/Initials ] [Wo. T Date/Initials ]

1V) ACCEPTANCE OF TERMS AND CONDITIONS
‘The Vendor accepts The City's Terms and Conditions as stated inthis RFP* True [ Faisd

(I you ansiwer True', the Vendor confirms the acceptance of the City Contract (including Terms &
Conditions),and represents complete revierw as needed by the Vendor. Ifthe Vendor has alegal offce:
that must review contract prior to signature, the Vendor must clearly confirm that such review is
complete, I the Vendor answers ‘False’, and desires exceptions to the City Contract,attach the City
Contract that shows the alternative contract language (print out a version with your suggested new
language clearly displayed in  track changes mod). You must provide the alternative language, and
not simply list an exception you wish to discuss. You may attach a narrative of why each change i to
the benefitof the City and any Anancial impact, Also attach any licensing or maintenance agreement
supplements.

s stated earlier in the REP instructions, the City wil not allow a Best and Final Offer. The City will
review the proposed language and will thereupon either accept or reject the language. The City will
then issue a contract for signature reflecting City decisions. Any exceptions or licensing and
maintenance agreements that are unacceptable to the City may be grounds for rejection of the
proposal)

V) SIGNATURE
‘This proposal must be signed by the person authorized to contractually obligate the Vendor.

Printed Name

Signature

Date Signed
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City of Seattle Vendor Questionnaire
Page10f6
Vendor's Name:

[city of Seattle Vendor Questionnaire

City of Seattle Vendor Questionnaire

Vendor's Name:

Page2of6

Wi e previous fve years has your rm Used any SUBGONIFAClor o perform viork on
‘government contract when that subconiracior had been debarred by a govemmenal
agenc

Please have an officer o person eligile {0 represent the Vendor firm il out this form. Submittal of s
Vendor Questionnaire with your bid or proposal is an attestation that the information in this Vendor
Questionnaire and within your submittal documents are true and valid. Provide prompt nofice to the City
i, at any time prior to coniract award, any facts need to be corrected.

INSTRUCTIONS: This is a mandatory form. Submit this form uith your response. Provide information to the
extentinformaton is avaiable. f your response is incomplete of requires further descipton, the City may request
adgitonal information wihin a specifieddeadine, or may determine the missing informaton is immaterial.

Vendor Information

Vendor's Legal Name

“Doing Business Name” (dba) f applicable

Maiing Address

Confact Person and THE

Conact Person's Phone Number

Confact Person's Fax Number

Confact Person's E-Mail Address.

Dun & Bradsireel nomber (f avaiabie]

dentry he Gt and State of your company headguarters

Vendor Billing Contact Person: Identify the person who il prepare and manage your invoices. This heips.
the City contract manager offer instructions that ensure your invoices are promptly pai

Social Equity compliance

Specify yes orno.

Wihin the previous fen years has your irm been found fo have wiolated any local, Stafe, or
federal anfidiscrimination laws ot requiatons. wheiher they be local,stae or federal?

Does your firm comply — {0 the extent required - wih the ollowing City of Seatle Labor
Standards requiremens from Seate Municipal Code Chapter 14:

1) Gity Paid and Sick Time labor standards, providing paid sick and safe fime 1o
eligble employees? Most employers must provide employees who have work hours.
in Seatte,with acerued paid sick and safe fme. Payment o prevalling wages does
ot ensure compiiance (SMIC 14.16)

2) Miimum Wage abor standards which set wages for employees working within oty
fimits (SMC 14.19)

3) Wage Theftlabor standards which estabish basic requirements for payment of
wages and ips for employees working wihin city imits, including providing various
payment documentation o employees (SMC 14.20)

1°No please provide an explanation of the circumstances. The City may audit payroll
records o interview workers to ensure compiance. For more informaion regarding these
requirements, se Muricipal Code Chapter 14or hif:/vwu seattle Govlaborstandards, or
callhe Offce of Labor Standards at 206 654.4500.

Person and Tile.

Person's Phone Number

Has your fim ever been found by the City or any government agency, o have underpad
your employees (tis includes instances where you may have provided the restiuton fo
make the worker vinole)?

Person's Fax Number

Ferson's E-Vfal Adoress

Vendor Registration with City of Seatlle

Vet your frm s registered info e Ciy's Online Business Direclory alwwseaie goviobd | Ves B o T
and that your Taxpayer ID number and WHIBE status are accurate. For help, cal 206.634-
0353,

‘Does Vendor anfcipale ifing 3 SubCGRTaclor or new emplayees To perform e vork:
required under this confract? IF YES, aftach the mandatory Incusion Plan. Obtain the
form by cicking on the following ik v seate qovIcity-purchasing:and-
contracting/social-equity/umbe and choosing the Purchasing WMBE Inclusion Plan under
he WMBE Inclusion Pians men.

iost companies must hold 3 Seafle Business License (7you have a aciiy/cfice Vel [Cs)
Seatlle, conduct sales vists to Seatl, delver products in your own trucks, or perform on-

Site work n Seattie) Ifyou fallihin hat category,will you immediately seek a business.
license no later than your nolice of award and ensure all iy taxes are pad current?

Disputes

Specify yes or no.

Wilin e previous fve years has your irm been the defendant I cour on a matier elated
to: payment to subcontractors or coniract work performance?

Does your fm have outstanding judgmens pending agans! 7

Wihinthe previous fve years. as your irm assessed liuidated Gamages on a contract”

Ownership

s your fim a Sole propretorship, parnershp, corporaton, Tmited RaBIFy company, YesO  Nod
subsidiary, parent, holding company, or afiate of ancther fim? If s, identfy fyps and
name of pincipai(s

Is your fim presently involved in a dispute (ncluding figatio) regarding is ight o prouide:

the product or service being requested by the Gityfo tis contraci, including but not limited

tonolce of andior n gation about patent infringement for th product andior service that
jour fim s ofering to the City?

What year was your i, under he presen oWRersHp configuraion. founded?

How many years has your frm been in confinuous operation wihout inferuption”

“What year did your firm begin proviing, on a conlinuous basss, the ypes of senaces or
products that are requited from thi solicitation?

Tiscellaneous

Specify yes or no.

Financial Resources and Responsibiliy Specify yes or no.

Wi e previous fve years, has your irm of any of s oviners, pariners, o ficers, been

assessed penaliies or found 10 have violated any laws, rules, or eguiations enforced or

administered by a goverment eniy? This does not include owers of stock n your fim f
jourfim s a publily traded corporation

Wi The previous fve years has your frm been the Geblor of  bankiupioy”

15 your fin inthe process of or i negoliations foward being sold?

Wihin the past fen years, has any oner,incipal, of offcer who VAl perom any of e
wworcfor the Gity been convited of a crime?

Has your i been debarred or found non-responsible for conlracting vl any oca, state,
or federal governmental agency within the past 5 years?

"Wihin the previous ive years has a governmental of private entty ferminated your frm's.
contractprir to contract completon fo faled performance?

fa icense i required to perform, wilhin the previous fen years has your i of any
prncipal,offcer or employee who wil perform work for the City had a icense suspended by
alcensing agency of been found to have violated icensing laws?







image47.png

RFP-SCL-4511

MINIMUM QUALIFICTIONS

Please check the applicable box to signify compliance or non-compliance to each minimum qualification. If you do comply, describe exactly how

you achieve each minimum qualification. The determination that you have achieved all the minimum qualifications is made from this document

or a document with the same informatiom‘

Item # Minimum Qualification Complies | Does Not If you comply, describe how you meet the minimum qualification. Be
Comply sure to list the qualified client and software where appropriate.
Software
1 Vendor must have at least one (1) existing client in the
Electric Utility sector using a similar software solution,
current or previous versions.
2 Vendor has successfully deployed a similar software

solution for at least one (1) client within the last four (4)
years.
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PRICING SHEET INSTRUCTION

S - PTCA Project RFP-SCL-4511 )|

[Base your pricing to adequately service the City

of Seattle environment, specified as.

Component A Only - PCB Disposal Tracking
| Component A Access
10 Read/Write.
Component B Only - Test Tracking and Condition
[Component B Access
10 Concurrent users
50 Read/Write
9 100 Read only
Components A & B - PCB Disposal Tracking and Test
| Component A Access
10 Read/Write.
[Component B Access
10 Concurrent users
50 Read/Write
100 Read only
2 [Base your pricing to include the "Basic" or lowest level of annual maintenance.
5 |For on-premise solutions, *Fuly-Loaded" labor costs for system administration and projected hardware
costs will be added by the City.
Respondents are welcome to provide proposals for either one of the Components, without responding to
4 |the other Component. Respondents wishing to be considered for more than one Component shall provide

combined

2 separate cost estimate for each Component and may also include a cost estimate for both Components

5 |Pricing response must include all pricing considerations beyond user counts

Instructions | Pricing Sheet Component A Pricing Sheet Component B

Pricing Sheet Component A & B
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. PRICING RESPONSE - PTCA Component A & B
ON-PREMISE SOFTWARE COSTS aNDATORY
Proposing an On-Premise Solution
Project Component PHASE or QUANTITY UNIT COST cosT cosT cosT cosT cosT cosT cosT Total
TYPE (it applicable) | _(if applicable) 2018 2019 2020 2021 2022 2023 2024
License Costs One-Time 50.00]
Recurring Maintenance/Support Annual 50.00]
50.00]
50.00]
50.00]
50.00]
50.00]
50.00]
50.00]
TOTAL] $0.00] $0.00] $0.00] $0.00] $0.00] $0.00] $0.00] $0.00]
[
MANDATORY if Proposing a Hosted Solution
Project Component PHASE or QUANTITY UNIT COST cosT cosT cosT cosT cosT cosT cosT Total
TYPE (it applicable) |  (if applicable) 2018 2019 2020 2021 2022 2023 2024
License Costs One-Time 50.00]
Hosting Set-Up Cost One-Time 50.00]
Recurring License / Maintenance / Annual 50,00}
Support/ Hosting Costs

5000}
50.00]
50.00]
50.00]
TOTAL $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

7
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SOFTWARE IMPLEMENTATION COSTS

\plementation costs associated with the solution here

Listall software.

roject Component PRASEor | QUANTITY UNIT COST. CoST CoST CoST cosT CoST CoST CoST Total
TvPE (fapplicable) | _(f applicable) 2018 2019 2020 2021 2022 2023 2024
Projectplanning [One-Time 5000
[Testing [One-Time 5000
igration of existing data [One-Time 5000
[System integration [One-Time 50,00
User provisioning and secury [Gne-Time 5000
[Training and change management __|One-Time 5000
[Customization [One-Time 5000
5000
TOTAL $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
HARDWARE COSTS Lstan
hardware costs associated with the solution here. Project components listed below are meant to be examples. Please editichangeldelete as necessa
roject Component PRASEor | QUANTITY UNIT COST. CoST CoST CoST cosT CoST CoST cosT Total
TveE Gf applicable) | (Gf applicable) 2018 2019 2020 2021 2022 2023 2024 |

[Seners One-Time 5000
Routers One-Time 5000
[Swiches One-Time 5000
Network Appliances One-Time 5000
[Annual Hardware Support & Waintenance |  Annual 5000
5000
5000
5000
5000
TOTAL $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
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ADDITIONAL USERS Not o be ncluded i evaluaton porton ut

City reserves the right to purchase these modules at the listed prices during the duration of the contract.
“The City foresees adding additional users in the future. Please provide the types licenses and the prices for additional users. The current City environment is available on the Instrucions page of this Pricing Sheet. The City does not guarantee
the addition of additional users, but reserves the right to purchase these products at the listed prices during the duration of the coniract

tom “Annual Cost Notes.

$0.00}
$0.00}
$0.00}
$0.00}
$0.00}
$0.00]

ADDITIONAL MAINTENANCE PLANS For informaton onl. Not o beincluded nevalatin porton

Please document any additional maintenance plans that the vendor offers. City reserves the right to purchase these products at the listed prices during the duration of the contract.

item ‘Annual Cost Notes
$0.00}
$0.00}
$0.00]

PRICING ASSUMPTIONS AND ADDITIONAL NOTES Not o be included in evluaton porton

Enter any other pertinent information that will help the City understand your proposed costs.

Ifyou offer discounts (ie._bundle discountvs_line item purchases), enter that information here, or attach a separate sheet_Any alternative pricing options may also be entered here

1. Prompt Payment Discount %__ days. Note: Prompt payment discount periods equal to or greater than 10 calendar days willreceive
consideration and bid pricing will be reduced for evaluation by the amount of that discount.

2 Interlocal Agreement The City of Seatile has entered into Interiocal Agreements with other govemmental agencies pursuantto RCW 39,34, in ieu of
those agencies conducting  separate competitive bid. Does Vendor agree to provide this product or senvice to such agencies?

Yes: No:
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[ EXECUTION METHODOLOGY - RFP-SCL-4511

‘This template must be used. Modifications to the format ofthis template may result in disqualification (ie.
altering font size,altering font type, adding colors, adding pictures,etc). Do not list any names or
information that can be used to identify the Vendor.

he Execution Methodology must over ll requirements as described within the Scope of Work.The
purpose ofthe Execution Methodology is to demonstrate o provide a brief hronological roadmap that
describe,in major milestones and activiies, the operational means and methods the Vendor il
undertake to delver the Scope of Work |

(2 pages maximum)
(You may delete all of these instructions)







image53.png

ATTACHMENT D - EXECUTION METHODOLOGY

To deliver the Departments Scope of Work described in the RFP, this vendor will use its proven

implementation methodology that has been successful with over 400 customers. Our

implementation methodology modeled after the Project Management Institute’s (PMI)
recommended 5-phase project implementation approach. Working with the Department, our team
will use this approach and collected best practices to transition away from old work habits,
eliminate redundant,/disjointed applications and reduce labor intensive reporting. Our repeatable

‘and measurable implementation process along with our flexible product capabiliies leads to a high

‘user adoption rate resultingin a greater refurn on the Department’s investment.

‘The implementation will be performed with muliple onsite visits as well as remotely from our

corporate offices. The mix of onsite and remote actvities is established specific o the

Department’s needs. Following s a breakdown of the five PMI stages which describe how the

Department staff and our project team will work to configure and implement the solution.

1. Kickoff (Discovery) - The Kickoff meeting is between the Department’s core project team

‘members and our Professional Services project team. The goals of Discovery are fo:

* Identify the Department’s project team, establish responsibilties and communication channels.

« Define the Department’s criteria for success and metrics to measure the criteria.

« Discuss potential risks and issues based upon the Departments and our experiences.

« Setdates and mutually approve the implementation schedule.

« Schedule the complete required o (2) hour sessions with your users identified during the
Kick-off meeting. These sessions are to introduce team members, discover specific user level
process steps, and validate the data gathering information prior to arriving onsite. These
sessions assist the implementation team in defining the business and functional requirements.
‘This will help determine how your current processes will it within the new CPMS.

2. Design Specification (Planning) - In the Design,/Planning stage, the joint Department and

‘Vendors project team will facilitate a series of sessions over several weeks based upon the

implementation scope. The goal of these sessions s final validation of the information gathered in

the Kickoff/Discovery phase and confirming the final configuration of the new CPMS. Part ofthis
validation is to review and confirm each process to be delivered as part of the implementation.

‘The Design sessions will require the involvement of the Department’s key project team members

for each session. A detailed agenda of each session will be provided prior to the onsite visit At the

completion of the Design, Planning phase the implementation team will provide 3 Solutions

Requirement document detailing the Departments configuration for the new CPMS.

Configuration (Esecution) - Our project team will perform the Configuration stage remotely and

itwill require regular validation reviews by the Department’s team, This phase includes the

configuration of your new CPMS per the mutually approved Solutions Requirements document. The

Solutions Requirements document and resulting solution configuration will address the

Department’s requirements for the modules and core features specified i the scope of work.

Training/Test (Control) - The Vendors project team performs this phase of the implementation

onsite at the Department’s location. The success of any software or technology implementation

hinges on thorough testing and a quality education program tailored to a specific pracess or

‘processes. The Department’s project team will be changing the way they work - so it i critical that

e are sensitive to the change and work to make the transition as smooth as possible. We will

educate the Department's administrators and users on the new CPMS features and functions, but
‘more importantly how the system s used for the Department’s processes.

‘adoption (Closure) - Following the rollout of the new CPMS, our team will review usage and
initiate calls to the Department’s users to collect any feedback or lessons learned. If needed, we will
also provide additional training, The feedback and lessons learned will be used to optimize the
Department’s processes or configuration as needed. Our implementation team will communicate
any findings and recommended actions with the Department's Project Manager. The Adoption
stage for the Department is not complete unfil the success criteria defined in the implementation
Kickoff phase is achieved.

Chronological Roadmap with Major Milestones and Activities Throughout the Five Phases

Our Gate Approach Focusing on User Adoption - Between each phase of the implementation is 3
formal gate meeting required fo progress to the next phase. The user adoption plan for a successful
transition is defined at the beginning of the implementation and revisited between each phase. Our
gating approach ensures the necessary Department stakeholders have complete visibility into all
facets of the implementation and can accurately communicate the status of the project.

Each gate meeting is used as an opportunity for the Department to review the current scope and
timeline of the project and to openly communicate all potential risks and mitigations. Thougha
formal meeting is not necessarly required, it is often advised to ensure the constant
communication is occurring at the executive level of the project.
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ATTACHMENT D — EXECUTION METHODOLOGY — SITE SELECTION

Site Selection:
Task 1: Evaluation of potential sites, identification of recommended and alternative site, and
elaboration of conceptual design, cost, and schedule estimates — 8-12 weeks.

Kick-off meeting, data gathering, and project management approach — 1 week
Consultant will arrange a kick-off meeting with all key personnel. For both the Site Selection
and Owner's Engineering (OE) scope of work, a priority will be to establish clear and effective
communication plan between SCL, Consultant, and the eventual Contractor. Focused work
sessions with Consultant’s subject matter experts, and an active risk register with identified
mitigation measures will be incorporated into the communications plan. A Microsoft Project
schedule will be prepared for the entire project and progress on individual task completion will
be tracked against inital estimated timeframes. Consultant will utiize a robust document
management system and organization including dedicated document management engineers
to control two-way document development, tracking, and an active Issues Register.

Consultant will provide SCL with a comprehensive and detailed data request st during the
Pre-Award Clarification Period, inclusive of items in section A 3.1 of the RFQ. Additional data
may be required, including as-built control system operational logic, electrical distribution
system data, inspection results demonstrating code compliance, roof structural bearing
capacity, and GIS files. Consultant will provide user-friendly FTP site for SCL to upload data
and documents, and will review data within 1 week and identify any additional data requests.

Analysis - 5 weeks
First week: Consultant will evaluate the potential sites based on the criteria listed in section
B.22 of the RFQ, as well as the following additional evaluation criteria: quantitative estimates
of reliability, project economics, and sustainability. Consultant will consider any other criteria
identified in discussions with SCL and begin assessment once SCL has approved the criteria.
As a part of ts assessment, Consultant will conduct microgrid feasibility analysis and site
ranking by evaluation criteria on six potential project sites.

Second week: Consultant will conduct GIS evaluation and develop a set of constructabilty
criteria to find optimal locations to physically accommaodate microgrid assets and other
equipment. We will identify potential siting constraints such as waterway setbacks, protected
habitats, land use restrictions, shadowing considerations for solar panels, and fire safety
considerations for battery systems. Our permitting experts and land use planners will compile
and review a lst of regulations and then create a permitting matrix detaing the necessary
permits and actions to be taken in order to comply with local, state and federal regulations.

Third week: For roof mounted solar PV, Consultant will review as-built drawings and make
visual inspections to evaluate the roof's structural loading capabilties, constrained areas, and
shading obstructions and assess and recommend viable solar racking, module, and inverter
technology. Consultant may also consider whether ground-mount is viable, inciuding a review
of as-built drawings and visual inspections to evaluate the land's geotechnical, hydrological,
and environmental restrictions to assess and recommend viable racking, module, and inverter
technologies. Using commercial tools such as Helioscope and AutoCAD, Consultant wil
create multiple array layout designs that will optimize usable area, fit, azimuth, racking
options, and ground coverage ratio to render the optimized KWh output.
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"ASSUMPTION: The most effective and scalable approach 1o meet ihe infen s 1o understand and plan
to meet the requirements for all zones and support the single vendor model with substantial local
resources (labour, management, technical, material and financial)

SOLUTION: Implement highy visible and transparent service delivery communications.

* Supply and configure an onine work order system for all buildings.

« Provide stakeholders with access to online service delivery schedules. Provide service quality
management data to end-user stakehoiders.

ASSUMPTION: Maintaining well-trained and supervised staff with effective assignments is essential to
delivering consistent service levels to the U of A for the duration of the contract.
SOLUTION

* Management & Supervision: The Site Manager will be supported by; 1 Office Admin, 1 Work
Order System Admin, 1 Payroll Admin/QA Inspector, 1 OHAS & Training SpecialisUQA
Inspector, 1 Day Staff Supervisor, 2 night managers and 10 night supervisory positions
dedicated to campus cleaning operations.

« Staff Training: Al staff will complete safety, APPA quallty and Healthy U sustainable cleaning
training and prove competency in access control (key), buiding security protocois and
‘emergency evacuation procedures. All staff will have GPIC police clearances and have visible
‘company issued photo ID along with U of A approved uniforms. Frontiine staff technical skils
training wil be elivered by a Norquest College certified trainer sing the BSW curriculum.

ASSUMPTION: U of A will select and retain a contractor that understands the current requirement and
can anticipate and adapt to changing needs without frictional expense.
SOLUTION:

* Workload Planning: As examples, high occupancy, high traffic buildings (e.g. Van Viet, CAB,
HUB) have a productiviy rate of 305 m/personhour. Low occupancy. low density and low
trafic facilties (e.g. Assiniboia Hall, Triffo Hall, Arts Builing) have productivity rates of 530
méiperson/hour. Our proposal exceeds the day staff minimums outlined in the RFP and will be
staffed with 1 Day Staff22,000 m” (22 day staff on average). These production rates and
staffing levels are required and calculated to meet expectation. Each buiding will have a
dedicated working supervisor supported by area supervision, who will report o the Site
Manager. Our work plan also dedicates 3 FTE to the carpet care program and 4.5 FTE to the
floor care program.

ASSUMPTION: Documented service schedules are citical to delivering a consistent service as well
as o the occupants’ understanding and acceptance of the service levels.
SOLUTION:

« Task Schedules: Each cleaner will have a documented routine that defines his or her area and
timing of service for daily duties

* Project Calendar: Periodic services are planned based on assessed need and documented on
a project calendar identiying service scheduling (Note: All monthly to annual services are
scheculed in our work order management system and available on-iine in real time to the U of
A). IICRC standards for carpet care will be the default measure for carpet cleaning standards
and APPA resuits will be the quallty assurance baseline measurement

ASSUMPTION: The U of A is committed to reducing its environmental footprint and must have the
cleaning contractors support as a partner in that commitment.
SOLUTION:
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PHASE VARIANCE BY DIVISION

“The ity wil have muliple diviions and uoer groups Moving thvough varous phases of the project and completing
indiidual tacks simutaneously. In Order t0 MaiTize &ffiency; rou0s wil rOgress at their own rate beginning
after phiase 2 and some groups may close out certain Pases of he Profct ahead of oters.

“The chart below lucirates sach group and the ctimated ime required for each phase. Nots that the folowing i
‘only an estmation; actual schedes and timeines may difer from the example below, aithough no group s shoud
10 take longer for any given phase than indicated i the above project mekine.

(Master Schedue)
‘Stom Water

Pavement Mgt
as

Sigre, Signals, Traffic
Engineering.

Finance

Parks & Forectry

o % 180 270 360 450 540
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[ RISK ASSESSMENT (CONTROLLABLE) - RFP-SCL-4511

E
‘This template must be used. Modifications to the format o this template may result in disqualification (ic.
altering font size, altering font type, adding colors, adding pictures, etc). Do not list any names o
information that can be used to identify the Vendor's dentiy.

Youmay copy/paste to add or delete individual Risk items, but do not exceed the specified page limits.
Please use the following format:
« Risk# —Title of the Risk (critical aspect of the scope)
* Whyis it a Risk? - A brief description of why the risk is critcal a successful project outcome.
+ Solution - describe all of the following: () action steps that wil be taken to successfully
execute this aspet of the scope, and (b) technical expertise experience to ensure the proposed
action steps will fulflthe Scope of Work.
‘Bullet points may be useful for listing recommended action steps.

(2 pages maximum)
(¥oumay delete al of these mstructions)

SECTION 1 - ASSESSMENT OF CONTROLLABLE RISKS

Risk 1:

Why s it a Risk?

Solution:

Risk

Why s it a Risk?

Solut

Risk 3:

Why s it a Risk?

Solut

Risk 4:

Why s it a Risk?

Solution:

Risk 5:

Why s it a Risk?

Solutior
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RISK ASSESSMENT (NON-CONTROLLABLE) - RFP-SCL-4511

‘This template must be used. Modifications to the format o this template may result in disqualification (ie.
altering font size, altering font type, adding colors, adding pictures, etc). Do not list any names o
information that can be used to identify the Vendor's dentiy.

Youmay copy/paste to add or delete individual Risk items, but do not exceed the specified page limits.

Please use the following format:
« Risk# ~Title of the Risk item
+ Why is it a Risk? - A brief description of how the risk may impact the project
(cost/schedule/scope quality).
+ Solution - include all of the following: () action steps to prevent the risk from occurring, (5)
definition of potential impacts to project cost/schedule/scope/qualiy if the risk does occur,
and (c) recommended response plan i e risk does occur.

‘Bullet points may be useful for listing recommended action steps.

(2 pages maximum)
(You may delete all of these instructions)

SECTION 2 - ASSESSMENT OF NON-CONTROLLABLE RISKS

Risk 1:

Why s it a Risk?

Solution:

Risk 2:

Why s it a Risk?

Solution:

Risk 3

Why s it a Risk?

Solution:

Risk 4:

Why s it a Risk?

Solution:

Risk 5:

Why s it a Risk?

Solution:







image59.jpeg







image60.jpeg







image61.png

Risk 1:
Solution:

Misalignment of the proposed solution with [] expectations.

Our approach is to “Embrace” your current business processes and then to “Extend”
those processes with new functionality. This approach minimizes stakeholder
misalignment as we will leverage the knowledge of your mature business processes and
collaboratively determine what, how and when new features and functionality are added
to “Extend “your system. In the first phase of the project, the current mainframe
applications will be re-hosted on Windows servers. Our team will leverage our experience
and tools to modernize your technology while preserving your current business
processes. After this early stage, it will be possible to retire your legacy system, resulting
in operational support savings early in the project. The next phases will build the
foundation for future system expansion and add functionality on top of our flexible
architecture. Our approach provides immediate and incremental benefit to [], allowing
course corrections to meet your expectations. In contrast, the framework approach is
based on a commercial-off-the-shelf product, which may force [] to significantly change
existing, mature business process to conform to the software.
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Risk 4:
Why is it a Risk?

Solution:

New CPMS implementation project fatigue

Loss of project implementation momentum impacts Department and User
Adoption.

The Vendors implementation methodology and process is documented and
reviewed with the Department’s project team. A project schedule is
developed and agreed to by customer. During project schedule
development, customer is asked to identify client specific holidays, fiscal
calendar, construction calendar, paid time off or any event that may impact
customer project team availability.
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Risk 2: Integrity of Data Integration or Import

Why isitaRisk? Ifatany time data is not in the correct agreed to format specified by the
Vendor, the information expected to integrate or import will fail and not be
available in the designated system due to unexpected field changes, which
could impact the overall integrity of the new CPMS implementation project.

Solution: An exception report will be designed and built to ensure any failing data
_points will be identified and corrected.
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Risk 1:
Why is it a Risk?
Solution:

Natural Disaster, Threats, Terrorist Activity

These events may take priority over the new CPMS implementation

If such an event occurs, the Department and Vendor will conduct an
implementation assessment to determine if there are opportunities to
continue with implementation and focus on implementation deliverables.
The assessment may require the re-engineering of project schedule.
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Availability of City contacts for key meetings, workshops,
reviews/approvals

Resulting delays could impact delivery schedule and budget
Include contingency time/budget. Manage through change control

City work processes, workflows, forms unavailable or unknown
Resulting delays could impact delivery schedule and budget
Include contingency time /budget. Manage through change control

City requirements may change after delivery begins

Additional or changing requirements could result in scope creep that could
impact schedule and budget.

Include contingency time/budget. Manage through change control
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VALUE ASSESSMENT - RFP-SCL-4511

‘This template must be used. Modifications to the format of this template may result in disqualification (i.e.
altering font size, altering font type, adding colors, adding pictures, etc,). Do notlist any names or information
that can be used to identify the Vendor's identity.

Youmay copy/paste to add or delete individual Value items, but do not exceed the specified page limits.

Please use the following format:
Option # - Title of the Value item
Description ~ A brief description of why the option is beneficial to the client and/or project
objectives (what outcomes will the option will bring in the short/long term).
Cost/Schedule Impact - provide definition of anticipated cost (5) and/or schedul
as necessary. If no impacts are anticipated, please simply state “$0° or “0 days”

(You may delete all of the instructions)

Option

Description:

Cost Impact: Schedule Impact:

Schedule Impact:

Schedule Impact:

Schedule Impact:

Cost Impact: Schedule Impact:
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Option 2: ESRI - GIS Custom Integration with the new CPMS

Description: .

Custom report to query arcGIS database and return project details and
map image in the new CPMS interface.

Configurable (in account admin setup) custom links to show up on a
project in the new CPMS interface. Role based permissions can be
assigned to each link. One link will be to a custom image view pop-up
page that will make calls to arcGIS and get and stream image. The
other link will be to arcGIS page to edit details of the corresponding
arcGIS project.

On that same account admin page in the CPMS, we include custom
image URL that will be included in report output for reports
configured to require a project to be selected.

Web service to return report data as XML.

Custom function to run as scheduled task to call ArcGIS web service to
get attributes of project and then set the corresponding project
custom fields in the CPMS solutions interface.

Cost Impact: +$42,000.00 Schedule Impact: 25 Days
onetime cost and

annual of $6,300
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User Configuration Toolkit (Forms Builder, Workflow Designer and Report
Builder)

We provide the entire “do-it-yourself’ kit as part of the
Masterworks implementation. The “DIY” kit comprises of:

2) Workflow Designer that allows permissioned users to create,
modify and configure business process based on the business
requirements.

b) Form Builder that allows permissioned users to create, edit and
delete forms that essentially govern data capture

) Report Builder that helps permissioned users to create and modify
customized and ad-hoc reports

The configuration toolkit provides immense value to clients as they can
easily configure the system to their requirements using and easy to use drag
and drop interface and further transition system administration tasks in
house to facilitate maintenance post go-live.

Cost Impact: 50 Schedule Impa

0 days
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Option 3:

Description:

Cost Impact:

Option 4:

Description:

Cost Impact:

Unlimited License Structure

Use an Unlimited Named User -vs- the Proposed Number of Named License
structure based on the Department’s Annual Capital Spend (Estimated to be
$26 MM per year).

+$1,040.00 peryear  Schedule Impact: No Impact

Move Batched Automated Integration to a future implementation rollout.

The identified 6 Innoprise Cost objects could all be part of a future
implementation to reduce potential initial cost.

-$37,500.00 Schedule Impact: -10 Days
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PAST PERFORMANCE SURVEY FOR TECHNICAL PROJECT TEAMS
RFP-SCL-4511
igert Vendor N is performing Past Performance Surveys as part of a proposal process and has identified your

organization as a previous or current clien, Please evaluate your saisfation with the performance of the Vendot and
their Project Team Personnelfor the project dentiied in Part A

'PART A - CLIENT REFERENCE & PROJECT INFORMATION
Client; Project Name:
Reference: Project Start:

o s

PART B - COMPANY & PERSONNEL BEING EVALUATED
(3) Name of the Vendor:

Proposing company’s name
(b) Name of Project Team Personnel: ~Project team names & roles (- John Smith, Project Manager)
_Insertadditional lines as needed (i Jane Doe, AccountRep)

PART C - PERFORMANCE EVALUATION |
Please rate your level of atisfacion ih the Vendor or persomnel’sperformance ona scal of 1 to 0 (ith 10
representing tht you were very satised and 1 epresenting that you were very unsatisid).

+ Ratings il be counted fo () the Vendor,and () each ndiidua isted in Part B above,

+ ifyouvish o provide separace rtings fo the frm or each indiidul,simply complete mulpl forms

No. CRITERIA UNIT | RATING
1| Achievement of project scope abjectives, requirements & deliverables, @-10)
2| Management of project cost (@-10)
3| Management of projectschedule (@-10)
+ | quality of work (@-10)
5| Proactive identification, communication, and mitigation of potential risk items (@-10)
6| Effective collaboration with lient project team, users, and internal IT staft @-10)
7| Responsiveness to personnel and technical issues that arise. (@-10)
| Adherence to cient ules, regulations, and procedures (@-10)
| Overall dient satisfaction and willingness to hire the irm / individual again (@-10)

Please provide critical recommendations and lessons learned from your project experience:

Printed Name of Client Reference Job Title Signature, Date
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VENDOR PROJECT TEAM - RFP-SCL-4511

The Vendor shall identify the name of their project team personnel along with their associated firm.
Following contractaward, The City would expect these individuals to fulfl the lead roles as described
below. These individuals are expected to be the lead operational participants for their respective
roles, and cannot be removed or replaced without written approval by The City.

NOTE: the “lead” for each role is defined as the individual who will devote the greatest day-to-
day time commitment during the project at the operations level. These individuals are expected
to be the lead operational participants for their respective roles rather than an executive,
partner, or other leadership staff that will not be directly involved in day-to-day operations.

POSITION / ROLE
ON THE PROJECT TEAM

Project manager

Technical lead specialist

Solutions Lead / Business
Process Architect

Datalead / Data resourcing
specialist / Data Specialist /
Technical Consultants

Subject Matter Expert 1

Subject Matter Expert 2

NAME OF LEAD PERSON NAME OF FIRM

The personnel listed in the table above are the same individuals who are required to submit Past
Performance Surveys and participate in the Interviews. |

Please refer to Section 12.4 for a complete description of the roles and responsibilities each

individual is expected to fulfil.
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PAST PERFORMANCE SURVEY FOR IT PROJECT TEAMS
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1| Aoliyo scceshlly achiee the scpe bjectives, requirements & dalversbles | (110)
| by o mansge proeccoxt [0
3| iy o manage projeccbedile 0]
+ [ Qualiyorwork D)
5[ iy o proacvly eenly communicte, 228 migteperencal ik ke D)
| Oveallpofzzonat s esponsivenses o requet D)
7 by o ol ot rgulations snd procecure [0
| Overal s scfacion snd willingaes o e he i/ individual g D)

Pl provide crtca ecommendstions and leszons lesrad from your project experience:

P ame o ChencReerene

5 e






image78.png

PAST PERFORMANCE SURVEY FOR SOFTWARE RFP-SCL-4511

igert Vendor N is performing Past Performance Surveys as partof a proposal process and has identified your
organization 23 revious o current clien. Please evaluate your saisfaction with the sofare product dentifed in
Parca.

"PART A - CLIENT REFERENCE & PROJECT INFORMATION

Client: Software:
Referenc User Base:
Job Tite Tntegeation:

Email: First implementation

Date:
Phone: Latest Implementation
Date:

PART B - COMPANY &5OFTWARE PRODUCT EVALUATED
Name of the Vendor: Proposing company’s name
el oo —

PART C - PERFORMANCE EVALUATION

Please rate your level of satisfaction with the Software Product on a scale of 1 to 10 (with 10 representing that you
were very satisfied and 1 representing that you were very unsatisfied).

"o, CRITERA TR RATING
1 [ Achvementof hjecives sndrequired antonal =0
2| ssiaction i sofare nstalationandonging malnenance proceses | (110)
5 Efecivensss of the raling mterls (snd delvry o hse materias) =0
© | e g, e nd g P o0
5 sstiaction it sofvarerelpilty D)
& Ssiacion it o uer nterac (overallace of e and waer exparence) | (140)
7 Success of tegratonnterfce with other neded ystems =0
o sstacion it ety confgurailyof h afvare [0
5[ overal stisactionwith th Sofvare Products qulfy =0

Please provide critical recommendations and lessons learned from your experience:

Printed Name of Client Reference Job Title Signature Date
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10

11

12

13 _These features/functions are not available or are not a good fit in the Vendor’s solution.

A
Function Identifier
Work Groups
Requirement Description

Internal designation for each requirement
Work groups affected by this requirement
Description of the requirement

Designation

Must Have (1)

This requirement is essential to City Light. If not provided, there must be a reasonable work around or
custom code solution.

Should Have (2)

The requirement add signifcant value to City Light's operations, but not required.

Nice to Have (3)

(3) The requirement adds value to City Light's operations, but not required.

No answer in this worksheet will disqualify any vendor from consideration. Responses will be evaluated and scored, with
weighting emphasized toward 'Must Have' features/functions.

Vendors are to complete the table in the Requirements section by marking the appropriate column with an “X” to indicate how
their software product meets each requirement:

Vendor Response

Out-of-the-Box

The base software contains these features/functions and can be immediately used upon initial software
installation.

Configurable These features/functions are already developed and within the Vendor’s repertoire; however, some amount
of configuration will be required beyond initial installation (i.e., integration into the base software via plug-
ins, add-ons, etc.). This configuration can be enabled by a non-developer.

Customizable These features/functions would need to be created via a dedicated programming/development effort in

order to meet City Light's needs.
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Business Response Designation: | £ | 3 | 2
. Must Have (1) -
for Component A: Should Have (2) | & 2 E
Disposal Tracking NicetoHave () | & | g | 2
K
1 3
F3 Function Identifier Work Groups Requirement Description Designation  Vendor Response
3 |General (4) - 001 vl v v v v v |Ability to act as a database for disposal records of asset-based PCB-containing waste. 1
4 [General (A) - 002 Vv v v v v 2 [Ability to act as a database for disposal records of non-asset PCB-containing waste- 1
5 |General (A) - 003 Vv v v v v 2 [Ability to act as a database for disposal records of other oily waste materials. 1
o |General 4 - 004 - = B = 7 B 7 7 :\bu:\go maintain a one-way interface to the supply chain system of record for assets being 1
raci
General () - 005 = B 7 7 7 7 7 B = [Ability to link tracked data with SCL equipment inventory systems without redundant entry of
7 [common fields in related systems of record (WAMS. Asset Suite. GIS mapping applications). -
8 |General (A) - 006 v v | Ability to store historical data points. 1
9 [General (4) - 007 v v |Ability to support referential integrity internal to the dataset. 1
10 |General (A) - 008 A2 raArAg 2 VvV v v v v v |Ability to provide a configurable user interface. 3
11 |General (A) - 009 v v v v | v v V| v]|v v |Ability to upload documents in mutiple formats. 1
12 [General (A) - 010 v v 2 v v [Ability for staff to access data in the field via a tablet device. 3
13 |General (A) - 011 v v v v v v |Ability to load (convert) data from existing data sources. 1
14 [General (A) - 012 v v |Ability to conform to industry standard data model, e g.. Common Information Model (CIM). 3

15 Functionality

16 |Functionality (&) - 001 _| v v 22 v v v v v | |Ability for software to be highly adaptive. modular, extensible. and flexible. 1
17 [Fanctonality 4002 | v 7 7 7 ﬁzgg ;: ‘export to and interface with third parly graphics and analylical packages such as B
18 |Functionality () - 003 | v 2 v |Ability for users to pick and pull data fields for reports or analyses. 1
Functionaiity () - 004 | < ~ = e Z = 7 = 7 | [Ailty to search for and enter data by using a configurable list of values, whether by drop-down B
19 menu or other intuitive tool.
Functionality @005 | v | < | v |« Z B = e | /| [Aviity to sort inventory items according to user-specified attributes or sets of atiributes (status, B
20 location, etc.) and print list of results to a file and/or printer.
21 |Functionality (W) -006 | v | v | v [/ |7 [ [~ A A A K v [ /| |aviity to accommodate simuitaneous viewing of multiple data points in the user interface. 1
32 [Fnctionaity @ 007 |+ | 7| || [ 7]~ B B B e = 7 ~ 1P Az:m:'y o minimize the number of clicks beteen most commonly Used functions in the user B
interface
23 |Functionality W) -008_| v | v | v [/ |7 [ [~ A A A R v v [ /| |aviity to taciltate user-initated dril down in the user interface. 1
24 [Functionality () - 009 | v | v | v [ v | v [ v ]V I T TV TV T A T T R v |~ I avity to provide easy naviaation in the user interface between sequential screens viewed 1

Vendor Instru

® < >
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Business Response T |e
R Designation: 5128
for Component B: MustHave (1) | £ | § | §
Test Tracking & ShouldHave ) | 8 | £ | &
es 9 NicetoHave (3) | ¢ é 2
Condition Assessment i v
3
1 3
P Function 1dentifier Work Groups Requirement Description Designation _ Vendor Respon
3 |General (B) - 001 V| v|v|v |Ability to act as a database for test resuits. 1
4 General (8 - 002 E B R E R Ry 7 = ::my ‘lo n:(a;mm a two-way interface with the asset management system of record for assets 1
ing trac!
General (B) - 003 A A T AT T T T T 7 7 7 [Ability to link tracked data with SCL equipment inventory systems without redundant entry of
5 |common fields in related systems of record (WAMS, Asset Suite. GIS mapping applications).
6 |General (B) - 004 v |Ability to store historical data points. 1
7 |General (B) - 005 v v |Ability to support referential integrity internal to the dataset. 1
8 |General (B) - 006 A2 raArAg 2 VvV v v v v |Ability to provide a configurable user interface. 3
9 |General (B) - 007 v v v | v v | v v V| v]|v v |Ability to upload documents in mutiple formats. 1
10 |General (B) - 008 2 v v v v 2 v [Ability to provide user-friendly lookup of current and past test results. 1
- General (B) - 009 v v vl v v :bm'y to manually enter test results and test sample collection details from tests performed in- 1
ouse.
12 |General (B) - 010 2 2 v 2 v [Ability to easily upload test result data from commonly used test equipment or analytic labs. 1
13 |General (B) - 011 2 2 2 v v [Ability to customize upload of test results from test equipment. 2
14 |General (B) - 012 v v v v v |Ability to customize upload of test results from analytic labs. 2
15 |General (B) - 013 v v v | v v |Ability to manually enter visual inspection data. 1
(6 General (8)- 014 . P 7 [Abilty to accurately calculate health index scores based on detailed analysis of common test 1
results. This will be used to inform estimating % remaining life.
17 |General (B) - 015 v v v |Ability to store comparative analyses of condition assessment data. 1
18 |General (B) - 016 v v v v v |Ability for staff to access data in the field via a tablet device. 3
19 |General (B) - 017 v v v v v |Ability to load (convert) data from multiple data sources. 1
20 |General (B) - 018 2 2 2 v v 2 v [Ability to store test results containing varying numbers of significant digits. 1
21 |General (B) - 019 v v |Ability to conform to industry standard data model, e.g., Common Information Model (CIM). 3
,, General (8 - 020 7 P . 7 ::«m o conform to CEATI or other industry-standard best practices for condition assessment 2
i S B
24 |Functionality (B) - 001 v v v | v v v v v v |Ability for software to be highly adaptive, modular, extensible, and flexible. 1

AC

Vendor Instructions | (B) TT&CA Requirements | Additional Vendor Response
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Additional Questions Vendor Response

Which industry standards have been used to establish
health index calculations? Please indicate which equipment
type (e.g., network protectors, circuit breakers) uses which
standard as well as whether the standard is specific to
equipment used for transmission, substation, distribution,
or generation.







image83.png

o v A W =

~

10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25

A

L

Instructions

Please complete the following information:

Company:

Contact Individual:

Phone:

e-mail:

Instructions

Architecture

Security

Saas Environment

On-premise Environment
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Project Manager:

e Liaison with delivery heads to ensure timely and successful delivery of our solutions according to
our needs and objectives.

o Works with Seattle IT Project Manager and City Light Project Manager to ensure the project stays
on schedule, controls scope change, identifies and mitigates risk, assists with change
management, project status and controls the budget. Sets the initial schedule working with
Seattle IT and City Light.

o Oversees the implementation process and manages the performance of the Vendor's project
team.

Technical Lead Specialist: The individual who is responsible for learning and understanding the

relevant City Light systems and can translate functional requirements into technical requirements.

e Provide the focal point for securing and managing Vendor resources, developing strategies for
knowledge transfer, performing scope and change management, and otherwise providing
direction and support at the project level.

e Shares configuration knowledge and best practices with the project team.

e Deploying and managing resources for data integration and product testing.

e Responsible for providing training materials for Information Technology. Onsite training is
required.

e Responsible for providing system documentation.
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Solutions Lead / Business Process Architect:

= Responsible for complete solution implementation and execution from scoping, data workshops
and assessment, integration and interfaces, validation & acceptance, cutover, production
migration and support transition.

= Responsible for providing training materials for end users. Training to be provided on-site.

Data Lead / Data Resourcing Specialist / Data Specialist / Technical Consultants:
e Responsible for data migration to vendor’s database.

e Implementing integrations with 3" party systems.

e Responsible for providing end user documentation.

Subject Matter Experts:
Knowledge and experience in electric utility planning, design, and operation, especially distribution
and substation functions.
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LIST OF SUBCONTRACTORS - RFP-SCL-4511

‘The Vendor shall list the Subcontractor providers who are proposed as part of their overall project

team,

No changes to the List of Subcontractor providers will be allowed without the express written
permission of The City. However, The City may be open to the approval of additional subs or
substitution of subs during the project where justified.

List each Subcontractor provider by the firm's proper legal designation, and indicate whether
their business is carried on as an individual, partnership, or limited company.

The undersigned submits that in proposing the subcontractor named below, the undersigned
has fully consulted each and has ascertained to complete satisfaction that those named are
acquainted with the extent and nature of the work involved and of the proposed project
srhedule‘, and that they will execute their work to conform to the requirements of the Scope
of Work]

The following are the Subcontractor providers which the undersigned proposes for the
performance of the Scope of Work:

Scope of Work Subcontractor

I declare that the information pro

true and correct to the best of my knowledge.

Name of Vendor Signature
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PROPOSAL ASSUMPTIONS - RFP-SCL-4511

Note: This Form will not be rated or scored as a part of the evaluation process.

Please list/describe a summary of the Vendor's major assumptions and expectations that have been made
in preparing the proposal. This should include items/tasks that the Vendor has assumed the City will
perform, items/tasks required from the City, and items/tasks that have not been included in the proposal
(items the Vendor feels are outside the scope of work).

(no page limit)
(You may delete these instructions)
e Vendor must check the box for the component(s) they are submitting the proposal for.
e Ifthe Vendor choses to submit proposal for both the components, separate proposal assumption
should be submitted for each component.

.

Component A ComponentB_| Component A& B
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1 Pre Award Education 2 Kickoff Meeting 3 Plan & Coordinate 4 Insert Deliverables 5 Summary Meeting 6 Contract Signed
Deliverables Into Contract
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PRE AWARD CHECK LIST

“The Proponent will complete the Pre Award checkistfor the Summary Meeting.

Preparations & Kickoff Meeting

O coo

Proponent is notfed of Selection

Kickoff Meeting i scheduled for Pre Award Ciarfication

Pre Aviard Clarification training is completed (ot 3 minimur: wiatch online trainng,
videos & attend 30 min training phone call

Proponent prepares KIckoff Meeting matarial, Inciudng
* SECTION 1- PROJECT MILESTONE SCHEDULE
® SECTION 2~ RISK MANAGEMENT PLAN
* SECTION 3 REQUESTED CLIENT ACTIONS DURING THE PRE-AWARD
* SECTION 4 PRE AWARD CLARIFICATION SCHEDULE
*_SECTION 5~ REQUESTED CLIENT ACTIONS DURING THE PROJECT.

Tk OF Vieeting & held
* Output: SECTION 4 — PRE AWARD CLARIFICATION SCHEDULE is inaized and
agreed to by Proponent & Client

Pre Award Clarification Document / Risk Management Plan

o

=)
o

o

Clarifcation mestings are held as necessary with stakeholders from the Proponent &
Cllnt These can be on an ten-bytem o topic-oy-topic basis

SECTION 1 —PROJECT MILESTONE SCHEDULE has been finalized and sgreed 1.

SECTION 2—RISK MARAGENIENT PLAN has been fralized and agreed to.

‘SECTION 5~ REQUESTED CUENT ACTION ITEWSs DURING THE PROJECT s firlized and
dates for the actvties have been agreed to.
*_The specifcindividual who i responsibie for each action tem i dentifiec.

SECTION 6 - FINANGIAL SUMIMARY s finaled and documented
*_Include any Value Added items that were agreed to.

SECTION 7 SCHEDULE SUMVARY 1= fralizd and documented
*_Include any Value Added items that were agreed to.

SECTION & —PROJECT CONTACT UST s completed.

‘Summary Meeting

[m]
o

o

Summary Meeting i scheduled

‘Summary Meeting i held
* Proponent & Client review all SECTIONS of Pre Award Clarfication Document
*_Proponent & Cfent agree to alf SECTIONS of the Pre Award Document

Contract Award s reached and Notice to Proceed & gven
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PRE AWARD CLARIFICATION DOCUMENT

Prepared By: <&Proponent Names>
<<Date>>
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SECTION 1~ PROJECT MILESTONE SCHEDULE
o Anigh leve
s~ this schedule should it on one page)

project schedule identifyng maior activities and deliverables (i no more than 1525

+ The purpose of this schedule s o inform the et of key celiverables & high level work flov.

+ REQUIRED FOR KICKOFF MEETING

o iy Task

Durstion

Stareate

EndDite

orice to Proceed

Proponent tasks are in Biack”, Chent tasksare in “Biae” Third Party asks are n rec”
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‘SECTION 4~ PRE AWARD CLARIFICATION SCHEDULE

+ The Proponent should propose a Pre Aviard Clrifcation Schedue (add o remove space as needed),
+ The only required activiis are the bolded Kickoff Mezting, Summary Meeting, and Contract Award.
At minimum, it is recommended that a weekly Pre Award Mesting be held.

+ REQUIRED FOR KICKOFF MEETING

Pre-Award Schedule

No. | Activity  Task / Decision

Required Atiendess

Date

Rickot e

Summary Meeting

10| Contract Award
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SECTION 2— RISK MANAGEMENT PLAN
+ A complet lstof identifed isks that may impact the project.
‘o Emphasison identifed isks that the Proponent does not control.
o Also consider ritca technical risks/activites/Geliverabies the Proponent does control.
+ The Proponent shoulg expand upon thei original proposal submissions and coordinate necessary
actions irectly ith the Client’s project team. Any aditionalrisks should ls0 be brought forvard.
+ Emphasis on the Proponent's recommended solutions — the Clent i looking for your expertise!
+ THE PROPONENT MAY UPDATE THESE RISK ITEMIS THROUGHOUT PRE AWARD CLARIFICATION
+ REQUIRED FOR KICKOFF MEETING

dentified isk 1:

Risk Description:

Plan to Wimmize
Risk from Occurring:

Action fthe Risk
Occurs:

Expected impact I
Risk Occurs):

\dentified sk 2:
Risk Description
Plan to Winmize
Risk from Occurring:
‘Action the Rk
Occurs:

Expected impact I
Risk Occurs):

dentified sk 3:
Risk Description
Plan to Winmize
Risk from Occurring:
‘Action fthe Risk
occurs:

Expected mpact T
Risk Occurs):

=*+Copy and Paste to add more rsks. There s no page imitiz**
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SECTION 3~ REQUESTED CLIENT ACTIONS DURING PRE AWARD CLARIFICATION.

+ The Proponent must provide a st of Cient Action frems requested during Pre Ay

+ Requests may include Cllent decisions, site access, needed information,

provi
+ REQUIRED FOR KICKOFF MEETING

},specific meetings that are needed, or other requested acton ftems.

Requested Ciient Actions DURING PRE-AWARD CLARIFICATION.

rd Clarificaton.

documentation to be

Activiy / Task / Decision

Responsible Party

Contact
Information

AgreeaTo
Date
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‘SECTION 5 — REQUESTED CLIENT ACTION ITEMS DURING THE PROJECT
* The Proponent must provide a checkist of any support needed from the Client during the project
(ie_deliverables, action tems, nformation, access, or decisions].

+ Under “Responsible Party.” the individual person's name (who is responsiole for the Action tem
within the Client organization) should be noted. That person should approve the Action frem &
‘Agreed 1o Date no later than at the Summary Meeting at the end of Pre Award Clirification (before

contract award)

Client Action Item Checklst

Action tem

Responsible Party

Contact
Information

AgreeaTo
Date
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SECTION 7— SCHEDULE SUMMARY
+ NOTE: FINAL SCHEDULE SUMMARY IS REQUIRED FOR THE SUMMARY MEETING
+ Agjust the number ofems as needed (no page imit)

1. Orginal Proposal Schedule Duration

) DESCRIPTION DURATION

T
2
5

Original Proposal Duration (D)

2. Approved Value Added Opions

) DESCRIPTION DURATION

T
2
5

Total Approved Value Added Opions:

inal Project Schedule

No DESCRIPTION DURATION

Griginal Proposal Duration (Days]

T
2| Total Approved Value Adged Options (Days)
3| Total lient Requested Scope Changes (Days)

Final Project Duration
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SECTION 6~ FINANCIAL SUMMARY
+ NOTE: FINAL FINANCIAL SUMMARY IS REQUIRED FOR THE SUMMARY MEETING
+ Agjust the number ofems as needed (no page imit)

1. Original Proposal Cost

NO DESCRIPTION COST (5)
T | <Provide  Brief Description> 5
7
3
GrgralProposed Gost | §
2 Approved Value Adde Options
NO DESCRIPTION COST (5)
T | <Provide  Brief Description> 5
7
3
Total Agprovea Value Adidea Ot | §
inal ost Proposal
NO DESCRIPTION COST (5)

©_[ Original Proposal Cost

Total Approved Value AdGed Options

3| Total lient Requested Scope Changes

Final Project Cost
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SCHEDULE SUMMARY

Te table below dustrates &ach phase, the expected duraton o the phass n cakendr ), and the soimated
lendar months curing which each phase s expscted o take place

PROJECT PHASES, KEY TASKS, & DATES

Duration

Nov2014 - Apr 2015,

5.Golive * Train and adjust workfiow processes as 45 Days Ape-un 2018
necessary
» Go-Live Readiness Check
+ GoLive with al Bements XS uoers
« Enter Maintenance Mode
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PHASE VARIANGE BY DIVISION

“The ity wil have muliple diviions and uoer groups Moving thvough varous phases of the project and completing
indiidual tacks simutaneously. In Order t0 MaiTize &ffiency; rou0s wil rOgress at their own rate beginning
after phiase 2 and some groups may close out certain Pases of he Profct ahead of oters.

“The chart below lucirates sach group and the ctimated ime required for each phase. Nots that the folowing i
‘only an estmation; actual schedes and timeines may difer from the example below, aithough no group s shoud
10 take longer for any given phase than indicated i the above project mekine.

(Master Schedue)
‘Stom Water

Pavement Mgt
as

Sigre, Signals, Traffic
Engineering.

Finance

Parks & Forectry

o % 180 270 360 450 540

Implementation Tracks
fter the iniial project kickoff meetings with the City, Novox wil provide recommendasons for Implementaton
Tracks, ghing indhicual Giisons at the Gty iexitty inclucing the option to adjus ther indnidual implementaton
‘schecuies to coorinate with the master poject implementaton schede.
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Activity Task Start End
Design Phase 11/1/2010] 3/30/2010)
Complete System Process Flow Overview 11/1/2010] 12/15/2010
Agate Provides Draft System Process Flow Overview Workflow 11/1/2010] 11/9/2010]
ITD PT Provides Feedback on Workflow 11/3/2010] 12/3/2010]
Agate Complete Overview Workflow 12/3/2010] 12/10/2010
ITD PT Verbal approval 12/10/2010 12/15/2010
Update Process Flow Diagrams (pre-app through closeout) 11/1/2010] 12/15/2010
Agate Provides Draft Workflow (Focus on Security Roles) 11/1/2010] 11/9/2010]
ITD PT Process Flow Verbal Approval 11/3/2010] 12/15/2010
Create Draft Mockups — Program Tracking Inbound Process 11/3/2010| 12/15/2010
ITD PT Provides Forms and Fields (Projects Information, Project
Budget, Program of Projects, ALI Budgets, ALl Milestones,
Environmental Findings, Strategies and each Admin insert pages) 11/3/2010| 11/19/2010
Agate Creates Mockups 11/15/2010 11/30/2010
ITD PT reviews mockups 11/15/2010 12/10/2010
Agate Completes Mockups 12/10/2010 12/15/2010
***Milestone Meeting - FACE TO FACE or BY CONFERENCE CALL*** 12/14/2010 12/16/2010
Cost Allocation, Organization Profile, & Pre Application through Amen{ _ 11/22/2010) 2/25/2011
ITD PT Provides Program Supplemental Forms Consolidated Applicati _ 11/22/2010| 1/14/2011
Agate adds data types, business rules & calculations (BR Template) 1/17/2011 1/28/2011
ID verbally approves form set and business rule template 1/31/2011 2/4/2011
Agate Creates Mockups 2/7/2011 2/18/2011
ITD PT Mockup Verbal Approval 2/21/2011 2/25/2011
***Milestone Meeting - FACE TO FACE or BY CONFERENCE CALL*** 2/22/2011 2/24/2011
Create Draft Mockups - Finalize Program Tracking Inbound Process 2/28/2011 3/30/2011
ITD PT Provides Business Rules 2/28/2011 3/4/2011
Agate Creates Mockups 3/7/2011 3/18/2011
ITD PT reviews mockups 3/21/2011 3/25/2011
Agate Complete Mockups 3/28/2011 3/30/2011
***Milestone Meeting - FACE TO FACE or BY CONFERENCE CALL*** 3/29/2011 3/30/2011
STOP AND EVALUATE - Update Development Phase Schedule 3/28/2011 3/30/2011
Form Design - Subrecipient Performance Reporting Process 3/28/2011 5/27/2011
Form Design - Subrecipient Milestone Reporting 3/28/2011 5/27/2011
Form Design - Subrecipient Reimbursement Request and Operational [ 3/28/2011 5/27/2011
2011 Form Review 5/2/2011 6/24/2011
ITD PT Reviews 2011 Forms 5/2/2011 5/13/2011
Determines changes for 2012 formset 5/9/2011 5/20/2011
Provides Agate with updated 2012 BR Template 5/16/2011 5/27/2011
AMS Integration (start with initial legwork by ITD PT and ETS) 5/2/2011 9/9/2011
Other Grant Funding Tracking Types (Vendor and Consultant Contract] __6/20/2011 7/12/2011
Form Design - Inventory component 6/20/2011 7/12/2011
Legacy Data Form Creation 8/15/2011 9/15/2011
Management Reports (app, review, performance reporting) 9/30/2011 11/4/2011
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No  Metric  Description  Calculation Method  


Development Mea sures  


1  Test Server   Server availability  Number of times ID  unable to access system.  


2  Schedule  Major project milestones  % of Milestones  completed on time.  


3  Compliance Matrix  Requirements traced to System Functionality,  Configuration, Integration  99% o f  Requirements  Traced   


4  System Testing  Test Scenario Acceptance   Pass/   Fail  


5  Issue Tracking and  Resolution  Non Production system functionality.    Response Time  


 Priority of issues can be  Urgent, High, Normal,  and Low.  The assignment  of priority is a t ITD PT’s  discretion and is used to  prioritize issues with the  assigned severity  classification.    Critical  –   prevents the software from operating  or prevents significant portions of the test  scripts from being executed until corrections  are made and no w orkarounds exists  Weekly update to the  Test Server  


  Serious  –   does not prevent the software from  operating but affects essential functions of the  software.  A significant impact to the testing  efforts.  A work around may exist that allows  testing to cont inue, but not acceptable for  production implementation  Within two weeks of  weekly update to the test  server.  


  Moderate  –   impairs some functionality but a  practical workaround exists so that it does not  prevent the software from being used in  production  W ithin 30 - 45 days past  production go - live  


  Minor  –   does not affect any functionality of the  software but are cosmetic in nature, including  all documentation and help file issues  Mutually agreed upon  


6  Project Schedule  Completion  Project End date.  % proje ct schedule is past  due  


7  Budget  Total Budget Cost  % project cost over  budget  


Production   Measures  


1  Production   Server availability  99%  


2  Vendor Response Time  Time from report of problem to problem  resolved based severity levels in the Service  Level ag reement.  Time X number of  problems reported  


3  Time to process/track  reimbursement requests  Logged time by ITD PT staff (grant/ARRA  reimbursement requests) (before and after)  % reduction in time  


4  Time to provide accurate  grant balances  Logged time by ITD   PT staff (grant/ARRA  determination of balances) (before and after)  % reduction in time  


5  Time to generate  financial reports  Logged time by ITD PT staff to generate  financial reports  (before and after)  % reduction in time  


6  Time to collect/process  month ly operational data  Logged time by ITD PT staff to collect and  process monthly operational data  (before and  after)  % reduction in time  
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Risk #3 — Availability of Key Individuals at Meetings for Input

Assess Impact
« Impact will be assessed
*3M w/ ITD will work to minimize impact
Impact be realized
Risk Occurs: * Failed communication attempts for 3 days
MeetingMissed  * Project will be delayed more than 10 days
w/o viable substitute  *Cannotget a response even with ITD support

Continuous Attempts to Mitigate
*3M w/ ITD will work to minimize impact for up to 20 days

‘ 3Days

2Days 5Days 10 Days
>
‘ * Communicate & seek ‘ * Call resource meeting * Develop cost and delay impact * Attempt to adjust to
needed info/decision * Reprioritize tasks to analysis for change order for minimize risk
*If cannot get needed minimize impact impacts that cannot be mitigated * Implement CO if needed
info/decision track in WRR and * Outsource tasks if through efforts of reprioritization,
seek PMO support possible etc.

+ Follow up includes: 2 emails
and 2 phone calls/messages

+ Follow up will continue for 3
days

Move forward w/ Baseline

* Move forward

« Any needed changes later
will be a CO

20 Days

*If no resolution to needed info within 20 days of the risk first occurring then
3M will proceed with baseline configuration
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Description

Responsible
Party

Date Due

Pre Application through Amendment Form and business
rules

11/22/2010 - 2/25/2010

Should Know:

Should understand all forms that will be used to submit an
application through amendment (including pre-app, review,
etc).

Should confirm sections that will need to be in the Program
Tracking

Don’t Know:

Won't know business rules linked to Project Tracking
Won't know form fields for expenditure reports,
performance reports, etc.

What we expect to know:
After completing milestone we should have the pre and
applications finalized through amendment.
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DOES NOT CHANGE THE...

» Contract

» Scope

» Specifications

» Terms and Conditions

* Insurance & Bonding

» Cost / Pricing / Financials

The XPD Model simply overlays on top of these.
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DATE RESOLVED RATING
1 DURATION CoST |
Please describe the details of the risk:
1. What is the risk / why was it unexpected?
Please identify the party responsible for  [2. What will be done / what is plan to minimize this risk?
0| B |the risk from the drop down menu 3. Who is responsible for resolving the issue? digd aile ® GINEED 9 a
4. What kind of impact will this have? B
2 5. Any updates to this risk (if applicable)
1 -
2 1) NO RISKS ~ &
4 2) CLIENT IMPACT - Scope Change /Decision |
3 3) CONTRACTOR IMPACT - General Issues
5 3) CONTRACTOR IMPACT - Sub/Supplier Issues
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‘The Unforeseen Risks Tab is the primary Tab that the vendor will be using. This Tab will be used to document any risks that impact time, money, or satisfaction
(regardless if they are vendor generated or client generated). The second row on this sheet is highlighted in blue, and provides an example of information that
should be entered in the cells below. We will briefly review each column.

1.(CLICK) When you encounter an unforeseen risk, the first item that you must enter is the date of when you first identified the risk (follow the example format)

2.(CLICK) The next column is called the "Risk Category”. You must select one of the categories that are shown in the example for the risk that you are
entering. Please do not create any new categories.

3.(CLICK) The next column is called “Risk Details”. In this column, you will enter the details of the risk. You do not have to be very specific, but you must
submit all of the basic information required in the example in blue. This includes: identifying what the risk is and why it is unexpected, your plan to minimize
the risk, who is responsible for resolving the risk, and the impact that the risk will create in terms of time and money. The last item allows you to provide any
updates to the risk (which will be explained later in this presentation).
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Risk Assessment
N This template must be used- Modifications to the format of this template may result in disqualification
(ie. altering font size, altering font type, adding colours, adding pictures, etc) Do not list any
‘names/information that can be used to identify your firm. You may add/delete additional rows but do not
N exceed the 2-page limit. (You may delete these instructions )
Al cost impacts associated with these risks/solutions must be included in your Pricing
B Risk 1. Clothes are not in the hamper
Why isita Clothes are often thrown” to the hamper but might not make itin, and we have seen this
Risk? especially with teenage boys.
- Solution:  ~We wil pick up the clothes around the hamper in the immediate area_Clothes that are
obviously dirty will also be picked up.
- Risk 2 Owner-provided equipment
Why isita “Owner-provided washer or dryer not working
Risk?
i Solution:  _We will nofify the client as soon as the issue is known_See VAZ1 for potential remedy
Risk 3: Owner-provided supplies
- Why isita “Owner-provided detergent is empty
Risk?
Solution:  ~We will nofify the client when new detergent should be purchases (1-week prior) We will
N also stock our service provider's vehicle with the client’s preferred detergent product to
eliminate any interruption in service (in case of emergency)
N Risk 4: Load requirements
Why isita Client has not identified the required number of loads overtime
Risk?
o Solution:  “Each child wil have different amounts of clothing We will catalogue all ftems and identify a
schedule for service. Based on our job-walk, we anticipate performing services once a
week on Wednesday. Based on past experience, this is adequate for a family of five.
Risk 5:
Why isit a
| Risk?
Solution:
O I
EEE 0 ——
Sidesor 13 | PosRG:
3 inbox Moot ou, biontowitera | B 2R B Howto Wntethe RA

Layout -
Reset
Delete
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Potential Risks and Solutions

Risk Assessment

Please prioritize the risks (list the greatest risks first). Your base proposal must include all of these items.
You should identify any risks to the current intent of the project or risks that you don't control. Please
provide a description of how you plan on minimizing the risk. Youmay add/delete the risk tables below as necessary.

Risk 1:
Solu

_Clothes are not in the hamper
Clothes are often “thrown” to the hamper but might not make it in, and we have seen this
especially with teenage boys. We will pick up all clothes around the hamper and in the

_immediate area. Clothes that are obviously dirty will also be picked up.

Owner provided detergent is empty B B B

We will notify the client when new detergent should be purchased (1-week prior). We will

also stock our service provider’s vehicle with the client’s preferred detergent product, to
_eliminate any interruption in service (in case of emergency). R
Risk 4:
Solution:

Client has not identified required number of loads over time

Each child will have different amounts of clothing. We will catalog all items and identify a
schedule for service. Based on our job-walk, we anticipate performing services once a
week on Wednesday. Based on past experience, this is adequate for a family of five.

www.pbsrg.com

ESU | PERFORMANCE BASED STUDIES RESEARCH GROUP |

o
&R

EEETTY -
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Value Added Options
Vendor should identify any value added options or differentials that they are proposing. Identify if the
items will increase or decrease schedule, cost, or expectation. You may addidelete tables. ag necessary.
Item 1: Owner provided washer or dryer not working. [f the owner equipment is not working the
clothes can be taken to an off-site cleaner with owner approval. All costs for washer and
dryer will be charged back to the client (receipt will be provided). Transportation will be
paid for by the vendor.
Impact: Cost ($)  $5/load (estimate) Schedule (Days) +1 Day delay
Item 2: Emergency wash. We have found in the past that the client may require an emergency
wash (e.g. special shirt for a party or jersey that needs to be cleaned for game). We offer
emergency wash services with 30min pick up of an item and 3 hours turn around with the
completed washing/drying.
Impact: Cost () $20/month or $5/occurance Schedule (Days) 0
Item 3: Ironing. Our firm can provide ironing services for all dress shirts, slacks/pants, blouses,
and appropriate items if needed.
Impact: Cost (§)  $25/month Schedule (Days) +2 Day delay
Item 4: Dry cleaning. We do not perform dry cleaning services in-house. However, we can take
all appropriate items to a dry cleaner for service. The direct cost will be charged back to
the client (receipt will be provided), plus a $5 service fee for delivery and pickup.
Impact: Cost ($)  Direct cost + $5 Schedule (Days) 1 week |
Item 5: Folding preference. Some family members may have clothes that may be required to be
hung (not folded). We will identify these articles during the pre-award and hang all items v
after wash/dry. Client must supply hangers. No additional cost or time delays r
Impact: Cost ($) 0 Schedule (Days) 0 o
s

11 At42'  Ln24 Col65 English (US . B
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Instructions

		PRICING SHEET INSTRUCTIONS - PTCA Project

		1		Base your pricing to adequately service the City of Seattle environment, specified as:                                                                                                                                                                                                                                                   

				Component A Only - Disposal Tracking



				Component A Access

				10 Read/Write 



				Component B Only - Test Tracking and Condition Assessment



						Component B Access

						10 Concurrent users

						50 Read/Write

						100 Read only



				Components A & B - Disposal Tracking & Test Tracking and Condition Assessment



				Component A Access

				10 Read/Write 



						Component B Access

						10 Concurrent users

						50 Read/Write

						100 Read only



		2		Base your pricing to include the "Basic" or lowest level of annual maintenance.  

		3		For on-premise solutions, "Fully-Loaded" labor costs for system administration and projected hardware costs will be added by the City.

		4		Respondents are welcome to provide proposals for either one of the Components, without responding to the other Component.  Respondents wishing to be considered for more than one Component shall provide a separate cost estimate for each Component and may also include a cost estimate for both Components combined.		

		5		Pricing response must include all pricing considerations beyond user counts





Pricing Sheet Component A

		PRICING RESPONSE - PTCA - Component A 



		Instructions to Vendor:

		1		Provide pricing details below to meet full compliance for the City of Seattle environment described in the Instructions Tab of this Pricing Sheet and in section 8 of the RFP.

		2		This price shall include software and reoccurring annual costs, implementation, and hardware.  

		3		List any pricing assumptions and/or notes below the spreadsheet.

		4		If you choose to bid multiple software scenarios (i.e., cloud, onsite), a complete bid package for each scenario is required.  The City will not accept one bid package with two pricing scenarios.

		5		For on-premise solutions, the City will add "fully loaded" labor costs for system administration and hardware costs.

		6		Entries in each table are meant to be examples. You may change/add/delete these entries as necessary to formulate your cost proposal.



				 ON-PREMISE SOFTWARE COSTS
   MANDATORY if Proposing an On-Premise Solution

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				License Costs 		One-Time																				$0.00

				Recurring Maintenance/Support 		Annual																				$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

										 																$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				OR



				HOSTED SOFTWARE COSTS
MANDATORY if Proposing a Hosted Solution

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				License Costs 		One-Time																				$0.00

				Hosting Set-Up Cost		One-Time																				$0.00

				Recurring License / Maintenance / Support / Hosting Costs		Annual																				$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				SOFTWARE IMPLEMENTATION COSTS                                                                                                                                                                                                               List all software implementation costs associated with the solution here

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				Project planning		One-Time																				$0.00

				Testing		One-Time																				$0.00

				Migration of existing data		One-Time																				$0.00

				System Integration		One-Time																				$0.00

				User provisioning and security		One-Time																				$0.00

				Training and change management		One-Time																				$0.00

				Customization		One-Time																				$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				HARDWARE COSTS                                                                                                                              List all hardware costs associated with the solution here.  Project components listed below are meant to be examples.  Please edit/change/delete as necessary.

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				Servers		One-Time																				$0.00

				Routers		One-Time																				$0.00

				Switches		One-Time																				$0.00

				Network Appliances		One-Time																				$0.00

				Annual Hardware Support & Maintenance		Annual																				$0.00

																										$0.00

																										$0.00

										 		 														$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				TOTAL COST OF COMPLETE END-TO-END SYSTEM																						$0.00





				ADDITIONAL USERS
Not to be included in evaluation portion but City reserves the right to purchase these modules at the listed prices during the duration of the contract.

				The City foresees adding additional users in the future.  Please provide the types licenses and the prices for additional users.  The current City environment is available on the Instructions page of this Pricing Sheet.  The City does not guarantee the addition of additional users, but reserves the right to purchase these products at the listed prices during the duration of the contract.

				Item		Annual Cost		Notes

						$0.00

						$0.00

						$0.00

						$0.00

						$0.00

						$0.00



				ADDITIONAL MAINTENANCE PLANS
For information only.  Not to be included in evaluation portion.  Please document any additional maintenance plans that the vendor offers. City reserves the right to purchase these products at the listed prices during the duration of the contract.



				Item		Annual Cost		Notes

						$0.00

						$0.00

						$0.00





				PRICING ASSUMPTIONS AND ADDITIONAL NOTES
Not to be included in evaluation portion.  Enter any other pertinent information that will help the City understand your proposed costs.

				If you offer discounts (i.e. bundle discount vs. line item purchases), enter that information here, or attach a separate sheet.  Any alternative pricing options may also be entered here.

				 

















				1. Prompt Payment Discount:  _________%____ days.  Note:  Prompt payment discount periods equal to or greater than 10 calendar days will receive consideration and bid pricing will be reduced for evaluation by the amount of that discount.

2. Interlocal Agreement: The City of Seattle has entered into Interlocal Agreements with other governmental agencies pursuant to RCW 39.34, in lieu of those agencies conducting a separate competitive bid.  Does Vendor agree to provide this product or service to such agencies?           

Yes:______ No:_________


By submitting this Proposal, Vendor acknowledges he/she has read and understands the entire Request for Proposals and agrees to comply with its terms and conditions.  The Vendor also agrees to fulfill the offer made in their proposal through any subsequently awarded Contract.


Full Legal Name of Company: ___________________________________________


Signed By:_______________________________


Printed Name:  ___________________________


Date: _____________
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Pricing Sheet Component B

		PRICING RESPONSE - PTCA Component B



		Instructions to Vendor:

		1		Provide pricing details below to meet full compliance for the City of Seattle environment described in the Instructions Tab of this Pricing Sheet and in section 8 of the RFP.

		2		This price shall include software and reoccurring annual costs, implementation, and hardware.  

		3		List any pricing assumptions and/or notes below the spreadsheet.

		4		If you choose to bid multiple software scenarios (i.e., cloud, onsite), a complete bid package for each scenario is required.  The City will not accept one bid package with two pricing scenarios.

		5		For on-premise solutions, the City will add "fully loaded" labor costs for system administration and hardware costs.

		6		Entries in each table are meant to be examples. You may change/add/delete these entries as necessary to formulate your cost proposal.



				 ON-PREMISE SOFTWARE COSTS
     MANDATORY if Proposing an On-Premise Solution

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				License Costs 		One-Time																				$0.00

				Recurring Maintenance/Support 		Annual																				$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

										 		 														$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				OR



				HOSTED SOFTWARE COSTS
MANDATORY if Proposing a Hosted Solution

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				License Costs 		One-Time																				$0.00

				Hosting Set-Up Cost		One-Time																				$0.00

				Recurring License / Maintenance / Support / Hosting Costs		Annual																				$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				SOFTWARE IMPLEMENTATION COSTS                                                                                                                                                                                                               List all software implementation costs associated with the solution here

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				Project planning		One-Time																				$0.00

				Testing		One-Time																				$0.00

				Migration of existing data		One-Time																				$0.00

				System Integration		One-Time																				$0.00

				User provisioning and security		One-Time																				$0.00

				Training and change management		One-Time																				$0.00

				Customization		One-Time																				$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				HARDWARE COSTS                                                                                                                              List all hardware costs associated with the solution here.  Project components listed below are meant to be examples.  Please edit/change/delete as necessary.

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				Servers		One-Time																				$0.00

				Routers		One-Time																				$0.00

				Switches		One-Time																				$0.00

				Network Appliances		One-Time																				$0.00

				Annual Hardware Support & Maintenance		Annual																				$0.00

																										$0.00

																										$0.00

										 		 														$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				TOTAL COST OF COMPLETE END-TO-END SYSTEM																						$0.00





				ADDITIONAL USERS
Not to be included in evaluation portion but City reserves the right to purchase these modules at the listed prices during the duration of the contract.

				The City foresees adding additional users in the future.  Please provide the types licenses and the prices for additional users.  The current City environment is available on the Instructions page of this Pricing Sheet.  The City does not guarantee the addition of additional users, but reserves the right to purchase these products at the listed prices during the duration of the contract.

				Item		Annual Cost		Notes

						$0.00

						$0.00

						$0.00

						$0.00

						$0.00

						$0.00



				ADDITIONAL MAINTENANCE PLANS
  For information only.  Not to be included in evaluation portion.  Please document any additional maintenance plans that the vendor offers. City reserves the right to purchase these products at the listed prices during the duration of the contract.



				Item		Annual Cost		Notes

						$0.00

						$0.00

						$0.00





				PRICING ASSUMPTIONS AND ADDITIONAL NOTES
    Not to be included in evaluation portion.  Enter any other pertinent information that will help the City understand your proposed costs.

				If you offer discounts (i.e. bundle discount vs. line item purchases), enter that information here, or attach a separate sheet.  Any alternative pricing options may also be entered here.

				 

















				1. Prompt Payment Discount:  _________%____ days.  Note:  Prompt payment discount periods equal to or greater than 10 calendar days will receive consideration and bid pricing will be reduced for evaluation by the amount of that discount.

2. Interlocal Agreement: The City of Seattle has entered into Interlocal Agreements with other governmental agencies pursuant to RCW 39.34, in lieu of those agencies conducting a separate competitive bid.  Does Vendor agree to provide this product or service to such agencies?           

Yes:______ No:_________


By submitting this Proposal, Vendor acknowledges he/she has read and understands the entire Request for Proposals and agrees to comply with its terms and conditions.  The Vendor also agrees to fulfill the offer made in their proposal through any subsequently awarded Contract.


Full Legal Name of Company: ___________________________________________


Signed By:_______________________________


Printed Name:  ___________________________


Date: _____________
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Pricing Sheet Component A & B

		PRICING RESPONSE - PTCA Component A & B 



		Instructions to Vendor:

		1		Provide pricing details below to meet full compliance for the City of Seattle environment described in the Instructions Tab of this Pricing Sheet and in section 8 of the RFP.

		2		This price shall include software and reoccurring annual costs, implementation, and hardware.  

		3		List any pricing assumptions and/or notes below the spreadsheet.

		4		If you choose to bid multiple software scenarios (i.e., cloud, onsite), a complete bid package for each scenario is required.  The City will not accept one bid package with two pricing scenarios.

		5		For on-premise solutions, the City will add "fully loaded" labor costs for system administration and hardware costs.

		6		Entries in each table are meant to be examples. You may change/add/delete these entries as necessary to formulate your cost proposal.



				 ON-PREMISE SOFTWARE COSTS
 MANDATORY if Proposing an On-Premise Solution

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				License Costs 		One-Time																				$0.00

				Recurring Maintenance/Support 		Annual																				$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

										 		 														$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				OR



				HOSTED SOFTWARE COSTS
 MANDATORY if Proposing a Hosted Solution

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				License Costs 		One-Time																				$0.00

				Hosting Set-Up Cost		One-Time																				$0.00

				Recurring License / Maintenance / Support / Hosting Costs		Annual																				$0.00

																										$0.00

																										$0.00

																										$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				SOFTWARE IMPLEMENTATION COSTS                                                                                                                                                                                                               List all software implementation costs associated with the solution here

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				Project planning		One-Time																				$0.00

				Testing		One-Time																				$0.00

				Migration of existing data		One-Time																				$0.00

				System Integration		One-Time																				$0.00

				User provisioning and security		One-Time																				$0.00

				Training and change management		One-Time																				$0.00

				Customization		One-Time																				$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				HARDWARE COSTS                                                                                                                              List all hardware costs associated with the solution here.  Project components listed below are meant to be examples.  Please edit/change/delete as necessary.

												Implementation				Five Years Extended Price (post implementation)

				Project Component		PHASE or
TYPE		QUANTITY
(if applicable)		UNIT COST
(if applicable)		COST 
2018		COST
2019		COST
2020		COST
2021		COST
2022		COST
2023		COST
2024		Total

				Servers		One-Time																				$0.00

				Routers		One-Time																				$0.00

				Switches		One-Time																				$0.00

				Network Appliances		One-Time																				$0.00

				Annual Hardware Support & Maintenance		Annual																				$0.00

																										$0.00

																										$0.00

										 		 														$0.00

																										$0.00

				TOTAL								$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00		$0.00



				TOTAL COST OF COMPLETE END-TO-END SYSTEM																						$0.00





				ADDITIONAL USERS        
   Not to be included in evaluation portion but City reserves the right to purchase these modules at the listed prices during the duration of the contract.

				The City foresees adding additional users in the future.  Please provide the types licenses and the prices for additional users.  The current City environment is available on the Instructions page of this Pricing Sheet.  The City does not guarantee the addition of additional users, but reserves the right to purchase these products at the listed prices during the duration of the contract.

				Item		Annual Cost		Notes

						$0.00

						$0.00

						$0.00

						$0.00

						$0.00

						$0.00



				ADDITIONAL MAINTENANCE PLANS
   or information only.  Not to be included in evaluation portion.  Please document any additional maintenance plans that the vendor offers. City reserves the right to purchase these products at the listed prices during the duration of the contract.



				Item		Annual Cost		Notes

						$0.00

						$0.00

						$0.00





				PRICING ASSUMPTIONS AND ADDITIONAL NOTES
Not to be included in evaluation portion.  Enter any other pertinent information that will help the City understand your proposed costs.

				If you offer discounts (i.e. bundle discount vs. line item purchases), enter that information here, or attach a separate sheet.  Any alternative pricing options may also be entered here.

				 

















				1. Prompt Payment Discount:  _________%____ days.  Note:  Prompt payment discount periods equal to or greater than 10 calendar days will receive consideration and bid pricing will be reduced for evaluation by the amount of that discount.

2. Interlocal Agreement: The City of Seattle has entered into Interlocal Agreements with other governmental agencies pursuant to RCW 39.34, in lieu of those agencies conducting a separate competitive bid.  Does Vendor agree to provide this product or service to such agencies?           

Yes:______ No:_________


By submitting this Proposal, Vendor acknowledges he/she has read and understands the entire Request for Proposals and agrees to comply with its terms and conditions.  The Vendor also agrees to fulfill the offer made in their proposal through any subsequently awarded Contract.


Full Legal Name of Company: ___________________________________________


Signed By:_______________________________


Printed Name:  ___________________________


Date: _____________
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_1593431425.pdf


Field Copy Report of LTC, OCB, SWITCH and MISC Survey TC #:  9731


Customer #:  8002766


SDMyers.com | 330.630.7000 | 180 South Avenue, Tallmadge, Ohio 44278, USA Drafted 7/17/2018 12:12:17 PM


Date: Technician:


Customer Name: Seattle City Light- Power 
Substations


Sub Name:  DUWAMISH SUB


Unit No:  BK78 LTC


Other:  P-1078


Manuf:  REINHAUSEN Manuf. Date:   1/1/2000


Serial No:  580093


Model Number:


Tap Changer for TC #:  0


Voltage:  


Volume:   Gallons      Liters


Selector Range (LTC)


(usually -16 to +16. see example)


Lower (-):


Raise (+):


Tap Counter Reading (LTC & SVR Only):  


Liquid Type


 Oil  FR 3  Beta  Env-200


 Silicone  Biotemp  Alpha-1  R-Temp


 Luminol  Midel  Other:                                     


Hazmat Shipping Required for the following Liquid Types:


 Askarel / Pyranol  Wecosol Perclene


Wemco-NF  PCB Contaminated Sample > 450ppm


Equipment Type


 LTC  Arc in Oil LTC  Resistor LTC


 Transfer/Diverter Compartment  Selector Compartment


 DETC  Motorized DETC  Vacuum LTC


 OCB  Switch Reclosure  Disconnect Switch


 Bushing  Drum  Stor. Tank  DryMax


Other:                                                                                               


Misc


Silica Gel / Desiccant ?  Yes  No


Vacuum Interruptor ?  Yes  No


Top FPV (in.): Valve    Plug


Bottom FPV (in.): Valve    Plug


Conservator & Breather


 Conservator: No    Breather: Free / Desiccant


 Conservator: No    Breather: Free


 Conservator: No    Breather: N2 Blanket


 Conservator: Yes    Breather: Free / Desiccant


 Conservator: Yes    Breather: Free


Desiccant Condition:      Good      Needs Replaced


EXAMPLE:  Selector Range / Existing Sweep Range


Lower position (-)     |     Raise Position (+)


Selector Range:  Lower (-)  16   Raise(+)   16  


Existing Sweep Range: from   0  to  +14  


(Do not record the existing hand position.)


Tests & Packages


 LTC Pac  LTC Critical*  OCB Pac  Switch Pac


 Particle & Filming *  Particle Count *


 OS(D877)  KF Moisture  DGA, syringe # __________


 DBPC  PF  Furan  Metals  PCB


Specialty Testing


 Corrosive Sulfur *  Flash/Fire Point*


 Resistivity*  Viscosity*  DP


D1816**:  2mm gap  1mm gap


Other*                                                                                      


* Additional Plastic Bottle  ** D1816: 16oz Glass, per gap tested


Visual Inspection / Gauge Readings


Liquid Level:     Very Low     Low     Normal     High


Top Liquid Temperature                            °C


Pressure. / Vac Gauge Reading:


    Pressure (+)                           Vacuum (-)                       


Paint:     Good     Fair     Poor


Leaks:     No     Yes


If Yes, Where?


Additional Information:


Comments:
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I N T E L L I G E N T  T R A N S F O R M E R  M A N A G E M E N T ® 


 
 
 


Sampling and Shipping Instructions 
 


PLEASE NOTE: IT IS AGAINST D.O.T. AND EPA REGULATIONS TO SHIP CHLORINATED DIELECTRIC FLUIDS 
SUCH AS PCB, ASKAREL, PERCHLORETHYLENE, WECOSOL, ETC., WITHOUT SPECIAL PACKAGING, 
LABELING, AND AN APPROVED SHIPPER. (Please contact your account representative for details.) 


 
1. Please refer to the Fluid Testing Order Form for tests and test packages required, along with the 


quantities of samples needed to perform the desired tests. 
2. To ensure the samples you submit are acceptable for testing, we recommend you obtain the samples in 


the following order when these sample containers are required: 
1. Plastic Bottle (12 oz.) – Fill the bottle completely. 
2. Glass Bottle (4 oz.) – The desiccant tablet inside the glass bottle must be removed prior to 


filling with sample. The sample temperature in Celsius must be indicated on the bottle for 
moisture calculation of % Saturation. Fill the bottle completely, leaving no air inside the bottle. 


3. Syringe – See backside for detailed sampling instructions when using the syringe. 
4. Glass Bottle (16 oz.) – To be used only for the D1816 test, one 16 oz. glass bottle completely 


filled for each gap setting to be tested. Specify 1 mm, 2 mm, or both. 
3. Draw the sample from the bottom valve of the equipment (for fluids with specific gravity of <1). The filter 


press valve is the best one to use. If this is not available, use of the top sampling valve is acceptable. 
Always remove the plug and remove (scrape or brush out) any debris or rust lying inside the valve 
before flushing the valve to obtain a more representative sample. 


4. The valve should be flushed with enough fluid from the transformer to completely empty the valve (refer 
to ASTM D923: Standard Practices for Sampling Electrical Insulating Liquids). Sampling should not 
be performed during rainy weather. Please note that under some circumstances, obtaining a 
representative sample may require more flushing than the usual recommendation. Inconsistent results 
may indicate that this is the case. 


5. Use a Celsius thermometer inserted into the flush bottle to obtain the sample temperature for the 
purpose of calculating percent Saturation and percent Moisture by Dry Weight. 


6. Apply provided labels to glass and plastic bottles, and circle the tests required. 
7. Write the TC# (if provided) or the serial number, as well as sample date and sample temperature on 


each of the containers used for sampling. 
8. Complete the equipment information forms (Field Copies) thoroughly. The more information you 


provide, the better we can serve you. Included is one set of equipment information forms (Field 
Copies) for transformers and regulators, and LTCs, OCBs and switches. Please make additional 
copies of this form as needed. 


9. When packaging samples, please refer to the Packing Instructions sheet enclosed in this packet. 
10. Include in the box the Sample Return Checklist and the Fluid Testing Order Form. Please include a 


copy of the P.O. number if this method of payment applies to your order. Important: If this is a RUSH 
order, you must contact our office at the number listed below prior to shipping. 


11. Ship the samples to the address below that corresponds to the origin or your order: 
 
FOR DOMESTIC ORDERS: FOR INTERNATIONAL ORDERS: (Please be sure to 
 Attention: Lab  Testmark Laboratories declare a customs 
 SDMyers  6820 Kitimat Road, Unit #4 value of less than 
 180 South Avenue  Mississauga, ON L5N 5M3 $15 USD on your 
 Tallmadge OH 44278 USA  Canada documentation.) 
  Phone 330.630.7000   Phone 905.821.1112 (See also next page.)
 
PLEASE NOTE 


 


All syringes must be returned to the SDMyers lab within 90 days from the date of receipt.  
After this time, you will be charged $30 per syringe that has not been returned to our facility. 
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I N T E L L I G E N T  T R A N S F O R M E R  M A N A G E M E N T ® 


	
	
	
	


Attn: All International clients using SDMyers Diagnostic Analytical Services  


Regarding: Shipping procedures for sending samples to SDMyers and Testmark Labs  


To whom it may concern: 


Thank you for using SDMyers Diagnostic Analytical Services. In order to ensure that we deliver the most 
accurate results in the shortest amount of time, we would like to remind all of our clients about the most 
efficient shipping procedures for sending samples to our laboratory in Canada. 


	
Please be sure to use only FedEx, DHL, or UPS Next Day Air or Second Day Air. These carriers will pick 
up and deliver from just about everywhere. Most importantly, they deliver from door to door, passing the 
shipment through a country’s customs agency as part of their service. 


	
Depending on your country’s export regulations, there is paperwork associated with international 
shipments that must be completed. It usually consists of the following. 


	
• A bill of lading (which is the address label). 
• A set of customs invoices that state clearly what is contained in the shipment. 
• Declaration of the value – which is less than $15.00 USD. 
• A declaration that the company is complying with export law. 


	
Official company letterhead should be used. If you complete the paperwork provided by the carrier, it 
usually covers all of the necessary details. However, it is recommended to prepare a declaration of the 
materials being shipped, that they are non-hazardous and that their value is less than $15.00 USD. 


	
A value must be assigned to each shipment entering a country so that customs can determine if the 
commodity is subject to taxation. INSULATING LIQUID SHIPMENTS TO CANADA ARE NOT SUBJECT 
TO DUTY. Their value is considered to be less than $15.00 USD, REGARDLESS OF QUANTITY. 


	
Please send the samples the next day after they are drawn from the equipment. This will ensure our 
receipt of an accurate sample of your unit’s true condition. Some of the tests are very sensitive to 
atmospheric influences, and test results from older samples are less accurate than from those that are 
more recent. For most tests, we are not able to process and give recommendations more than 60 days 
after sampling. 
 
When shipping samples, please visit sdmyers.com/testing/diagnostic to complete the online shipment 
notification form. This enables us to begin your testing and provide you with your results more quickly. 


	
Again, many thanks for your continued interest in our services and for following our shipping instructions. 
Should you have any questions about this process, please consult the shipping company or call us and 
we will be pleased to provide you with any further guidance. 


	
Best Regards, 


	


Aris Pena 
Sr. Business Development 
Representative 
O: 330.630.7000 x3255 
M: 330.858.8484 
F: 330.633.8081 
Aris.Pena@sdmyers.com 


Craig Schley 
Sr. Business Development 
Representative 
O: 330.630.7000 x3302 
M: 330.620.4988 
F: 330.633.8081 
Craig.Schley@sdmyers.com 


Pam Doherty 
Diagnostic Analytical 
Coordinator, Canada 
O: 330.630.7000 x3230 
F: .330.633.8081 
Pam.Doherty@sdmyers.com 
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Procedures for Obtaining a Dissolved Gas Analysis (DGA) Sample 
	


1. Prepare the Transformer Valve by removing the plug and inserting a reducer bushing equipped with a 
¼” tubing nipple.  Make sure there is a suitable drip pan (pie tin) below the valve. 


	
2. Remove the Syringe and Card from the carton making sure the Luer Lock 3-way petcock valve is 


secure on the end of the syringe. 
	
3. Fill out the card making sure to properly record the manufacturer, serial number and, if available, the S. 


D. Myers, Inc. assigned TC#. 
	
4. Open the Syringe 3-way valve’s petcock to Position 2 per the above drawing and expel the air in the 


Syringe by pushing the plunger to its seated position. 
	
5. Close the 3-way valve by turning the petcock to Position 1. 
	
6. Slowly open the transformer valve.  Oil should flow from the transformer to the side exit port (Position 2) 


of the 3-way valve into the drip pan. 
	
7. After approximately 4 to 6 oz. of oil has passed through the 3-way valve, slowly turn the petcock to 


Position 2. This will allow the oil to pass from the transformer into the Syringe.  You may have to rotate 
the plunger slightly in order to start the oil flow.  Do not pull the plunger as this will cause air to enter the 
sample. 


	
8. After approximately 40 CC has been obtained, slowly turn the petcock to Position 3, stopping the flow 


of oil from the transformer. 
	
9. Expel the oil from the Syringe by slowly pushing the plunger to the seated position.  Note:  Step #8 and 


#9 are necessary to flush the valve and lubricate/seal the glass syringe. 
	
10. Turn the petcock to Position 2. This will allow the oil to flow from the transformer into the syringe. If 


necessary, slowly rotate the plunger to start the oil flow.  Fill the Syringe to approximately 45 CC. 
	
11. Close the transformer Valve. 
	
12. Turn the petcock to Position 1 and remove the syringe from the nipple. 
	
13. Hold the syringe in the vertical position and allow any air bubbles to form below the 3-way valve. 
	
14. While holding the plunger, slowly open the petcock to Position 2 and slowly expel the trapped air and 


oil, stopping the plunger at the 40 CC mark. 
	
15. Turn the petcock to Position 1. 
	
16. Clean the exterior of the Syringe with an absorbent rag, package with the card and ship. 







FLUID SAMPLING CHECKLIST


	 Provide Quote Number: _______________ and Purchase Order Number: _______________ 
(A purchase order number or another form of payment is required for processing all samples.)


	 Contact SDMyers at 330.630.7000 if this is a rush order.


	 Attach labels to all containers.


	 Include TC number and/or equipment serial number (from the manufacturer’s name plate).


	 Indicate all tests on the container labels that are being ordered.


	 Complete the Fluid Testing Order Form.


	 Include the oil temperature (in °C) for all moisture tests.  
(This is measured in the container of the last oil flush taken from the bottom valve.)


	 Remove all desiccant tablets from glass bottles before drawing the sample. 
(Dessicant material contaminates the sample, rendering it completely unusable for testing.)


	 Complete all information cards for syringes.


	 Fill all syringes to a volume of 40mL.


	 Download and print your complete Sampling Forms from Transformer Dashboard or complete  
a paper Equipment Information Form (field copy report) with as much information as is identified  
on the nameplate. (This step is crucial in determining accurate recommendations.)


1 


2


3


4


5


6


7 


8 


9


10


11


This checklist is for your benefit! We want your mail-in sample experience to be successful, and this list will help 
to ensure that. Failure to complete this checklist and include it with your samples will delay your testing.


If you have any question whatsoever, please contact us at 330.630.7000. We always welcome your call!
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thank you


please check when completed:


Make it easy on yourself: Download pre-populated forms for your equipment and save time!


Log in at SDMyers.com        Sampling Forms        Select Equipment        Sampling Form Packet


COMPANY NAME		  CUSTOMER #


FOR HELPING US 
MEET YOUR DEADLINE!







				    REQUIRED CONTAINERS
NO.	 QTY	 TEST NAME	 TEST DESCRIPTION	 12 oz	 4 oz	 SYR	 16 oz
4000		  CriticalPac	 Critical transformers	 1	 1	 1	 -
4001		  PowerPac1	 Non-critical transformers, baseline	 1	 1	 1	 -
4002		  PowerPac2	 Non-critical transformers, ongoing	 1	 1	 1	 -
4003		  DistributionPac	 Distribution-class transformers	 1	 1	 1	 -
4004		  LTCPac	 LTC testing without PC/FC	 1	 1	 1	 -
4012		  LTC Complete	 Load Tap Changers	 2	 1	 1	 -
4005		  RegPac—Single	 Regulators < 500 gallons	 1	 1	 1	 -
4006		  RegPac—Three	 Regulators > 500 gallons	 1	 1	 1	 -
4007		  RegPac—Step	 Step-voltage regulators	 1	 1	 1	 -
4008		  OCBPac	 Oil Circuit Breakers	 1	 1	 1	 -
4009		  SwitchPac	 Switchgear	 1	 1	 1	 -
4051		  SilPac	 Silicone	 1	 1	 1	 -
4060		  SilPac Plus	 SilPac with furanic compounds	 1	 1	 1	 -
4010		  S-FluidPac	 FR3, Biotemp, ENV-200, Midel, Alpha 1	 1	 1	 1	 -
4063		  FR3/Biotemp Pac	 FR3, Biotemp Critical transformers	 1	 1	 1	 -
4064		  FR3 Pac Plus	 New transformers with FR3	 1	 1	 1	 -
4052		  AskPac	 Askarel package	 -	 1	 -	 -
4058		  WecPac	 Wecosol/Perclene	 -	 1	 -	 -


4041		  Oil Screen	 7 tests of basic fluid quality	 1	 -	 -	 -
4042		  DGA	 Dissolved Gas Analysis	 -	 -	 1	 -
4043		  Karl Fischer	 Measures moisture content	 -	 1	 -	 -
4046		  Dissolved Metals	 Copper, iron, aluminum	 1	 -	 -	 -
4047		  Inhibitor Content	 Oxidation inhibitor	 -	 -	 1	 -
4050		  Furan Analysis	 Paper degradation compounds	 -	 1	 -	 -
4054		  Liquid Power Factor	 Measures dielectric losses	 1	 -	 -	 -
4044		  PCB—Fluid	 Regulatory compliance	 1	 -	 -	 -
4048		  PCB—Solid	 Regulatory compliance	 1	 -	 -	 -
4049		  PCB—Wipe	 Regulatory compliance	 1	 -	 -	 -
4066		  PC/FC	 Particle count/filming compounds	 1	 -	 -	 -
4081		  Particle Count	 Determines size and number	 1	 -	 -	 -
4067		  D1816 Dielectric	 Dielectric breakdown voltage	 -	 -	 -	 1
4087		  Corrosive Sulfur	 Determines presence or absence	 1	 -	 -	 -


IMPORTANT!
n	 Use only the containers provided.
n	 Remove desiccant tablet before filling.
n	 Fill all containers completely to the neck.
WARNING: All non-compliant samples will be rejected.


FLUID TESTING ORDER FORM
COMPANY NAME		  CUSTOMER #


CONTACT PERSON		  PHONE


ADDRESS


CITY		  STATE	 ZIP


SAMPLE DATE	 P. O. NUMBER
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Hazmat: These fluids require special handling.
Please refer to DOT for complete instructions.
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PACKING INSTRUCTIONS


Use only approved shipping  
cartons provided by SDMyers. 
These cartons will accommodate 
a total of 12 sample kits.


Use a plastic bag as a liner  
for the shipping carton to help 
contain fluid spills in the event  
of damage during shipping.


Be sure to tighten all bottle  
caps securely before loading the 
bottles into the shipping carton.


Label each bottle properly  
so that the samples can be  
successfully received, identified 
and processed.


Place all bottles vertically  
(upright) in the partitioned  
slots designated for them in the 
shipping carton.


Place all syringes in their  
respective boxes (keeping all bar 
codes matched up) and position 
them horizontally across the top 
of the bottles in the bottom tier.


Arrange all bottles and syringes 
as complete kits (comprised of 
a 12-oz bottle, a 4-oz bottle, and 
a syringe) within the shipping 
carton.


Do not separate the components 
of the sample kits between  
different shipping cartons.


Include the completed Order 
Form and Sample Return Check-
list inside a sealed ziplock bag 
and place it on top of the samples 
inside the shipping carton.


Secure the shipping carton with 
clear packing tape and place an 
adhesive address label on the top 
surface of the carton.
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These instructions are provided to make sure your samples will arrive safely to our facility and will be processed 
successfully. Improper packing will greatly compromise your samples. (Unfortunately, we see it all too often.)  
If you have any question whatsoever, please contact us at 330.630.7000. We always welcome your call!
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Radiators: Yes No Oil Pumps: Yes No 
Fans: 
H2O Cooled: 


Yes 
Yes 


No 
No 


LTC Comp: Yes No 


	


	


Field Copy Report of TRANSFORMER and REGULATOR Survey TC #: 
(Circle/Check Choices Below) 


Date    Technician    Tests & Packages 
CriticalPac SilPac OS(D877) PF Metals 


Customer Number PowerPac 1  SilPac Plus   DBPC Furan PCB 
PowerPac 2  WecPac Reg-Single Reg-Step Reg-Three 


Customer Name Distribution    AskPac FR3/Biotemp Pac S-FluidPac 
	


Sub Name    
q DGA #    


(syringe #) 
q KF (Oil Sample Temp.) °C 


(NEEDED FOR % SAT CALCULATION) 
Specialty Testing 


Unit No.    


Other     


Particle Count* Flash/Fire Point* AGE 
Particle & Filming* Viscosity*  DP 
Corrosive Sulfur* D1816**: 2 mm gap 1 mm gap 
Resistivity* Other*:    


Manuf.    Manuf. Date    *Additional Plastic Bottle  **D1816:  16 oz Glass, per gap tested 
Liquid Type 


Serial No.    Oil FR 3 Beta Env-200 
Silicone Biotemp Alpha-1 Other    


kVA    Insulation Type: Heat Rise °C R-Temp Luminol Midel 
Hazmat Shipping Required for the following Liquid Types: 


High Voltage    
	


Low Voltage    


Delta    
	
Delta    


Wye    
	
Wye    


Askarel / Pyranol 
Wemco-NF 


Wecosol Perclene 
PCB Contaminated Sample >=450 ppm 


Equipment Type 
	


Total Weight lbs. kg 


Transformer Class 


Transformer    Cabinet     Pop Top     Precipitator      Rectifier 
GSU      WGSU       WTSU       Auto Transf.      Reactor 
Regulating Transf.               Furnace         Induction Furnace 
Step Volt. Regulator Other:    


Location 
Impedance % q Outdoor q Platform ft. high 


q Ground q Mezzanine ft. high 
Phase/Cycle: Ph. /  Hz q Basement q Roof ft. high 


q Indoor- Floor #    q Pole ft. high 
Gallons  liters  kg Additional Equipment 


	


Visual Inspection / Gauge Readings 
	


Liquid Level:             Very Low     Low        Normal       High     Bushing Location:              q Top           q Side          q Top&Side 
Top Liquid Temperature: °C q Top Enclosed q Side Enclosed 
Press./Vac Gauge Reading:                                                              Valve Extension System:     q None         q Top 
Pressure (+)    Vacuum (-)    q Bottom q Top & Bottom 


Paint: Good Fair Poor Servicing Information 
Leaks: No Yes Top FPV in. Valve Plug 
If Yes, where? Bottom FPV in.   Valve Plug 
Additional Information: Valve Location: HV Side LV Side 


Other Access: q Bolted Top q Explosion Vent 


Conservator & Breather: þ one of the following combinations: q Top Inspection Plate q Pressure Relief Device 
q Conservator: No  /  Breather: Free/Desiccant Other:    
q Conservator: No  /  Breather: Free Hose Length ft. meters 
q Conservator: No  /  Breather: N2 System Service On Line: Yes No 
q Conservator: No  /  Breather: N2 Blanket Power Available: Yes No 
q Conservator: Yes  /  Breather: Bladder Full-vacuum Rating: Yes No 
q Conservator: Yes  /  Breather: Free/Desiccant COMMENTS: 
q Conservator: Yes  /  Breather: Free 
Desiccant Condition: q Good q Needs Replaced rev. 10/23/14 


Making it easy: Download pre-populated forms for your equipment and save time!


Log in at SDMyers.com        Sampling Forms       Select Equipment       Sampling Form Packet







Making it easy: Download pre-populated forms for your equipment and save time!


Log in at SDMyers.com        Sampling Forms       Select Equipment       Sampling Form Packet
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Field Copy Report of LTC, OCB, SWITCH, and MISC Survey TC #: 


(Circle/Check Choices Below) 
Date    Technician    Tests & Packages 


LTC Pac LTC Critical* OCB Pac Switch Pac 
Customer Number Particle & Filming* Particle Count* 


OS(D877) KF Moisture   DGA, syringe #    
Customer Name 


 
Sub Name     


Unit No.    


Other     


DBPC PF Furan Metals PCB 
Specialty Testing 


Corrosive Sulfur* Flash/Fire Point* 
Resistivity* Viscosity* Other*:    
D1816**: 2 mm gap 1 mm gap 


*Additional Plastic Bottle  **D1816:  16 oz Glass, per gap tested 
Liquid Type 


Oil FR 3 Beta Env-200 
Manuf.    Manuf. Date    Silicone Biotemp Alpha-1 Hydraulic 


R-Temp Luminol Midel Other    
Serial No. Hazmat Shipping Required for the following Liquid Types: 


 
Model Number    


Askarel / Pyranol 
Wemco-NF 


Wecosol Perclene 
PCB Contaminated Sample >=450 ppm 


Equipment Type 
Tap Changer for TC #     


Voltage    


Gallons  liters  kg 


LTC Arc in Oil LTC Resistor LTC 
Transfer/Diverter Compartment Selector Compartment 
DETC Motorized DETC Vacuum LTC 
OCB Switch Reclosure Disconnect Switch 
Bushing Drum Stor. Tank DryMax 
Other:    


Selector Range (LTC Only): Lower (-)    Raise (+) Misc 
(usually from -16 to +16) Silica Gel / Desiccant? Yes No 


(see EXAMPLE lower right)  Vacuum Interruptor? Yes No 
Top FPV in. Valve Plug 


Visual Inspection / Gauge Readings 
 


Liquid Level: Very Low Low Normal High 
Top Liquid Temperature: °C 


Bottom FPV in.   Valve Plug 
COMMENTS: 


Press./Vac Gauge Reading: EXAMPLE 
Pressure (+)    Vacuum (-)    Selector Range / Existing Sweep Range 
Paint: Good Fair Poor 
Leaks: No Yes 
If Yes, where? 


 
Existing Sweep Range (LTC Only): from to    


(see EXAMPLE to the right) 


Tap Counter Reading (LTC & SVR Only):    


 


 
Lower position (-) | Raise position (+) 


Additional Information: 
 


Conservator & Breather: þ one of the following combinations: 
q Conservator: No  /  Breather: Free/Desiccant 
q Conservator: No  /  Breather: Free 
q Conservator: No  /  Breather: N2 Blanket 
q Conservator: Yes  /  Breather: Free/Desiccant 
q Conservator: Yes  /  Breather: Free 


 
 
 
 


Selector Range: Lower (-)   16    Raise (+)   16   
Existing Sweep Range: from 0    to   +14   
(Do not record the existing hand position.) 


Desiccant Condition: q Good q Needs Replaced rev. 10/23/14 
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Draw Date 25°C 100°C
Draw Date INH% SDMyers Notes / Recommendations
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Draw Date 1242 1254 1260 Other Total Class:


Label:


Results in mg/kg


PC
B 


 D
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Customer: Seattle City Light- Power Substations Facility: 700 5th Avenue/Room KT-3638
Seattle, WA Customer Number: 8002766 Location:


Equipment Summary Report


Le
ge


nd


Printed on: 17Jul2018
Acceptable Questionable Unacceptable Resample No  Classification Not Tested


* - Test/Service performed by outside source (Grey Bar Chart) - Test/Service performed by outside source


TC: 9731 Sub Name: DUWAMISH SUB Unit No.: BK78 LTC Serial No.: 580093 Other: P-1078


Chemical Data


Ov
er


vie
w


Equipment Type: LOAD TAP CHANGER Liquid Type: OIL Conservator Tank:
Manufacturer: REINHAUSEN LTC Volume Gallons: 50 Silica Gel:
Serial No.: 580093 Selector Gallons: Breather: Free/Desiccant
LTC Model No.: M111 500Y Transfer/Diverter Gallons: Top FPV (inch):
LTC for TC No.: 0 Bottom FPV (inch):


Chemical


Mechanical


Electrical


Na
me


pla
te 


Inf
o


Draw Date Service Acid IFT D877 D1816 Gap Color Sp. Gr. Visual Sediment 


21 Jun 2018 0.050 36.2 43 2.00 0.880 CLEAR NONE
23 Jun 2017 0.030 35.3 45 2.00 0.880 CLEAR NONE
19 Jun 2014 0.020 39.2 38 2.00 0.870 CLEAR NONE
27 Dec 2012 0.030 38.9 48 1.50 0.880 CLEAR NONE
20 Jul 2010 0.030 37.8 40 1.50 0.880 CLEAR NONE
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Draw Date 5H2F 2FOL 2FAL 2ACF 5M2F Total
21 Jun 2018 ND ND 28 ND 28
27 Dec 2012 ND ND 14 ND 14


SDMyers Notes / Recommendations
NO RECOMMENDATION


Calculated DP


800
Est. Insulation Life Remaining


100%


Draw Date Hydrogen Oxygen Nitrogen Methane Carbon 
Monoxide


Carbon 
Dioxide


Ethane Ethylene Acetylene TDCG Total Gas


21 Jun 2018 376 20,295 69,289 130 69 1,938 76 655 3,165 4,471 95,993
23 Jun 2017 1,783 13,974 44,955 251 216 2,356 89 828 5,062 8,229 69,514
19 Jun 2014 2,661 16,879 52,751 382 182 2,127 110 983 5,527 9,845 81,602
27 Dec 2012 2,389 17,577 59,915 326 250 2,152 109 1,013 5,177 9,264 88,908
20 Jul 2010 2,170 26,211 72,459 276 201 1,455 74 727 5,423 8,871 108,996


SDMyers Notes / Recommendations RETEST 1 YEAR
YA-THE RATIO AND LEVELS OF COMBUSTIBLE GASES ARE CONSIDERED TO BE NORMAL FOR A LOAD TAP CHANGER. TO INCREASE RELIABILITY, WE SUGGEST A PREVENTATIVE MAINTENANCE PROGRAM THAT INCLUDES 
REGULAR VISUAL INSPECTION OF ALL COMPONENTS AS WELL AS CONTINUED TESTING OF THE INSULATING LIQUID.
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Seattle City Light- Power Substations


Equipment Summary Report


Mfg: REINHAUSEN


TC: 9731 DUWAMISH SUB Serial No: 580093


BK78 LTC Gallons:kVA: Low V:High V:
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SDMyers Notes / Recommendations RETEST 6 MONTHS


The moisture content is questionable based on the equipment class and liquid type. This condition should be monitored with a shorter test 
interval until it reaches an unacceptable level or until the next preventative maintenance interval.


SDMyers Notes / Recommendations RETEST 1 YEAR


THERE ARE NO DIAGNOSTIC LEVELS OF METALS IN THIS SAMPLE. THESE DATA CAN 
SERVE AS A BASELINE FOR FUTURE ANALYSES.


Draw Date Avg. Temp °C PPM mg/kg %SAT %MBDW
21 Jun 2018 40 N/A N/A
23 Jun 2017 31 N/A N/A
19 Jun 2014 9 N/A N/A
27 Dec 2012 7 N/A N/A
22 Oct 2010 8 N/A N/A


Draw Date Aluminum Iron Copper
23 Dec 2008 ND ND 0.030


Any recommendations are the result of best practices, interpretation of industry standards, and the judgement of SDMyers Diagnostics and Analytical Services
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Mechanical Data
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Date Service Date Additional Information
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Equipment Type: LOAD TAP CHANGER Liquid Type: OIL Conservator Tank:
Manufacturer: REINHAUSEN LTC Volume Gallons: 50 Silica Gel:
Serial No.: 580093 Selector Gallons: Breather: Free/Desiccant
LTC Model No.: M111 500Y Transfer/Diverter Gallons: Top FPV (inch):
LTC for TC No.: 0 Bottom FPV (inch):
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Draw Date Liquid Level Sample Temp (°C) Top Temp (°C) P/V Paint Leaks
21 Jun 2018 * NORMAL 43 GOOD NONE
23 Jun 2017 * 24 0
19 Jun 2014 NORMAL 50 GOOD YES-LTC DRAIN VALVE
27 Dec 2012 NORMAL 0 FAIR
22 Oct 2010 9 44


Seattle City Light- Power Substations


Equipment Summary Report


Mfg: REINHAUSEN


TC: 9731 DUWAMISH SUB Serial No: 580093


BK78 LTC Gallons:kVA: Low V:High V:






